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AHHOTAUUSA

HacToswee PykoBoACcTBO coaepxXuT obuwiee onucaHuve cpeacTtBa Kpuntorpadunyeckom 3aluunThbl
nHpopMauum «Kpuntollpo CSP» v. 4.0 R4 (OKTSAW.00087-03) ucnosnHeHus 1-Base un pekoMeHAauuu
no nucnonb3oBaHnio CK3W B pasniMyHbiX aBTOMaTU3MPOBAHHbLIX CUCTEMaXx.

B 3aBMcMMOCTM OT KOMMIEKTauuM W  MWCNOSb3yeMol MporpaMMHO-anmnapaTHoOW cpeabl
dyHKumnoHmpoBaHua CK3U cnegyeT pyKOBOACTBOBATbCS Takxe AoKyMeHTamu [9] - [22].
NHCTpyKUMn aAMMHUCTpaTopam 6e3onacHocTmn n nonb3oBaTensim pa3/INYHbIX

aBTOMATU3MPOBaHHbLIX CcUCTeM, ucnonb3ywwmx «Kpuntollpo CSP» v. 4.0 R4, [O0MXKHbI
pa3pabaTbiBaTbCs C yd4eToM TpeboBaHWIn HacToswero PykoBoacTBea.
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Cnuncok cokpauieHunmn

CRL (COC) Certificate Revocation List - Cnncok 0To3BaHHbIX cepTUDUNKATOB
IETF Internet Engineering Task Force
APM ABTOMaTU3MpoBaHHOe paboyee MECTO
rMa TMBKMIN MarHUTHbIN ANCK
acy JaTuunk cnydyanHbIx Yncen
HDD Hard Disk Drive - XXeCTK1Ui MarHuUTHbIA AUCK
HCAO HeCcaHKLUWOHMPOBAHHbBIN A0CTYN
e]® OnepaunoHHas cucrema
NAK MporpaMMHoO-annapaTHbI KOMMNAeKC
no MporpamMHoe o6ecneyeHne
Perucrpauus Tﬂl?jlfl)cz%%llgifynpeneneHHblx aTpubyTos (aapeca, HOMepa K4a, Npas UCMOoJIb30BaHMSA U1
PernaMeHT COBOKYMHOCTb MHVCprKu,Mﬁ N ApYyroin pernamMeHTupyoLen AOKyMeHTauum,
obecneunsarowent yHKLNOHNPOBaAHME aBTOMaTU3MPOBaHHOM CUCTEMbI BO BCEX PEXMMaX.
DNIEKTPOHHbIN AOKYMEHT, MOATBEPXAA IOLLMA NPUHAANEXHOCT b OTKPBLITOro KoYa nam
CepTudukar K/l0Ya NpOBEPKN 3NIEKTPOHHOM NOANUCU U ONpeaeNieHHbIX aTpUbyToB KOHKPETHOMY
aboHeHTy
CepTudunkauus Mpouyecc N3roToB/eHNA cepTuduKaTa OTKPbLITOro Kto4Ya Wan Ka4ya npoBepKu
3N1eKTPOHHOM NoAnucM aboHeHTa B LLeHTpe cepTudmkaumm
CK3u1 CpepactBo KpunTorpaduryeckon 3awnTbl MHGOpMaL M
cc CnpaBOYHUK CEpTUDMNKATOB OTKPLITbIX KNIOYEN U KNOYEN NPOBEPKU 1€ KTPOHHOM
noanucu. CeTeBol CNpaBOYHMUK.
CoK Cpeaa @yHKUMOHMPOBAHUSA KOMMIEKCA
LC LleHTp CepTtudmkaumnn YL
yu Ypocroepsitowmin LieHTp
P LeHTp Perucrpaunn YL
24 DNEKTPOHHbIN JOKYMEHT
an DNeKTPOHHasa NnoANncb
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OCHOBHHGTEDMMHbIMHOHﬂTMﬂ

ABTOMaTM3NpPOBaHHasi MHMOPMaLMOHHass CUCTeMa

KoMnnekc nporpaMMHbIX U TeXHUYECKUX CpeAcTB, MpefHasHayeHHblX Ana cbopa, XpaHeHwus,
nomcka v Bblgaym mMHdboOpMauum no 3anpocam.
ABTOMaTM3NpOBAHHAA CUCTEMA

CucTtema, cocToswasa U3 nepcoHana U KoMrsekca CpeicTB aBTOMAaTU3aUUN ero AesaTeNIbHOCTH,
peanusywas MHOOPMALNOHHYO TEXHOOMUIO BbINOSIHEHUS YCTaHOBJIEHHbIX @Y HKLMWA.
ABTOPCTBO MHMOPMaL UK

OpHO3HayHOe COOTBETCTBME MeXAy coaep)XaHuem u/unmn dopMon MHdopMaumm mn cybbekTom
(obbekTOM), chopMupoBaBwMM 3Ty MHbDOpMauuto. [na nosb3oBaTens aBTOPCTBO MOJSIyYEHHOW UM U3
CUCTEMbl WM KaHasa CBA3M MHMOpMauMu O3Ha4vyaeT OJHO3HayHOe YCTaHOBJIEHWE UWCTOYHMUKA,
cdhopmmpoBasLiero 3Ty nHdopmauuto (ee aBTopa).

AKTYyanbHOCTb MHMOPpMaL UK

CBOICTBO MH(OPMaLUN COXPaHATb CBOW CBOMCTBA (LLEHHOCTb) And cybbvekTa (nonb3osartens) B
TeyeHue onpenesieHHOro nepuoja BpeMeHM.

AaMuHucTpaTop 6e30nacHoOCTH
CybbekT AocTyna, OCHOBHON 06513aHHOCTbIO KOTOpOro siBnsietcs obecneueHmne H6e3onacHoOCTH
KOH(MAeHUNaNbHONW CBS3XM Ha TOM y4yacTKe CeTu, KOTOopyt OH KypupyeT. Cucrtema

aAMNHUCTPATMBHOIO YynpaB/ieHNA 6e30MacHOCTbIO BKJIlOYaeT B Cebs KoMMekc OopraHmM3aumnoHHO -
TEXHNYECKUX MEP, HanpaB/IEHHbIX Ha obecneveHune KOHCIJVILI,eHLI,VIaJ'IbHOCTVI CBA3N.

OCHOBHble HarnpasneHus AeATenbHOCTU aAMUHUCTpaTopa 6e3sonacHocCcTM:
— KOHTpPOJ1b LENOCTHOCTWN NMporpaMMHoOro obecneyeHus;

— yrnpaBJieHMe KJ/IOYEBOM CUCTEMOMN: XpaHeHwe, BBOA B [eNCTBME W CMEHa KJ/4en
nonb3oBaTeNnen, reHepaumss 3aKpbiTbiX W OTKPbLITbIX K/AKOYEN MOANUCKU MNOJSib3OBATeENen, Kiden
3N1EKTPOHHOM MOANUCHK, KIOYEN NPOBEPKU 31EKTPOHHOW NOAMNUCK;

— ynpasJieHMe AOCTYMOM Mosb30BaTeNe CUCTEMbI K MPOrpaMMHOMY obecnedyeHuio U AaHHbIM,
BK/lOYass YCTaHOBKY W MepUOAMYECKYHD CMeHy nMaposien, ynpaBlieHne cpeacTBamMu 3aluTbl
KOMMYHUKaL WM, nepefaBaeMblX, XpaHMMbIX W obpabaTbiBaeMbIX AaHHbIX.

AOMUHUCTpATOpP 3alUThI

CY6'beKT AoCTyna, OTBETCTBEHHbIN 3a 3auunTy aBTOMaTM3MPO BaHHOM CUCTEMbI OT
HECaHKLMOHNPOBAHHOIO AO0CTYyMna K MHpopMaumu.

AyTeHTndMKaLms

MNpoBepka NPUHAANEXHOCTN CyObeKTy A[OCTyna npeabsB/IEHHOr0 UM  maeHTudUKaTopa,
noAaTBepXAeHne NoASIMHHOCTW.
AyTeHTudunkauma nHdopmauymm

YcTaHoB/EeHMEe MOANMHHOCTU MHMOPMALUN UCKIKOUUTENIBHO Ha OCHOBE BHYTPEHHEN CTPYKTYPbI
camol wuHdbOpMauMM He3aBUCMMO OT WCTOYHMKA 3TOM WHGOpMaLMKW, YCTaHOBIEHWE 3aKOHHbIM
rnony4yartenem (BO3MOXHO apbuTpoM) dakTa, 4YTO nosydyeHHass MHdpopMaums Hambonee BeposTHO Obuia
nepegaHa 3aKOHHbIM oTnpaBuTesieM (MCTOYHMKOM) M YTO OHa NMPU 3TOM He 3aMeHeHa M He MCKaXeHa.

Jliobble npeaHaMepeHHble W CJly4YyalHble MOMbITKM WCKaXeHuh wuHdopMauum obHapyXmBatoTCcsa C
COOTBETCTBYIOLWEN BEPOSTHOCTHHO.

be3sonacHoCTb

CocTosiHME 3aLUMLLEHHOCTUN XU3HEHHO BaXHbIX MHTEPECOB JIMYHOCTK, o6LecTBa U rocyaapcTsa
OT BHYTPEHHUX W BHELUHUX Yrpos3.

OTCcyTCTBME HEAONYCTUMOro pUCcKa, CBA3aHHOIO C BO3MOXXHOCTbIO HAaHeCceHus yulepba.
BesonacHocTb nHbopMauum (MHpopMaLMOHHas 6e30MacHOCTb)

CocTosiHMe wuHdbOpMaummM, MHOOPMALMOHHBIX PecypcoB WM WHMPOPMALMOHHbIX CUCTEM, MpuU
KOTOpOM C TpebyeMmoli BeposATHOCTblO obecneumBaeTcs 3awmra UHopMaumm (AaHHbIX) OT yTeuKkM,
XULWEHWS, YyTpaTbl, HECAHKLWOHMPOBAHHOIO YHUUTOXEHUS, UCKaXkeHus, Moaumbwukauuun (noanenku),
KonupoBaHusl, 610KknMpoBaHns u T.M..
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CocTosHME 3awuuweHHoCcTn wuHbopMauuu, o6pa6aTb|BaeM017| CpeAcTBaMU  BbMUCUTENILHOMN
TEXHUKN UM aBTOMATU3UPOBAHHOM CUCTEMbI, OT BHYTPEHHUX MAW BHELUHUX Yrpo3.

BnoknpoBaHue uHdopmMaumm

MpekpalieHne wWan 3aTpyaHEHWE AOCTYyMa 3aKOHHbIX Mosb3oBaTenen K uHpopmauum.
Bepudurkauus

YCcTaHOB/IEHME COOTBETCTBUA MNPUHATON U MNepeaaHHOW MHMOpMaLMM C MOMOLLBI JIOMMYECKNX
MEeTOo40B.

npouecc CpaBHEHUS ABYX YypPOBHel cneundukaumm cCpeacTB BbMUCIUTENBHON TEXHUKU WU
aBTOMaTM3MPOBAHHbIX CUCTEM Ha Haafnexalliee COOTBETCTBME.
Bnageney mHdopmauum

CybbekT, ocyuwecTBnAsloWwNii BNageHne wn nonb3oBaHuMe WHOpMaLMEN U peannsyroLlnmn

MOSTHOMOYMS PaCMoOpsXXeHUs B nMpeaesiax npaB, YCTAHOBJIEHHbIX 3aKOHOM W/MAM CO6CTBEHHWUKOM
MHdopMaLum.

Cyb6bekT WHGPOPMaLMOHHBIX OTHOWEHMN, obnaalrowunii NpaBoM BAafEHWUS, PaCMoOpPsHKEHUs U
NMoAb30BaHNEM WMH(OPMALMOHHLIM pPecypCcoM Mo AOroBOpYy C COBCTBEHHMKOM MHpOpMaL U,
Bnageney mHdbopmauum, mHGOpPMaLMOHHON CUCTEMbI

CybbekT, B HenocpeaCTBEHHOM BeAEHMM KOTOPOro B COOTBETCTBMM C 3aKOHOM HaxoAsTCs
nHpopmaums, MHpopMauMoHHAs CTPYKTypa.
FocypapcTBeHHas TalHa

3awmuiaeMble rocyaapcTBoM cBefeHuss B 06nacTm ero BOEHHOW, BHELIHENONUTUYECKON,
3KOHOMWUYECKOMN, pa3BeabiBaTeNbHOMN, KOHTppa3BsebiBaTes/IbHOM " onepaTuBHO - PO3bICKHOM
OEATENbHOCTN, pacnpoCcTpaHEeHME KOTOpPbIX MOXET HaHecTu yuwepb 6e3onacHocTn Poccuinckon
depepaumnn.
Mpud KoHpUMAEHLMANBHOCTH

CneunanbHass oTMeTKa Ha HocuTene uHdopMmauum Anbo B COMPOBOAUTESbHBIX AOKYMEHTaX Ha
Hero, CBUAETENbCTBYOWAs O TOM, YTO HOCUTESIb COAEPXUT KOH(PMAEHLMANbHYO MHpOpMaLMIO.
Fpnd cekpeTHOCTH

PekBun3nTbl, CBMAETENbCTBYIOWME O CTEMNEHN CEKPETHOCTU CBEAEHWA, COAEepXaliMxca B WX
HOoCuTeNne, NpocTaB/iseMble Ha CaMOM HoCcuTene U/Win B CONPOBOAUTENBHOMW AOKYMEHTauun Ha Hero.
JokyMmeHT

[JoKyMeHTMpoBaHHasa MHMOpMaLMs, CHabXeHHas onpeaesieHHbIMU peKBU3UTaMMU.

MaTepuanbHbin 06BbEKT C MHpOPMaLMeEln, 3aKpeneHHON CO3AaHHbIM YesloBEKOM cnocoboMm ans

€ee nepejayv BO BPEMEHU U MPOCTPaAHCTBE.
JoKyMeHTMpoBaHHaa uHdopMaunsa (AOKYMEHT)

3admKkcmMpoBaHHas Ha MaTepuasibHOM HOocuTene MHMOpMauus C pekBU3UTaMUK, MO3BOJISIOLUMU

ee naeHTMdunumnpoBaThb.

MpumeuyaHue. [JOKYMEHTMpOBaHHas MWHMOpMaUMss C  OrpaHMYeHHbIM  AOCTYNOM Mo
YCJ/IOBUSIM ee MpaBOBOro pexuMa nogpasgensercs Ha MHGOopMaLuno, OTHECEHHYH K rocyAapCTBEHHOMN
TanHe, U KOHdMAEHUNANbHYIO.

[JOKYMEHT B 3/1IEKTPOHHOM popMe (DEKTPOHHbIN AOKYMEHT)

DNeKTPOHHbIM 06pa3 AoKyMeHTa (NNaTeXHoro wuam uHoro) - dann, AOCTOBEPHOCTb KOTOPOro
obecneunBaeTcs KOMMJEKCOM MeponpusaTUA no 3awuTte mHdbopmauuun. Mpu 3ToM dann moxeTt
coAepXXaTb HECKOJIbKO AOKYMEHTOB (MakeT AOKYMEHTOB).

3 npeacTtaBnseTr coboii AOKYMEHTMPOBAHHYK COBOKYMHOCTb AaHHbIX, 3aUKCUPOBAHHbLIX Ha
MaTepuasbHOM HocuTene (MarHUTHOM unaM 6GyMa)KHOM) C PeKBM3WTaMu, MO3BOJISIOWMMU
naeHTudMUMpoBaTb 3Ty WHGOpMaUMO W aBTOPOB  AOKyMeHTa. WpeHTudwukauua [
obecneuvBaeTcs CpeacTBaMy 3aliMTa Ha OCHOBE aJropuTMOB LWKWGPOBaHMUSl, 3JIEKTPOHHOM
MOAMUCU M 3aWMUTbl OT HECAHKLMOHMPOBAHHOIO AO0CTYyMa.

3 co3paeTcs y4aCTHMKOM CUCTEMbl Ha OCHOBE 6YyMaXxHOro AOKyMeHTa JInbo Ha OCHOBaHMUM

OPYroro 3JIeKTPOHHOIO [AOKYMEHTa W TMOJSIHOCTbIO MOBTOPSIET €ro no cojepxaHuwo. 31
o6pabaTbiBalOTCS M XpaHATCca B OBM M MOryT nepeaaBaTbCs MO 3/IEKTPOHHbIM KaHasfiaM CBSI3MW.
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JocTyn K nHdopMaLmm
MonyyeHne cy6beEKTOM BO3MOXHOCTWU O3HAKOMMIEHUSI C MHbOPMaLMEN, B TOM YMCe C MOMOLLbIO
TEXHUYECKMX CPeacTB.

O3HakoMneHne c uHdopMauunein, ee obpaboTka, B YaACTHOCTM, KOMMPOBaHWe, Moaudukauyms
NN YHUYTOXEHME MHbopMauuu.

JocTynHoCTb MHdOopMaLun

CeoncTBO nHdbopmauuu, TeXHUYECKNX cpeacTB " TEeXHO0rnu 06paboTkuy,
xapakTepusyrwuwieecs crnocobHocTblo  obecneumBaTb 6ecnpensaTCTBEHHbIM  AOCTYyNn K
nHbopMauun CybbLEKTOB, UMEIOLWMX Ha 3TO Haanexalime nNosIHOMOYMUS.

3aBepeHue (HoTapmsauus)

Pernctpauma paHHbIX Y [OOBEPEeHHOro TpeTbero nvua nANns TMOBbllUeHUSs YBEepeHHOCTU B
NMPaBWIbHOCTU TaKUX XapaKTeEPUCTUK, KaK cogepxXaHune, MCTOYHUK AaHHbIX, BpeMsA AOCTaBKMW.

3awuTta mHpopmaumm

JesTenbHOCTb no npesoTBpaLLEHMIO yTEUKM 3aWmuLaemMon nHdopMauuu,
HECaHKLMOHUPOBAHHbIX W HEMPeAHaMEpPEHHbIX BO34ENCTBUIA Ha 3alULIAEMYIO MHGOPpMaLMIO.
Komnnekc meponpusaTuii, NPOBOAMMBIX C LEeNblo NpefoTBpaLLEeHUs yTeYKU, XULLEHUs, yTpaThbl,
HEeCaHKLMOHMPOBAHHOTIO YHUUYTOXEHMS, NU3MeHeHus, mMogmdurkaunum (noppenku),
HEeCaHKLMOHMPO-BaHHOIO KOMMPOBaHus, 6/10KMpoBaHMSA MHGOpMaLmu.

3awuTta nHdpopmaummn ot HCA

CocTaBHasa 4acTb obuwen npobnembl obecnedeHns 6esonacHocTn mMHdbopmauum. MeponpusiTus
no sawmute mHdbopmauum ot HCL AO/MKHBLI OCYLWLECTBAATLCA B3aUMOCBSA3aHO C MepOonpUATUAMU
no cneuvasnbHOW 3aliMTe OCHOBHbIX M BCMOMOraTeflbHbIX CPeACTB BbMUCUTENLHOW TEXHUKMW,
CpeacTB U CUCTEM CBSA3M OT TEXHUYECKUX CpeACTB pa3BefKM M NPOMbLILNEHHOIO WNMoHaxa. B
obweM cniydae, KOMMJEKC MpOrpaMMHO-TEXHUYECKUX CpeaAcTB W OpraHm3auMOHHbIX
(npouenypHbIX) peweHnin No 3awute uMHdopMmauum ot HCL peanusyeTcs B paMKaxX CUCTEMbI
3aWunTbl uMHbopMauum ot HC[, ycnoBHO cocTosiwen M3 cneaylouwmx 4eTblpex noACUCTEM:
ynpaBieHns  AOCTYnOM; permcTpauum u  ydeTa; Kpuntorpaduyeckor; obecneyeHus
LEeNoCTHOCTMK.
3awmieHHoe CpeACcTBO BbIMUCIUTENBHON TEXHMKKM (3aluuMlieHHass aBTOMaTU3MpOBaHHAs CUCTEMA)

CpeacTBO BbMUCAUTENBHOW TEXHMKKM (aBTOMaTU3MPOBaHHasA CuUcTeMa), B KOTOPOM peasin3oBaH
KOMMAeKC CpeaCTB 3aluThl.

IA32, T1A64, x64, SPARC, Power PC
AnnapaTtHble naaT@opMbl, UCMOb3yeMble npousBoauTensamm MIBM
NoeHTudunkauyms
MNpucBoeHne cybbekTaM UM o0b6bekTaM JocTyna wuaeHTudukaTopa wu  (MNM) CpaBHeHMe
npeabsBaseMoro naeHTudukaTopa € nepevyHeM MpUCBOEHHbIX WMAEHTUMOUKATOPOB.
UMuTOo3aLmuTa
3awmTa cucTembl WMPOBAHHON CBA3M OT HaBA3bIBAHUSA NOXHbIX AAHHbIX.
MmMnToBCTaBKa
OTpe3ok uHbopMauunm GHUKCUPOBAHHOM AJIMHbLI, MOJIYYEHHbIM MO onpeaenieHHOMY MpaBuay u3

OTKPbITbIX AaHHbIX W KAo4Ya M Aob6aBNEHHbIM K 3awmdpoBaHHbIM AaHHbIM Ans obecrnedeHus
MMUTO3ALLUTbI.

KBanuduumMpoBaHHbIi cepTUdUKaT KAloYa NPOBEPKU 3IEKTPOHHON MOAMUCH

Ceptudukar kaw4a MNpPOBEPKM 3SJIEKTPOHHOM NOAMUCK, BbiAAaHHBIN  AKKPeAUTOBAHHbIM
yAOCTOBEPSIOWMM LEHTPOM WX [OBEPEHHbIM JIMLOM aKKpPeAUTOBAHHOIMO yAOCTOBEpPSHOLWEro
ueHTpa nmbo depepanbHbiM OpPraHoM MWCMNOSIHUTENBHON BNACTU, YMNOJIHOMOYEHHbIM B cdepe
NCMOJIb30BaHUSA 3IEKTPOHHOM MOoAMMCH.

Kntou (kpuntorpaduyeckmin Kiikou)

KoHKpeTHOe CeKpeTHOoe COCTOSHME HeKOTOpbIX MapaMeTpoB anropuytMa Kpuntorpaduyeckoro
npeobpasoBaHuMs  AaHHbX, obecneumBatowee BbGOP oAaHOro  npeobpasoBaHus U3
COBOKYMHOCTWN BCEBO3MOXHbIX ANs1 AAHHOrO anroputMa npeobpasosaHuin [2].
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Kntou npoBepkn 3/1eKTPOHHOM MOoANUCH
YHUKanbHas nocsenoBaTtesnbHOCTb CUMMBOJIOB, OAHO3HAYHO CBSI3@aHHas C KJ/KYOM 31IEKTPOHHOM
noANnCK 1 npegHasHa4vyeHHas Ans NpPOBEepKM MOAJIMHHOCTU 3N1EKTPOHHOM NoAMUCH.

Kntoy 3n1eKTpoHHOM noanucu
YHuKanbHas nocnenoBaTeslbHOCTb CWMMBOJIOB, MpegHa3HavyeHHas Ans CO34aHusa 3NEeKTPOHHOM
noanucu.

KoMnpomeTauumsa knw4ya
YTpaTta pJoBepus K TOMy, U4TO WCMofb3yemble kaouym obecneymBatoT 6e30MacHOCTb
nHdopmaummn. K cobbmrusiM, CBA3aHHbIM C KOMMNpoOMeTauuen K4ven OTHOCATCSH, BK/AYas, HO
He orpaHu4yMBasiCb, cnepyloume:

1. MoTeps KAK4YEeBbIX HOCUTENEN.

2. NoTeps KAYEBLIX HOCUTESEN C UX NOCEAYOWMM O0BHapy>XeHNEM.

3. YBOJIbHEHWE COTPYAHUKOB, MMEBLUMX AOCTYM K KJKOYEBOWN MHGOpMaLMW.

4. HapyweHne npaBwi XpaHEHUS U YHUUTOXeHUs (nocne OKOHYaHUsi CpoKa AENCTBMUA)
3aKpbITOro KJto4a.

5. Bo3HUKHOBEHWE MOAO3PEHUMA Ha YyTeuyky uHbOopMauuu MnuM ee UCKaxeHue B CUCTeMe
KoHbUAEHLMANBHON CBSA3MU.

6. HapylieHne neyatun Ha celde C KIHYEBLIMU HOCUTESSIMN.

7. Cnyyan, Korga Henb3s A[OCTOBEPHO YCTAHOBUTb, 4TO MpPOM30OWAO C KAKYEBbLIMU
HocuTenamu (B TOM 4uCie CcAy4dau, KOoraa K/A4YeBOW HOCUTENb BblWen U3 CTpos W
JOKa3aTe/lbHO He OnpoBeprHyTa BO3MOXHOCTb TOro, 4TO, JAaHHbi daKT npousowen B
pe3ynbTaTe HECAaHKLMOHMPOBAHHbBIX AENCTBWUIA 3/10YMbIL/IEHHMKA)

PaznuuatoTca ABa BuAa KOMMPOMETaUWMM 3aKpbTOro Kjiw4ya: fAAIBHAA U HesBHasA. [lepBble
yeTblpe CObbITMSA TPaAKTYTCS KakK fBHAs KOMMNpoMeTauus kiodei. Cneayowme Tpu TpebyloT
CneumnanbHoOro pacCMOTPEHNS B KaXKAOM KOHKPETHOM Clyvae.

KoHduraeHLManbHOCTL MHMOpMaLmnm
CybbekTuBHO onpegensemas (npunucbiBaeMas) uHMOpMaUMM XapakTepucTumka (CBOICTBO),
yKasbiBatowas Ha HeobxoaMMOCTb BBEAEHUS OrpaHMYeHWn Ha Kpyr CcybbekToB, MMelLwmx
AOCTyn K JaHHonm wuHdbopmauuu, u obecnedmBaemas CNOCOBHOCTBLIO cucTeMbl (cpeabl)
COXpPaHATb YKa3aHHyl WHMDOpMauuio B TaWHe OT CYyObeKkToB, HE WMEKLWMX MOSHOMOYMIA Ha
npaBo AOCTyNa K HeMN.

KoHdunaeHumanbHass uHdopMaums

[JOKYMEeHTMpOBaHHas WMHbOpMaLMsa, AOCTYN K KOTOPOW OrpaHWYMBAEeTCs B COOTBETCTBUM C
3akoHozaTeNnbCcTBOM PO, [lpyraa nHdbopMauusa, Tpebytowas 3aluThbl.

KoHTponb goctyna (ynpaBneHue AOCTYMOM)
Mpouecc orpaHWYeHUs JOCTymna K pecypcaM CUCTEMbl TObKO pa3pelleHHbiM CybbekTaM unum
obbekTaM.
Kpuntorpaduyeckasa sawurta
3awmTa AaHHbIX MpWM NOMOLWM KpunTorpadunuecknx npeobpasoBaHuii AaHHbIX.
KpunTonposariaep

Peanusyet byHKLMM WwudpoBaHus, BbMUCSIEHUS UMUTOBCTaBKM, X3 lUMPOBaAHMUS,
¢dopMMpoBaHMA M MPOBEPKU MOAMUCKU, FeHepauun MnoJib30BaTesIbCKUX Ktouel. ObecneumBaeT
paboTy C CECCUMOHHbIMU KJtoYaMu WndpoBaHUs (reHepauusi, 3KCNOpPT/MMMNOPT B 3allUU LLEHHOM
BuAe), 3aKpbTbIMM U OTKPbTbIMA Kiodyamu DI M obMeHa, BBOA KJOYEN C KJHOUYEBbIX
HocuTenen, 3alMWEHHOE XpaHEeHUEe W YHUUTOXEHME KJouell B OonepaTMBHOW MNaMsATU.
Peanusyetcsa kak 6ubnuoTeka, AMHAMWYECKW 3arpy)aeMmas B eAUHOe aApecHoe MpoCTPaHCTBO
npouecca, UHULUNPYEMOIro NPUKIAZAHOW 3adadven.

Kpuntonpoaparvieep
PeannsyeT @yHKUMM LWMGIPOBAHMS M BbMUC/IEHMS WMMUTOBCTaBKW, X3LWMPOBAHMS M MNPOBEPKU

noanucu. Ob6ecneumBaeT paboTy C CeCCUOHHbIMM KoYamMu wudpoBaHma (reHepauus,
3KCMNOPT/MUMNOPT B 3alMLEHHOM Buae), kawodamu npoBepku I, ademepHbIMU 3aKpbTbiMU U
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OTKPbITbIMK  KNto4aMn obMeHa, 3aWuWwéHHOe XpaHeHWe U YHUYTOXEHWEe K/o4ven B
onepaTUBHON NaMATWU. 3arpy>XaeTcs B agpecHoe npocTpaHcTBo sapa OC.

Mo cBoeMy wHTepdelicy U  (yHKUMOHaNbHbM  BO3MOXHOCTSIM — Kpuntogpansep  obecrneudvBaeT
BO3MOXHOCTM  KpurTornpoBangepa 3a WCKIoYeHeM dyHKUMA  opMMpoBaHMS  LIMGPOBOA  MoanmcK,
paboTbl C HOCUTENleM KJ/IIOYEW, reHepauuMn KI4Yen nosk3oBaTtesnid.  [lo3BosseT  OpraHvM30BbBaTb
WndpoBaHMe [AaHHbX M MPOBEPKY LMQPOBOM MOAMMCU Ha YpOBHE s4pa OrnepauyioHHOM CUCTEMbl U
YCKOpUTb  Kpurrorpadmyeckue onepauum C  MOTOKOM  JaHHbX 3@ CYET WCK/IYEeHMs W3 mpouecca
06paboTkM AaHHBIX WX MepecbriKy C YPOBHSI siapa Ha YPOBEHb MPWIOXKEHMA U obpaTHo.

Kpuntocepsuc

Mpouecc, 3anyckaeMmblii B COHBCTBEHHOM aApecHOM MNpocTpaHcTBe. KpunTocepBuc, Kak W
KpUMNTOMNpoBanaep, BLINONHAET BCe KpunTorpadpuyeckue ¢yHKLMKW, BKAKOYAsA reHepauuio
KJoyen nonb3oBaTtensd. KpuMnTocepBMC MOXET MCMO/b30BaTbCA HECKONbKUMM MpoLeccaMu.
BsamMMoaeicTBMe KpunTocepBuMca C MpoueccaMyM OocywecTBnaseTrcs no npotokony RPC B
pexuMe pasdefieHns KIMeHToB. KrioueBas WHGOpMauuMs C HOCUTENe BCEeX KWEHTOB
K3LWMPYETCSA B HECBOMMPYEMYIO YacTb aipeCHOro NpoCcTpPaHCTBa KPUNTOCEPBMUCA.

Kpuntorpaduyeckoe npeobpasoBaHue
MNpeobpaszoBaHne MHMOpPMaLMM C UCMNOSb30OBAHMEM KpunTorpaduyeckmx aaropuTtMoB.
JlvueHsupoBaHne B 0b6nacTu 3awmnTbl MHGOPMaL UK
[JesATenbHOCTb, 3ak/oyalouwascsa B rnepegayvye WM MOJy4yeHUM NpaB Ha nposegeHue paboT B
obnacTtu 3awmnTel MHGOpMaL U,
MeponpusaTnsa Mo 3awute nHdopmauymnm
COBOKYMHOCTb AEWNCTBUMA NO pas3paboTke w/vam nNpakTUY4eCKOMY MpuUMeHeHuto cnocoboB u
CpeAcTB 3awuTbl MHpOpMaumn.
MeponpusaTna No KOHTPOsI0 3PEHEKTMBHOCTU 3aLLMTbl MHGOPMaLL MK
COBOKYMHOCTb AEeWCTBMA NO pa3paboTke w/mnm NpakTUYeCKOMY MpUMEHEeHUo Ccnocobos u
CpeacTB KOHTpons 3 HEKTUBHOCTU 3aWnTbl HHDOpMaL UK.
MeTka KOHMUAEHLWMATBHOCTH
JneMeHT WHQOpMaLMKW, KOTOPbIM XapakTepusyeT KOHduaeHuManbHOCTb  MHbOpMauum,
coaepxawencs B obbekTe.
Hapywutens 6e3onacHocTu nHdopmMaumm
dusmyeckoe nuUO, CNy4YalHO WAM TMpeAHaMEPEHHO CcoOBeplualollee AENCTBUSA, CrenCcTBUEM
KOTOPbIX ABASIETCS HapyleHne 6e3onacHOCTU MHpopMauum npu ee obpaboTke TEXHUUYECKUMU
cpeAcTBaMu.
Hapywutenb npaBwn pasrpaHudeHns goctyna
Cyb6beKkT AocTyna, OCyLeCTBAALWNA HECAHKLUMOHUPOBAHHBIA AOCTYN K MHMOPMaLUK.
HeKkOppeKTHbIA 3NEeKTPOHHbIA AOKYMEHT

DNEeKTPOHHbIN AOKYMEHT, He npouweawui npoueaypbl pacwmndpoBaHnsa AaHHbIX, MPOBEPKU
3/IEKTPOHHOW NoAnNUCKM WHQOpMauns, KOHTpons dopMaTa AOKYMEHTOB, a TakKXe AOKYMEeHT,
MMEKLWMA UCKaXEHUsT B TekcTe coobuweHuns (Hanuume cumeonoB, 6ykB wunm uudp B
pacwmndpoBaHHOM (OTKPbITOM) TEKCTe AOKYMEHTA, He MO3BOAAIWMX NOHATb €ro CMbIC).

HenpegHamepeHHoe BO34EeNCTBUE Ha MHGOPMaLMIO

Owwnbka nonb3oBaTenss, cH6ON TEXHMYECKMX U MpPOrpaMMHbIX CpeacTB WHMOOPMaLNOHHbIX
CUCTEeM, a TakKXe TnpupoaHOe SsBMIEHNe WIN MHOE HelesieHanpaB/ieHHOe Ha W3MeHeHue
nHdopMaumn BO3AeNCTBME, CBSI3aHHOEe C (DYHKLMOHMPOBAHUEM TeXHUYECKUX CpeAcTB, CUCTEM
WM C L[EeSATEeNbHOCTbIO JIOAEN, MNpUBOASLIME K WUCKAXEHWUKD, YHUUYTOXEHMUIO, KOMUPOBAHMUIO,
6noKkMpoBaHMIO [OCTyna K WHGOpMauMK, a TaKxXe K yTpaTe, YHMUYTOXeHuMo wunm cboto
(YHKLMNOHMPOBAHUSA HOCUTENS MHGOPpMaL U,

HecaHKLMWOHMpPOBAHHOE BO3AENCTBUE HA MHMOpPMaL MO
BosgelicTBMe Ha 3awuwaeMyro MHDOpMauuk C HapyWeHMEM YCTAHOBJIEHHbLIX MpaB W/wamn
npaBun  Ha M3MeHeHMe uWHdOopMauuM, NpuBoAsiLlEE K  WUCKAXEHWUD, YHUUYTOXEHMUIO,

6/10KMPOBaHMIO AO0CTYyNna K wuHdOpMauMM, a TakKxe K yTpaTe, YHUUYTOXEHUIO WanM c60to
(DYHKLMOHMPOBAHNA HOCUTENS MHGpOPMaL UK.
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HecaHKLUMWOHMpPOBaHHbIM A0CTYN K MHpopMaumn (HCA)

1. MonyyeHne 3awmwaeMon uHbDOPMALMM 3aMHTEPECOBAHHbIM CYHBHEKTOM C HapyLIEHUEM
YCTaHOBJIEHHbIX MPaBOBbIMW AOKYMEHTaMW WKW COBCTBEHHMKOM, BnagenbueMm uHdbopMauum
npaBs uau nNpasua AOCTyNa K 3awuwaeMon nHdopmaymu.

2. JocTyn K UMHGOpMaLnK, HapyLwawWwmin yCTaHOB/IEHHbIE NMpaBuaa pasrpaHMyeHus goctyna, C
MCMONb30BaHMEM LWTATHbIX CpeacTs, npegoctasngembix CBT wnm AC. Tlog wWTaTHbIMKU
cpencTBaMM MOHUMAETCS COBOKYMHOCTb MPOrpaMMHOr0, MUKPOMPOrpaMMHOI0 M TEXHUYECKOro
obecneveHns CBT unm aBToMaTusnpoBaHHom cuctemsol (AC).

Hocutenb MHbopMauum

dusnyeckoe MU0 WM MaTepuasbHbii 06BLEKT, B TOM uucie du3Myeckoe Mnose, B KOTOPbIX
MHdopMaLmns HaxoauT cBoe oTobpaXKeHWe B BWAE CMMBOJIOB, 06pa30B, CUIrHa/IOB, TEXHUYECKUX
pELUEHUI M NPOLLECCOB, KOMMUYECTBEHHbIX XapaKTePUCTUK DUIMUYECKUX BENTNUNH.

O6beKkT gocTtyna
EavHuua wHMOpMaLMOHHOINO pecypca aBTOMATU3MPOBAHHOM CUCTEMbI, AOCTYyN K KOTOpOM
pernaMeHTMpyeTCsa npaBuiamMn pasrpaHuyeHns AocTtyna.

O6beKT 3aLuThbl
1. MHdopmMaums mnn HocuTenb MHbOpPMaUMKM, WU UHGPOPMaALMOHHbBIN MPOLECC, B OTHOLIEHMMU
KOTOpbIX HeobxoamMmo obecneymBaTtb 3alWUTy B COOTBETCTBMM C MOCTaBJSIEHHOM LeNblo 3aliunThbl
nHdbopmauum.
2. VHdopMaums, TeXHUYeCcKue CpeacTBa M TeXHONorns ee o6paboTkM, B OTHOLIEHMM KOTOPbIX
Heobxoanmo obecneuntb 6e30MacHOCTb MHMOPMaLUW.

ObpaboTka nHdopmMauum
MNepepaya, npuem, xpaHeHune, npeobpasoBaHne U oTobpaxkeHne MHbOopMaLUK.

OpraHusaumnsa 3awmtbl MHGoOpMaLmnn
Copep)xaHue 1 nNopsaok AencTBui no obecnedyeHnio 3awmTbl MHDOPMaLIMK.

OTKpbITbIA KM

Kpuntorpadumyeckmin KN4, KOTOpbIM CBA3@H C  3akpbMbiM C  MNOMOWb  0ocoboro
MaTeMaTU4eCcKoro CoOoTHoweHus. OTKpbMbIA KAKOY KM3BEeCTeH BCEM APYruM Mnosb30BaTeNnsaMm
cCucTeMbl W MpegHasHadeH And NPOBEpKWM 3JIEKTPOHHOW NOAMMCKM UM paclumndpoBaHus,
Nno3BOJISeT OnpeAaenvTb aBTopa MNoAMUCUM M JOCTOBEPHOCTb 3J/IEKTPOHHOIO AOKYMEHTa, HO He
NMO3BOJIIET BbMUCAUTL 3aKpbMbii  KAOY. OTKpbITbIA KDY CYUTAETCS NpuHaanexalmm
nosb3oBaTento, ecaMm oH 6bn  3aperucTtpupoBaH (cepTuduumpoBaH) YCTaHOBJIEHHBIM
nopsiAKOM.
Maponb
1. VneHTndumkaTtop cybbekTa AOCTyna, KOTOPbIA ABMsieTCs ero (cybbekTa) cekpeToM.

2. CekpeTtHasd wuHdbopMauuna ayTeHTudukauuu, o06bMHO npeacTasnsawwas cobol CTpoKy
3HAKOB, KOTOpOM AosmkeH obnagatb nonb3oBaTesb AN8 AO0CTyNa K 3allMWeHHbIM JaHHbIM.
MnaHoBasi cMeHa Ktouen
CMeHa KJlOYel C  YCTaAHOBMEHHOMW B CUCTEME MepuoAMYHOCTbI, HE  BbBBBaHHas
KOMMpoOMeTaunen Karmyen.
Mo60oYHbIE 3NEeKTPOMarHUTHblE M3Yy4YeHUs M HaBOAKM
1. DneKTpoOMarHWTHbIE U3NTIy4YEHUSI TEXHUUYECKUX cpeacTB 06paboTkm uMHdoOpMauum, He

npeagHasHayvyeHHble AN nepegadun, npuemMa win npegHamepeHHoOro UCKa)KeHust MHdopMauum, a
TaKXe HaBOAKU OT TEXHUYECKUX CPEACTB B OKPY>XakwLWnx npeamMmeTax.

2. HexxenaTenbHble M3Ny4YEHUS U HABOAKMW, MPOSBASOWMECS B BuAe NOOOUYHbIX, BHEMOSIOCHbIX,
LWYMOBbIX M HaBOAWMMbIX CWUrHanNOB, MOTEeHUManbHO 06pasyloWwmnx HEKOHTPOSIMpyeMble KaHaibl
yTeuku KoHduaeHumanbHom uHbopMauuu.

MNMo6o4yHOE 3N1EeKTPOMarHUTHOE WU3Jy4YeHue

HexenaTenbHoe  WHPOPMALMOHHOE  3/IEKTPOMArHUTHOE  M3/lyYeHWe, BO3HMKalowee B
pe3ynbTaTe HEeNMHEMNHbIX MPOLEeCcCOB B 3/eKTPUYECKUMX Lensax npu obpaboTke MHbopMauum
TEXHUYECKUMM CPEeaCTBaMU M MpUBOASALLME K yTeuke MHDOopMaLUu.
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Monb3oBaTenu

MpaxxgaHe, opraHbl rOCyAapCTBEHHOMW BflacTW, OpraHbl MeCTHOro camoynpaBJfieHus,
opraHusauum un obwecTBeHHble 06beanHeHnss ob6nagatoT paBHbIMW MNpaBaMM Ha AOCTYM K
rocygapcTBeHHbIM pecypcaM um He 06s3aHbl 060CHOBbIBAThH Nepej BiajesbueM 3TUX peCcypcoB
Heobx0AMMOCTb MONyYeHMs 3anpawmnBaemMolr MMM MHPopMauun. Wcknw4yeHue cocTaBnseT
nHdopMaumns C orpaHNUYEHHbIM LOCTYMOM.

Monb3oBatenb (NoTpebutens) nHbopmMaumnmn

1. CybbekT, obpawarowmnnca K MHOOPMaLMOHHOM CUCTEME WAN MOCPEAHWKY 3a MNojyyYeHueMm
Heobxoanmol eMy MHPOpMaLUM U NOMb3YIOWNNCA €lo.

2. CybbekT, nonb3yowmnca nHbopMmaumnen, noayyeHHorm oT ee cobCcTBEHHMKA, Bragenbua niu
nocpegHMKka B COOTBETCTBMM C YCTAHOBJIEHHbIMM MpaBaMW W MNpaBwiaMm [OCTyna K
nHdopmMaumm NmMbo C MX HapyLleHueM.

MoNHOMOYHbLIM MpeACTaBUTESNb OpraHM3aLmm

npe,ﬂ,CTaBMTEHb opraHmsaumnMnm w”n3 4Yucna nepBbiX [AO/IKHOCTHbLIX UL B COOTBETCTBUU C
YCTaBHbIM JOKYMEHTOM WIH, MMEeoLLINN COOTBETCTBYHOLWYH AOBEPEHHOCTD.

MpaBmno AocTyna K 3alimwaeMon nHgopmaumm

COBOKYMHOCTb NpaBwu/, pernameHTUpyowmnx nopsaok M ycrnoBus AOCTyna K 3awuvuiaeMon
nHdbopMaunum U ee HOCUTENSM.

MpaBuna pas3rpaHudeHuns goctyna (MPA)

CoBOKYMNHOCTb MpaBwW/, periaMeHTUpPYLWMX npaBa AOCTyna CybbekToB AOCTyMna K ob6bekTaM
jocTyna.

MpaBo AocTyna K 3aluwaemMon MHbopMaLmm; npaso
COBOKYMHOCTb MNpaBuin A0CTyna K 3aliuuiaeMoit MHdOopMaLuM, YyCTaHOBMEHHbLIX MPaBOBbIMU
[OKYMEHTaMM UNM COBCTBEHHUKOM, BnaaesnbLeM nHdopMaLmu.

MpoBepKa 3/IEKTPOHHON NMOAMNUCU AOKYMEHTa

I'IpOBepKa COOTHOLWEHNA, CBA3blBalOWEro X3LIJ-dDYHKLI,I/II'O AOKYyMeHTa, noanncb noa 3TUM
AOKYMEHTOM W KJIIOY TNMpPOBEPKU 3J'IeKTp0HHOI7I noanucu noanucasluiero nosb3oBaTtens. Ecnum
paccMaTpnBaeMoe COOTHOLWIEHMNE OKa3blBae€TCda BbINO/IHEHHBIM, TO nNOANMMNCb TPU3HAETCHA

NpaBWIbHOMW, @ CaM JAOKYMEHT - MOAJ/IMHHBbIM, B MNPOTUBHOM CJlyyae [AOKYMEHT cuuTaeTcs
W3MEHEHHbIM, a NoANMUCb NoA HUM - HEeAEUCTBUTESIbHOWN.
PasrnaweHue

HecaHKUMOHMpPOBaAHHOE AoBeAeHMe 3aluuuaemMon UHGopMaumnm Ao notpebutenen, He
MMeKLWKnX NpaBa A0CTyna K 3TON nHdopMaLun.

PacwmndpoBaHme paHHbIX
Mpouecc npeobpas3oBaHMs 3aWN@PPOBaHHbLIX AaHHbIX B OTKPbTble AaHHble MNpyM MNOMOLMK
wudpa.

PernameHTauus
Cnoco6 3awutbl uHdbOpMauum B rnpouecce (QYHKUMOHMPOBAHUSA CUCTEMbI MepONpUATUNA,
co3galoWwmx Takme ycaioBus nepepaboTKu 3awmuiaeMbiX AaHHbIX, NMPU KOTOPbIX BO3MOXHOCTW
HECaHKLMOHMPOBAHHOIO A0CTyMNa CBOAATCS K MUHMMYyMy. CuuTaeTcsl, 4yto ans 3ddeKTUBHOM
3aWnUTbl  HEobxoAMMO CTPOro  perfaMeHTUpoBaTb  34aHuUs, TMOMELLEHUs, pa3MeLleHune
annapaTtypbl, oOpraHusauuio un obecneyeHne paboTbl BCEro nepcoHana, CBA3@HHOIO C
06paboTkon KoHpUAEHLNaNbHON WHGpOpPMaL U,

CaHKLMOHNPOBAHHbIM A0CTYM K MH(pOpMaLmn
JocTyn K uHpopmMaunmn, He HapyLaWKWii Npasuia pasrpaHUYeHns AocTyna.
CepTudukaTt 3aLunThl

JOKYyMEeHT, yOOCTOBEpPSAWMA COOTBETCTBME CpeAcTBa BbMUCAUTENbHOM TEXHUKW UK
aBTOMaTM3MPOBAHHONM cuUCTeMbl Habopy onpeaeneHHblx TpeboBaHMin MO 3awurte OT
HECaHKLUMOHMPOBAHHOIO JA0CTyna K WHdopMmaumm wn paowmin npaso paspaboTumky Ha
NCNONIb30BaHNe W/mnm pacnpocTpaHeHMe UX KaK 3al UL eHHbIX] .
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CepTuduKaT Ko4Ya NpoOBEPKM 3N1EKTPOHHON MoANMCH

DNEeKTPOHHbIN AOKYMEHT WM AOKYMEHT Ha 6yMa)KHOM HoCuTesne, BbidaHHble YAOCTOBEPSAOLW MM
LEHTPOM M60 [OOBEPEHHbIM NMLUOM YAOCTOBEPSAKOWEr0o UEHTpa W MNOATBeEpXAatoline
NPUHAANIEXXHOCTb KJlloua MPOBEPKM 3IEKTPOHHOW MOANMMCKM Bnagenbly cepTudukaTa Kwoda
NpOBEPKN 3NEKTPOHHOW MOAMUCH.

CepTudukaT OTKPbLITOro Kaw4a

CepTuduKaT KkaH4Ya NPOBEPKU 3IEKTPOHHOM MOAMNUCU MM WndpoBaHUa NpeacTaBiseT coboi
CTPYKTYPUPOBAHHYO ABOUYHYO 3anncb B copmaTe ASN.1, cocTosiwyto us:

MMeHn cybbekTa nnm obbekTa CUCTEMbI, OAHO3HAYHO MAEHTUDUUMPYIOLWEN ero B CUCTEME;
e OTKPLITOro KJto4ya cybbekTa uiam obbekTa CUCTEMDI;

e [OMNOSHUTENbHbIX aTpubyToB, onpeaenseMbix TpeboBaHUAMM MCNOAb30BaHusA cepTtudukaTa
B CUCTEME;
e DOl N3paTens (YAOCTOBEPSAOWEro LEHTPA), 3aBEPSIOLWYIO0 COBOKYMHOCTb 3TUX AAHHbIX.
dopmat cepTudukaTta onpegeneH B pekomeHgaumax ITU-T .509 u pekomeHpauwmsax IETF
RFC 2459. B HacTosllee BpeMs OCHOBHbIM MPUHATBIM popMaToM saBnsgetTca dopmaT Bepcun 3,
Nno3BOJIAIOLWMA onpeaennTb A0MosiHeHUs (extensions), C MOMOLWbLIO KOTOPbLIX peanusyeTcs
onpepeneHHas nonvtuka 6e30MacHOCTU B CUCTEME.

CepTudukaT COOTBETCTBUS

[JOKYMEHT, BbiAaHHbIM MO nMpaBunaM CUCTEMbl cepTudUKauum Ana  NoATBEPXAEHMS
COOTBETCTBUSA CEPTUDULNPOBAHHON NPOAYKLMM YCTAHOB/IEHHbIM TPe6oBaHUSM.

CekpeTHbi (3aKpbIThbin) KoY

Kpuntorpadumyeckmn K4, KOTOPbIA XpaHUTCHA Mosb3oBaTeNeM Ccuctemol B TanHe. OH
ncnonb3yeTcsa Ans wndpoBaHus.

CucTteMa 3almnTbl MHoOpMaLum

COBOKYMHOCTb OPraHoB W/WAM  UCMOMHUTENEW, WCnosib3yeMass WMWM TexXHWKa 3aluThbl
MHboOpMaLMM, a TakxXe O6beKTbl 3alluTbl, OPraHM30BaHHble W GYHKLWOHMPYOWME MO
npasunam, YCTaHOBJIEHHbIM COOTBETCTBYHOLIMMU npaBoBbIMU, OpraHn3aLMoHHO -
pacnopsanTenbHbIMU U HOPMaTUBHBLIMU AOKYMEHTaMKU Mo 3aliuTe UHdopMauun.

Cuctema 3awmntbl MHbDoOpMauum ot HCA

KoMnnekc  OpraHuM3auMoOHHbIX Mep M MpOrpaMMHO-TeXHMYeckux (B TOM  4ucne
Kpuntorpadumyeckux) CpeacTB 3alMTbl OT HECAHKLMOHMPOBAHHOMO AOCTYNa K MHdopMauuu B
aBTOMATU3MPOBAHHbIX CUCTEMaX.

CnyxebHas n KoMMep4yeckas TanHa

1. MlHdopmaumsa cocTaBnseT CayxebHyld WAM KOMMepYyecKyk TalHy B cJjydyae, Koraa
MHpOpMauns uUMeeT AENCTBUTENbHYIO WM MOTEHLUMANIbHYD KOMMEPYECKYl LLeHHOCTb B CUYy
HEM3BECTHOCTM €e TPEeTbMM nuam, K Hen HeT cBob60oAHOro AOCTyna Ha 3aKOHHOM OCHOBaHUU, U
obnagatens uMHdboOpMauumM NpuUHMMaeT Mepbl K OXpaHe ee KoHdbuaeHuuanbHocTu. CBeaeHwus,
KOTOpble He MOryT COCTaB/sATb CJyXebHY WIM KOMMep4yecKyl TalHy, OnpenensiTcs
3aKOHOM W MHbIMW MpPaBOBbIMW aKTaMMU.

2. UHdopmaumsa, cocTasnswowas CcayxebHy waM KOMMep4yecKyk TaWHy, 3aluuaeTcs
cnocobamu, npeaycMOTpPEeHHbIMUM [paxaaHCKuM kogekcoMm PO v gpyrmmm 3akoHamu. Jluua,
HEe3aKOHHbIMKM MeTodaMum nonyumswmne uHbOpMauUo, KOTOopas COoOCTaBAseT CayXebHyt wunu
KOMMEpYeCKyl TalHy, 06s3aHbl BO3MECTUTb MNPUYUHEHHbIE YbbITKKW. Takasa e 0653aHHOCTb
BO3JlaraeTcs Ha paboTHWMKOB, pas3riacuBLUMX CNYXeO6HYH WM KOMMepYecKylo TalHy BOMNpeKwu
TpyAOBOMY AOrOBOpPY, B TOM 4YMCJle KOHTPaKTY, M Ha KOHTpareHToOB, CAENaBLIMX 3TO BOMpPeKMU
rpa>4aHCKO-NpaBOBOMY AOroBOpY.

CobcTBEHHMK MHDOPMaL K
1. Cyb6bekT WH@OPMALMOHHLIX OTHOLWEHMN, obnagalWwmini lpUANYECKMM MpaBOM BJlajeHus,
pacrnopsiKeHMss 1 nosib30BaHnsa MHMOOPMALMOHHBIM pecypcoM. KOpuandeckoe npaBo BlaAeHuWs,
pacrnopsPkeHMss W Mosb30BaHWA  MHMOPMALMOHHBIM  pecypCoM  MPUHALMEXUT  nuuaMm,

MNOMYYMBLUMM  3TOT  MHGMOPMALMOHHLIM  pecypc MO HacneacTBy. ABTOpaM  OTKPbITUiA,
M306pETEHUIN, HAYUHO-TEXHUYECKUX Pa3paboToK, paLMOHANM3aTOPCKUX MNPEASIONKEHUR U T.A.
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NpUHaANeXuUT NpaBO BfIAAEHUS, PaCrOPSHXKEHUS U MNOMb30BaHMSA MHQOpPMaUMen, UCTOYHUKOM
KOTOPOM OHU SABMSIOTCSH.

2. CybbekT, B MNOJIHOM o0obbeMe peanusyrLwuii MNOJHOMOYMS BNAAEHUS, MNO/b30BAHUS W
pacnopskeHnss nHdopmMaumenn B COOTBETCTBUM C 3aKOHOAATESbHbIMU aKTaMu.

3. lOpuanyeckoe wnn dusmdeckoe nuuLo, Bnagetouwee wuHbopMaunen B COOTBETCTBUM C
3aKOHOM 0 CO6CTBEHHOCTM.

Cnoco6 3awunTbl MHGOpMaL UK

Mopsgok M npaBuna NPUMEHEHWs  onpedesieHHbIX MPUHUMAOB M CPeAacTB  3awuThbl
nHbopmMauyuu.

Crnocobbl HECAHKUMOHUPOBAHHOIO AOCTYra

1. MpuemMbl U MOpPSAAOK AENCTBUMMA C uUenblo nonydveHus (Hob6biBaHMSA) OXpaHsieMblX CBeAeHWUi
He3aKOHHbIM MyTeM. K HMM, B TOM 4Yucsie, OTHOCATCS:

e WHMLMATMBHOE COTPYyAHMYeCTBO (NpeaaTenbCTBO, N3MEHA).

e CKkNOHeHWe (NpuHyXxaeHue, nobyxaeHue) K coTpyaHuMyecTBy (NOAKYM, WaHTax);
e [MOAC/YLUMBAHME MEpPeroBopoB;

e He3aKOHHOe O3HAaKOMJIEHWE;

e XULIEHUE;

e nopaenka (Moandukaums);

e YHMUYTOXeHue (nopya, pa3pylleHue);

e HE3aKOHHOE MOAK/YEHME K CUCTEMaM M NMHUAM CBSA3M M Nepedadun nHdbopMauuu;
e nepexBaT aKyCTUYECKUX M 3/IEKTPOMArHUTHbIX CUIHANO0B;

e BM3yasbHOe HabnaeHue;

e oTorpaduposaHue;

e cb6op 1 aHanM3 AOKYMEHTOB, Nyb6AnKaumin n NPOMbILIEHHbIX OTXOLOB.

2. K ocHoBHbIM cnocobam HC[ oTHocATCS:

e HenocpeacTBeHHoOe obpalleHne K 0bbekTaM AOCTyna;

e (CO34aHMUE nporpaMMHbIX U TEXHUYECKUX CpencTB, BbIMOJIHAKOLWNX 06pameHMe K obbekTaM
[ocTyna B o6xoa cpeAcTB 3alUThl;

3. MoaudMKauus CpeAcTB 3alMTbl, NO3BONAIOWAS OCYylecTBUTbL HCA;

4. BHeapeHne B TexHudyeckme cpeactsa CBT unnm AC nporpamMMHbIX WU TEXHUYECKUX
MexXaHW3MOB, Hapylwawwmnx npeanonaraemyo CTpykTypy u dyHkumm CBT wam AC n
no3songowmnx ocywectsuts HCA.

CDED,CTBa BbMUCIUTENBHON TEXHUKU
COBOKYMHOCTb MPOrpaMMHbIX W  TEXHUYECKUX INEMEHTOB cucTteM o06paboTkM AaHHbIX,
CnocobHbIX DYHKLMOHMPOBATb CAaMOCTOSTENbHO WM B COCTaBe APYIrUX CUCTEM.

CpeacTBO 3aWmnTbl MHGOPMaLMK

TexHW4yeckoe, NporpaMMHOe CpeaCcTBO, BeLWECTBO W/ MNM MaTepuas, npeaHasHayeHHble Wn
ncnosib3yemble ANs 3aWuTbl MHDOpMaL MK,

CpencTBO 3alMWThl OT HECAHKLMOHUPOBAHHOIO A0CTYynMa

MporpaMMHOE, TEXHWU4YEeCKOe WM MporpamMMHO-TEXHUYECKOe CPeAcTBO, npeAHasHauyeHHoe A
NpeaoTBPaLLEHUSA WU CYLLECTBEHHOro 3aTPYAHEHUS HECAHKLMOHUPOBAHHOMO A0CTYynMa.

CpeacTBo KpunTorpadumyeckon sawuntbl nHbOoOpMaLnm
CpeAcTBO BbMUCAUTENBHOM TEXHUKU, OCYyLLecTBsowee kpuntorpadmyeckoe npeobpasoBaHune
nHdbopMmayuum ans obecneyeHnss ee 6€30NacHOCTMU.

CybbekT goctyna

Jlnuo wnn npouecc, AeNCTBUS KOTOPOro pernamMeHTUpyroTcs npaBuiaMu pasrpaHuyeHus
AocTtyna.

Cy6beKkT nHhOpMaLNOHHbBIX OTHOLUEHMUN

dusmyeckoe wam puandeckoe nuuo, obnagarmliee onpeaesieHHbIM MPaBoOM MO OTHOLUEHWUIO K
MHHOPMALMOHHOMY  pecypcy. B 3aBMCMMOCTM OT  YpPOBHS  MOJSIHOMOYUIA  CYBBEKT
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MHMOPMALMOHHBIX OTHOLUEHMA MOXET 6bTb MCTOYHWUKOM, COOBCTBEHHWKOM, BaAEesbLLEM WK
nonb3oBaTesieM nHdbopMaLum.

TexHnyeckoe cpencTBo 06paboTkn nHpopmMaLmn

TexHnyeckoe CpeacTBO, MNpeAHa3HaYeHHOe AN NpUeMa, HaKOoMeHUsl, XpaHeHus, Moucka,
npeo6pasoBaHusi, oTo6paxeHUs M nepedayun MHbopMauuM Mo KaHanam CBA3MU.

Yrpo3a 6e3onacHocTH

CoBOKYMHOCTb YCNOBUI U (aKTOpPOB, CO34aloWMX OMACHOCTb XXM3HEHHO BaXHbIM MHTEpecaM
JIMYHOCTK, obLlecTBa M rocyaapcTaa.

YaocToBepsoWwmiA LEHTP
LleHTp ynpaBfieHWss OTKPbITbIMA KJl0YaMW W K/lOYaMM MPOBEPKM 3JIEKTPOHHOW MoANUCK B

COOTBETCTBUM C pekoMeHaauumssmMm X.509 B 4yacTuM WMCMNOMb30BaHMA CepTUMMKATOB OTKPbITbIX
KJto4Yen.

YHUUTOXEHNE MHGDOPMaLIUK

[JelicTBne, B pe3ynbTaTe KOTOPOro WHdopMauus nepectaeT (GU3MYECKUM CyLLecTBOBaTb B
TexXHNn4YecKkux cpeacteax ee obpaboTku.

YnpasneHune knl4amu

Co3paHve (reHepaums) K4dein, UX XpaHeHue, pacnpocTpaHeHue, yaaneHue (YHUUTOXEHWe),
y4eT M NpUMEHeHWe B COOTBETCTBUM C MOSIUTUKON 6€30MacHOCTM.

YTeuka nHgopmaumm

1. HekoHTponupyeMoe pacnpocTpaHeHWe 3awuwaemMon wHdopMaumm B pe3ysbTaTe ee
pasriaweHnsi, HeCaHKLUMOHMPOBAHHOIO A0CTyna K MHMOpMauumM M NosydeHus 3aliuwaemon
nHdopmMauum passenkon.

2. HenpaBoMepHbIit BbixoA KOHMUAEHUMANbHOW MHMOPMaUUK 3a npeaesbl opraHvM3aumu Wau
Kpyra /iy, KOTOpbIM 3Ta MHbOpMauus AoBepeHa.

DYHKLUMSA X3LMPOBAHMS

3akoyaeTca B COMOCTAB/IEHUN MPOM3BOJILHONO Habopa AaHHbIX B BMAe MNOC/ief0BaTEeNbHOCTU
OBOWYHbIX CUMBOJIOB M ero obpasa ¢duKcMpoBaHHON HebonblWOW ANWHbBL, 4YTO MO3BONSAET
ncnonb3oBaTb 3Ty GYHKUMIO B Npoueaypax 3JeKTPOHHOM MOANUCK AN COKpALLEHUS BpeMeHu
noannucuM wn nposBepkn noanucu. Dd@eKT COoKpaleHUss BpeMeHW A[OCTUraeTcs 3a cueT
BbMMCIEHNSA MNOAMUCKU TOSIBKO noj obpa3oM noanucbiBaemMoro Habopa AaHHbIX.

LlenocTHOCTb MHbOpMaLum

1. CnocobHOCTb cpeacTBa BbMWUCAUTENBHOW TEXHUKM WANW aBTOMaTU3MPOBAHHOW CUCTEMBI
obecneunBaTb HEM3MEHHOCTb MHGOPMAUUW B YC/IOBUAX CIIyYaWHOro W/Wam npeaHaMepeHHOoro
NncKaxeHus (paspylueHus).

2. CBOMCTBO WHMbOPMaLMM, 3ak/to4dalolleecs B ee CylWeCcTBOBaHMM B HEUCKAXXEHHOM Buae
(HEU3MEHHOM MO OTHOLUIEHUIO K HEKOTOPOMY (PMKCUPOBAHHOMY €€ COCTOSIHUIO).

Llenb 3auWmTbl MHdDOpMaLIUK
3apaHee HaMeueHHbli pe3ynbTaT 3aluuTbl MHbOpMaLUN.

1. Lenbto 3awutbl WHbOpMauMM MOXET Obmb MpeAoTBpalieHne yulepba Co6CTBEHHUKY,
BlaZenbly, MoJib30BaTento MuHdopMauunm B pe3ynbTaTe BO3MOXHOM yTeudyku UHdopMauum
N/MNN HeCcaHKLMOHMPOBAHHOIO W HemnpegHaMepeHHOro BO3AeWCTBMSA Ha MHdOpMaLuio.

2. UenamMu 3awuTbl SIBASIOTCS: NpeAoTBpalleHUe YTeUYKM, XMULLEHMUSl, YTpaTbl, WCKaXeHus,
nogaenku uHdopmauumu; npeaoTBpalleHne yrpo3 6e30macHOCTM  JIMYHOCTM, 06LWwecTBa,
rocyfapcTBa; MpeAoTBpalleHMe  HEeCAHKLMOHMPOBAHHbIX  AEWCTBMIA MO YHUUTOXEHWIO,
MoaMdUKaLMM, WUCKAXEHUIO, KOMWPOBaHWIO, 6I0KMpPOBaHWMIO WHbOpMauWW; NpeaoTBpaLleHne
ApYrux OpM HE3aKOHHOro BMeLaTeNbCTBa B MH(OPMALMOHHbIE Pecypcbl U MHDOPMALMOHHbIE
cucteMbl, obecneyeHve MNpPaBOBOr0 pexuMa LOKYMEHTMPOBAHHOW WHbOpMauuMM kak obbekTa
CO6CTBEHHOCTM; 3alUUTa KOHCTUTYLMOHHbIX MpaB rpaXAaH Ha COXpPaHEeHWe JINYHOW TaWHbl U
KOHMMAEHUMANBHOCTM MNEPCOHANbHbLIX AaHHbIX, WUMEKLWMUXCA B WHGMOPMALMOHHBLIX CUCTEMAX,
COXpaHeHue rocyAapCTBEHHOW TaWHbI KOHMWAEHLNANTBHOCTH [IOKYMEHTNPOBAHHOW
MHdOpMaLMM B COOTBETCTBUM C 3aKOHOAATENbCTBOM; obecrneyeHne npaB Ccy6bekToB B
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Lndp

MHPOPMALMOHHBIX  Mpoueccax W npu  pa3paboTke, MpPOM3BOACTBE W  MNPUMEHEHUU
MH(POPMALMOHHBIX CUCTEM, TEXHOIOMMI U CPEACTB UX o6ecnevyeHus.

CoBOKYMNHOCTb 06paTuMMbIX Npeobpa3oBaHWi MHOXECTBa BO3MOXHbIX OTKPbITbIX AAHHbIX Ha
MHOXECTBO BO3MOXHbIX 3aWMMPOBaHHbIX JAaHHbIX, OCYLLECTBJISIEMbIX MO OnpeAesieHHbIM
npaBuiaM C NPUMEHEHMEM KITOUYEN.

LindposaHune
Mpouecc 3awmndpoBaHma nnum pacwmdpoBaHuS.
E Kniou 3awmcbposanus E Kniou pacwmdposanmna
BAO ABC
UCXOAHbLIN TEeKCT
3aWwndpoBaHHbIA TEKCT
3awwundpoBaHue PacwmudpoBaHue
Puc. 1. WindppoBaHue wuHcbdopmauyunmn
WndpoBaHne  uvHPOpMaUuMM —  B3aUMHOOOHO3HayHOe MaTematundeckoe (KpunTtorpaduyeckoe)

npeobpasoBaHne, 3aBUCsLLEE OT Kko4Ya (CeKpeTHbIi napameTp npeobpa3oBaHus), KOTOpoe
CTaBUT B COOTBETCTBME 670Ky OTKpbTOn uWHMOpMauuM, nNpeacTaBleHHON B HEKOTOPOW
undposon koaupoBke, 650K WKPPOBAaHHOM MHMOPMaUMM, TakXe npeacTaB/ieHHON B
undposon koamposBke. TepMmumH wudpoBaHme obbeamHseT B cebe pgBa npouecca:
3awmndpoBaHMe n pacwmdbpoBaHve MHGOpMaL .

Ecnu 3awndpoBaHne 1 pacwmdppoBaHme OCYLLECTBAAKTCA C MCMNOb30BAaHMEM OAHOIMO W TOro

XXe KJloYa, TO TakKoM anroputMm Kpuntorpaduyeckoro rnpeobpasoBaHus Ha3biBaeTCH
CUMMETPUYHDBIM, B MPOTUBHOM CJly4ae — aCUMMMETPUYHbIM.

MpouutaTb 3awudpoBaHHoe coobuweHne (MHPOpPMALMIO) MOXET TOJIbKO MONb30BaTENb,
MMEKLWMA TOT Xe 3aKpbITbi KoY WndpoBaHUs.

LindpoBaHne AOKYMeHTOB (TEKCTOB)

MNpeobpazoBaHne GopMbl NCXOAHBIX (OTKPbITbIX) TEKCTOB COOb6WEHUA TakuMm obpasom, 4To uX
CMbIC/1T CT@HOBUTCS HEMOHSATHbIM Ans ntboro nuua, He BRajelowero cekpetom obpaTHoro
npeobpasoBaHus.

LUncbpoBanbHble cpeacTBa

K wwudpoBanbHbiM  (Kpuntorpadguyeckum) cpeacteam (cpeacteBaM  Kpuntorpaduyeckomn
3aWwuTbl MHQOPMaLKuKM), BKJKOYas AOKYMEHTaUWUIo Ha 3TU cpeacTBa, OTHOCATCS:

a) cpeactBa wudpoBaHWs - annapaTHble, TMpOrpaMMHbie W MPOrpaMMHO-anmnapaTHble
wndpoBanbHbie (kpunTorpaduyeckme) cpeacTBa, peanusyouine anropuTMmsl
kpuntorpadumyeckoro npeobpasoBaHms MHbDOpMaLuM ANs OrpaHUYEeHUst AOCTymna K Hel, B TOM
yncne npu ee xpaHeHun, obpaboTke n nepepave;

6) cpeacTBa MMUTO3aWMUTbl - annapaTHble, MNPOrpaMMHble M MNPOrpaMMHO-annapaTHble
wndgpoBanbHble (Kpuntorpaduueckme) cpeactsa (3a MCKAKYEHWMEM CpeacTB LWnUdpoBaHus),
peanusylowme anroputMbl Kpuntorpaduyeckoro npeobpasoBaHus wuHdboOpMauum ana ee
3aWnTbl OT HaBA3bIBAHUA NTOXKHOW MHMOpMaUMM, B TOM 4uCAe 3awutbl OT MoAMDULUPOBaHUS,
ana  obecnedyeHnss ee [OOCTOBEPHOCTM W  HEKOPPEKTMPYEMOCTM, a Takxe obecneyeHus
BO3MOXHOCTW BbIAB/IEHUS W3MEHEHWUNM, wuMuTauuu, danscndmkaumm mnm mMoanduLmnpoBaHns
nHdopmMaumu;

B) CpeACTBa 3/IEKTPOHHOW NOANUCH;

r) CpeAcTBa KOAMPOBaHWS - cpeacTBa WMGPOBAHWUS, B KOTOPbIX YacTb KpUNTorpaduyeckmnx
npeob6pasoBaHnini MHMDOPMaLMN OCYLLECTBASIETCA C UCMONIb30BAHMEM pYUHbIX OMNEpauui Uim c
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MCMNoJib30OBaHNEM aBTOMaATU3NPOBAHHbLIX CpPeacTB, MpeaHa3Ha4dY€eHHbIX ANn4 BbINOJIHEHUA TaKUX

onepauuin;

A) CcpeacTBa WM3rOTOBNEHUS  KJIHOYEBLIX [AOKYMEHTOB - annapaTHble, MporpamMmMmHbie,
nporpaMMHoO-annapaTHble wudpoBanbHbie (Kpuntorpadpuueckmne) cpeacrtea, obecneymsarolime
BO3MOXHOCTb N3roToBJIEHUS KJTI0UYEBbIX OOKYMEHTOB ans WwndpoBasbHbIX
(kpunTorpadunyeckunx) cpeacTs, He BXOASAWME B COCTaB 3TUX  WKPpPOBaANbHbIX

(kpunTorpaduyeckumx) CpeacTs;

€) K/4YeBble AOKYMEHTbl - 3/1eKTPOHHblE AOKYMEHTbl Ha N6biXx HOCUTENAX uHopMauumn, a
TakXe [AOKYMeHTbl Ha OyMaXHbIX HOCUTENSaX, COAepXaliMe K/YeBy MHMOopMaUuio
OrFpaHW4YEeHHOro AocTyna Aana kKpuntorpaduyeckoro npeobpasoBaHms wuHdboOpMauum ¢
NCNOJSIb30BaHMEM anropuTMoB KpunTorpadunyeckoro npeobpasoBaHus nHdbopMauum
(kpunTorpadumyeckmn kaw4y) B WndpoBasbHbiX (Kpuntorpaduyecknx) cpeacTeax;

XX) annapaTHble wWwudpoBanbHble (Kpuntorpaduueckme) cpeactsa - YCTpoOUCTBA U UX
KOMMOHEHTbl, B TOM 4uC/e coAepXxalme K4YeByl UWHPopMmauuo, obecnedmsatoime
BO3MOXHOCTb npeobpasoBaHus MHdopMaumm B COOTBETCTBUM C anropuTMaMm
kpuntorpadumyeckoro npeobpaszosaHuss wuHdbopMauum 6e3 MCNOMb30BaHMSA MNpOrpamMMm A4Js
3/1eKTPOHHbBIX BbMUCUTENbHbIX MalluH;

3) nporpamMmHble wudpoBanbHble (Kpuntorpadpuueckme) cpeacTsa - MporpaMmbl  Ans
3/IEKTPOHHbIX BbMUCANTENIbHBIX MalMWH M UX 4YacTW, B TOM 4YUCNE COAepXKallmMe KJYeBYIo
nHdopmaumo, obecneymsatowime BO3MOXHOCTb NpeobpasoBaHms MHPOPMaLUM B COOTBETCTBUMU
C anroputMamum Kpuntorpaduyeckoro npeobpasoBaHus WHoOpMauMM B NPOrpaMMHO-
annapaTtHbiX wWwudpoBanbHbiX (KpunTorpaduyecknx) cpeactsax, WMHOOPMALMOHHBIX CUCTEMaX
N TeNeKOMMYHMKaUWMOHHbIX CUCTEMAX, 3alUWEHHbIX C WCMOMb30BaHMEM LWNQPOBAsbHbIX
(kpunTorpadumyeckmx) cpeacTs;

W) NporpaMMHo-annapaTHble WwndpoBanbHble (Kpuntorpaduyeckune) cpeactea - YCTPOWCTBA U
MX KOMMOHEHTbl (3a WCKIOYeHMEM MUHMDOPMALMOHHBIX CUCTEM WU TENEeKOMMYHMKALMOHHBIX
CUCTEM), B TOM YUC/ie coAaepxallume knwdeByto nHdopMauuto, obecneumnmsatroime BO3MOXHOCTb
npeobpasoBaHns uHdOpMauumM B COOTBETCTBMM C anroputmMamMnm Kpuntorpaduyeckoro
npeobpasoBaHus WHdpopMaumm  c NCMosb30BaHNeM nporpaMMm  Afs  3JIEKTPOHHbIX
BbMUCAUTENbHbIX MaluMH, MpeAHa3HayYeHHbIX A8 OCYyLeCTB/eHUs 3TuX npeobpasoBaHui
nHdopMaunn nam uUx 4YacTu.

LLndpyrowasa darnosas cucrtema

dannoBas cuctema, no3ponstouwas obecnedmBaTb KpunTorpaduyeckyr 3awuty danna
(wndpoBaHme) He3aBUCUMO OT Apyrmx ansoB C BO3MOXHOCTbIO €ro M3MeHeHUs He3aBUCUMMO
KaXkabiM U3 AOMNYLEHHbIX K HEMY MOJsib30BaTenen:

DNeKTpOoHHasa noanuch

[aHHble, nobaBnsieMble K 610Ky AaHHbIX MOSTYUYEHHble B pe3ysibTaTe ero Kpunrorpaduyeckoro
npeobpasoBaHnsl, 3aBUCSLWEr0 OT 3aKpbITOro Kjw4va W 6710Ka AaHHbIX, KOTOpble MO3BOASIOT
NPUEMHUKY AaHHbIX YAOCTOBEPUTHLCS B LLEIOCTHOCTU 6/10Ka AaHHbIX U NMOATUHHOCTU UCTOUYHUKA
JaHHbIX, @ Tak)Xe 06ecneynTb 3alUnTy OT MoAasiora CO CTOPOHbI MPUEMHUKA AAHHbIX.

MNpoBepka 3NEKTPOHHOMW noanucu noa 670KOM  OTKpbMOM uWHMOpPMauuM NpPoOM3BOAUTCHA C

noMoLblo KpunTorpadmyeckoro npeobpasoBaHuUs M OTKPbITOro kw4da (Katoda nposepku IM),
COOTBETCTBYIOLWEro 3akpbimroMy (katoudy 3I1), yyacTBOBaBLWEro B npouecce yctaHosku JI1.
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CepTtudmkar “Tﬁ Y
E CekpeTHbIl kioy UM °TKP|=”3°Lru‘3IK"'°“|a J ,i\‘
ABC ABC
WCXOAHBLIN TEKCT MCXOAHLIN TeKCT
aun ﬁ
dopmupoBaHue LN MpoBeka 3UMN

Puc. 2. ®opmupoBaHue u nposepka 3

DneKkTpoHHas noanucb obecneymBaeT LENOCTHOCTb coobuieHnii (AOKYMEeHTOB), NepeaaBaeMbiX
Nno He3alMWeHHbIM TefleKOMMYHMKaUuWOHHbIM KaHanaMm obuwero nosab3oBaHUs B CuUCcTeMax
06paboTkn MHMOpMaLUUM Pa3/IMYHOIO Ha3HAYEHUS, C rapaHTUPOBAHHOM MAEHTUdUKaUMENH ee
aBTopa (/Auvua, noamvcasllero AOKYMEHT). DfIeKTPOHHas MNOANUCH MO3BOJISIET 3aMEHUTb Mpu
6e36yMaxxHOM [OOKYMeHToob60opoTe TpaAWLMOHHbIE MedyaTb M noAanucb. [py NOCTpoOEHUMn
undpoBON NOANNCKM BMECTO OObMHOM CBS3M MexXAy MnedaTbld WM PYKOMUCHOM MNOAMUCHIO U
nuctoMm 6yMarm BbICTynaeT CJIOXHasi MaTeMaTuyeckas 3aBUCUMOCTb MeXAy 3JIEKTPOHHbIM
OOKYMeHTOM, katodamum 3 u npoBepku 1.

MpakTuyeckass HEBO3MOXHOCTb MOAAENKM 3JIEKTPOHHOW TMOAMUCK OMUPAETCs Ha OYeHb
60/bLLION 06BEM OMpefeNeHHbIX MaTEMaTUUYECKUX BbMUCTIEHUNA.

MpocTaBfieHWe MoOANMMCKM MNoA AOKYMEHTOM HE MEHSIET CaMOoro AOKYMeHTa, OHa TONbKO AaeT
BO3MOXHOCTb NMPOBEPUTb MOASIMHHOCTb M @aBTOPCTBO MOJIYYEHHOW MHDOpMaLnn.
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1. Haz3HaueHue CK3U

CK3/ npegHasHayeHo 1S 3alUMTbl OTKPbTOM  MHGOpMauuM B MHGOPMaUMOHHBX CucTeMax obLiero
rnonb3oBaHus  (CosdanHve/npoBepka  3/IEKTPOHHOW MOAMMCKM) M 3alumTbl  KOHDUMAeHUManbHOM mHbopMauun, He
coaepallen CBedeHW, COCTaBNAWMX rOCYAAPCTBEHHY0 TaliHy, B  KOPMopaTtuBHbX WMH(OPMaLMOHHbIX
cucTeMax C BbIOSIHEHMEM Crieaytowmx OyHKLWINA:

1) 3auumuieHHoe XpaHeHue MoJIb30BATENIbCKUX  KJIHOYEN B K/1ro4eBOM KOHTeVIHepe C
ncnosab3oBaHneM LIJVICDpOBaHVIFl, MMUTO3aLNUTbl U aYTeHTVId)VIKaLI,I/II/I AoCTyna,

2) wundposaHue, BblMUCIEHNE MMUTOBCTABKM, X3LWMpoBaHue, co3gaHue/npoBepka
3/1eKTPOHHOM MOAMUCK AaHHbIX B 06J1acTsaX NamsaTy;

3) dopMMpoOBaHME CECCUOHHbIX Ktouen, Katuyen obMeHa M Kawuder cospaHus/nposepkun 3,
MX UMNOPT/3KCNOPT U3/B KNOUEBON KOHTENHep;

4) npeHTudukaums, ayteHTudbukayms, wmdpoBaHme u nMmtosawmta TLS-coegmHeHun;
5) ayteHTudpukauus B gomeHe Windows ¢ ncnonblosaHmem «Kpuntollpo Winlogon»;
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2. TpeboBaHusa k akcnnyaTtauum CK3U

CK3N «Kpurrollpo CSP» v 4.0 R4 npegHasHaueHO ANS 3alWuTbl OTKPbMOW WHMOpMauuM B
MHPOPMaALMOHHBLIX cucTeMax obuwero nonb3oBaHua (cCo3gaHue/npoBepKa 3JIEKTPOHHOM Mnoanucu) u
3aWnTbl  KOHdUAeHUManbHON  MHopMauuu, He cojepxalen CcBefeHUN,  COCTaBALWNX
rocyaapCTBEHHYHO TaliHy, B KOpropaTUBHbIX NH(OPMaLMOHHbIX cucTemax
(wndposaHune/pacwmdpoBaHme MHpoOpMaumn, BbMUCNEHME/NPOBEPKA MMUTOBCTABKMW, BbMUCEHME
3HauYeHUs X3W-dYyHKLMN, BbMUCIEHNE/NIPOBEPKA 3/IEKTPOHHOW Moanucu).

CpeactBamm CK3U «Kpurmmollpo CSP» v 4.0 R4 He ponyckaercs obpabaTbiBaTb MHdOpMauUMIo,
coAepxaly CBeAeHUs, COCTaBSoWME rocyaapCTBEHHYO TalHy.

CK3UN «KpurmolMpo CSP» v 4.0 R4 MO>eT MCnosib30BaTbCA /1 Kpuntorpaduyeckon 3aluuThbl
nepcoHasbHbIX AaHHbIX.

YcTaHoBouHble moaynm CK3U «Kpuntollpo CSP» v 4.0 R4 M KOMMAekT 3KcnjayaTauWoHHOWN
AOOKYMEeHTauumM K HeMy MOryT MOCTaBAsATbCS MOAb30BaTesnto YMNOJNHOMOYEHHON OpraHusauuen AByMs
crnocobamu:

1. Ha Hocutene (CD, DVD - auckwu);
2. MocpenctBoM 3arpy3sku yepes MHTepHeT.

Ona nonyyeHus BO3MOXHOCTWU 3arpy3km yCTaHOBOYHbIX moaynen CK3N «Kpuntollpo CSP» v
4.0 R4 n KoMmniekTa 3KCMyaTauuoHHOW AOKYMEHTauuMn Mnonb30oBaTe/lb Hanpas/fseT CBOM Yy4YeTHble
AaHHble YMNO/IHOMOYEHHOM oOpraHu3auun. Y4YeTHble AaHHble MOryT 6bMb Hanpas/fieHbl NOCpPenCTBOM
3anofIHEHUS  CNeuuanu3upoBaHHOM  permcTpaumMoHHOM  GOpMbl  Ha  canTe  YNOSIHOMOYEHHOM
opraHusauun.

Mocne nony4vyeHMs  YNOSTHOMOYEHHOW  OpraHuM3auuMen Y4YeTHbIX [aHHbIX MoSb30BaTesto
npeaocTaBAseTCsa AOCTYN Ha CTPaHuLy 3arpy3ku yCTaHoBO4YHbIX Moaynein CK3U «Kpuntollpo CSP» v
4.0 R4 n KoMnnekTa 3KCcnayaTaunoHHOM AOKyMeHTauun. Mpu 3arpyske nosb3oBaTeNeM YCTaHOBOUYHbIX
moaynenn CK3W «Kpuntollpo CSP» v 4.0 R4 mn komnnekTta 3KCMAyaTauMOHHOM AOKYMeHTauuu
YNONHOMOYEHHON OpraHusaumeinn nNpuMcBamBaeTCs Y4YETHbIl HOMEp, UMAEHTUDULUUPYIOWMA SK3eMnasp
CK3M «Kpuntolpo CSP» v 4.0 R4, npeaocTaB/ieHHbIN MOJSIb30BaTENIO.

Ha cTpaHuue 3arpy3km BMecTe C AUCTpMOYTMBOM M AOKYMEHTaLWel pa3MelwaeTcs oTaeneHHas
3/1IeKTPOHHAa noAnuCb, ANs MpOBEPKUM KOTOPOM HeobxoAMMO UCMNoNb30BaTb YTuAuTy cpverify,
NMOYYEHHYO AOBEPEHHbLIM 06pa3oM U coaepXkallyt K4y NMpoBepKU AAHHOW 3/1eKTPOHHOW NOAMUCHU.

YcTaHoBka CK3U «Kpuntollpo CSP» v 4.0 R4 Ha pabouyee MecTo nosb3oBaTenss MOXeET O6bmb

OCYyLLeCTBJ/IEHA TOJIbKO B C/ly4yae MOATBEPXAEHUS Le/IOCTHOCTWU MOJIyYEeHHbIX YCTaHOBOYHbLIX MOAY/EN
CK3UN «Kpuntolpo CSP» v 4.0 R4 n akcnayaTauMOHHON AOKYMEHTaLu uu.

1. CpencrBo KOHTpons uenocTtHocTu (cpverify.exe) nepBoHauyasbHO AO/MKHO ObITb MOAy4YeHO
nosib3oBaTeneM Ha @GuU3MYeckoM HocuTene B oduce koMnaHum 00O «KPUNTO-MPO», nubo y
oduumanbHoro gunepa. Takas yTuamTa cyuTaeTcd MoJyyeHHOW AoBepeHHbiIM obpasoMm. [danee
noJlyMeHHOW AOBEpEHHbIM 06pa3oM Npu3HaeTCs ouyepeaHas Bepcus YTUAUTbI, MoJly4yeHHas No6biM
M obpa3oM, Hanpumep, ckadaHHas c canta www.cryptopro.ru, npm ycnosmm, 4to oHa 6bila NpoBepeHa
APYrMM 3K3eMMNISpoOM YTUANTbI, NOJSIYyYEHHbIM paHee [OBepeHHbIM 06pa3oM, u nposBepka 6bina
yCMNeLwHOoN.

2. Knoy nposepku OI1, a Takke MHPOpMauma o HeEM (JaTa CO34aHMSA, anropuUTM X3 LW -PyHKL UK,
MAEHTUdUKATOP anropmTMa NoANUCK) 3aNUCbIBAKOTCHA B UCXOAHbIA KOA4 YTUMTbI Ha 3Tane cbopku.
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3. lporpamMMHo-annapaTHbie cpeabl PyHKUMOHMpoBaHmMa CK3U

CK3N «Kpuntollpo CSP» v 4.0 R4 dyHKUMOHMPYET B CJieaylowmx rpynnax mnporpaMMHo-
annapaTHbIX cpef:

Windows
BkntouaeT nporpaMMHO-annapaTHble Cpeabl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux
Bkntouaet anctpmbyTtuBbl Linux, ygosneTBopstowme ctaHaapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TO OC AUC ®CCIN Pocemn (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CuHTe3-0OC.PC (x86, x64);

MK «CnHTe3aM-KnneHt» B coctaBe Kl «30C «CuHTe3M» (x64);
MK «CnHTe3aM-CepBep» B coctaBe KIT «30C «CuHTesM» (x64);
KM «OC «CuHTe3sM-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);

Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC NoTtoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 2nb6pyc);
MCBCdepa 6.3 CepBep (x64, ARM64).

c
=
X

BksitoyaeT nporpaMMHoO-annapaTHble cpebl:

OC 2nbbpyc Bepcmsa 3 (3nbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT Cepsep 8, AnbT 8 CIl CepBep (x86, x64, ARM, ARM64);

AnbT Pabouas ctaHums 8, AnbT Pabouas ctaHuma K8, AnbT 8 CIN Pabouas ctaHumnsa (x86, x64, ARM,
ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

POCA XPOM/KOBANBbT/HUKENb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER);

Mac 0S X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

22



XKXTAKN.00087-03 91 01. Kpuntollpo CSP. PykoBoaACTBO agMMHUCTpaTopa 6e30nacHOCTM.
Obuwas yacTb

Sailfish
BkntouaeT nporpaMMHO-annapaTHylo cpeay

Sailfish0S 2.1.1.12 (ARMv7).

i0S
Biksitoyaetr nporpaMMHo-annapaTHbie cpefbl:

Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3
/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTyalbHble _cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMW are WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMW are vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

MpuMmeyaHus:
1. Bepcusa POSReady.
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4. PeanusyeMble Kpuntorpaduyeckme anroputmbl

AnropUtMm  WwWindpoBaHus/paclumdpoBaHns  JaHHbX W BbMUC/IEHWMS WUMMUTOBCTaBKW  peanM3oBaH B
cootBeTrcTBMM C  TpeboBanmamm  TOCT P 28147-89. «Cuctembl  0b6pabotkm  mHdbopmaumm.  3awura
Kkpurrorpadmyeckas. AroputM  Kpunrorpaduyeckoro npeobpasoBaHus».

AnroputMbl - OpPMUMPOBaHMS M npoBepkn DI peann3oBaHbl B COOTBETCTBMM C  TpebosaHMsSIMU
MOCT P 34.10-2001 mn TOCT P 34.10-2012 «MHdopMaumoHHaa TexHonorus. Kpuntorpaduyeckas 3sawuta
MHpopMauun. lMpouecchbl GOPMUPOBAHUSA U MPOBEPKN INEKTPOHHON LUGDPOBON NOAMMUCU».

AnropytM  BbpaboTkM  3HayeHust xoW-GdYHKUMW peanu3oBaH B COOTBETCTBMM C  TpebosaHusiMu
MOCT P34.11-94 un TOCT P 34.11-2012 «WHdopmaumoHHas TexHonorus.  Kpurrorpacdwyeckas 3awmra
nHbopMaLmn. OYHKUMUA XBLLMPOBAHMS ».

S-60KCbl, MPYMMbl TOYEK Ha SJUIMMTUHECKMX KPMBbX, 3HadeHus QYHKUWUIA X3LIMPOBaHWS OnpeaesieHbl B
nokymeHte RFC 4357, ®epepanbHOe areHTCTBO MO TEXHUYECKOMY  pPeryMpoBaHMIO U METPOoru
(POCCTAHOAPT), TexHnyecKuii KOMUTET MO CTaHdapTtmzaumn «Kpurrorpadmyeckas 3awmra uHgopmauun» (TK
26), «Cuctembl 06paboTkn uHbOpMauun. 3awmra Kpurrorpadmdeckas. Metogmveckue pekoMmeHaauwm o
KpuUnrorpacmyecknuM  anroputMaM, COMyTCTBYIOLWMM MpuMeHeHMo cTangaptoB TOCT P 34.10-2012 wn TOCT P
34.11-2012».

KntoueBas cuctema CK3UM «Kpuntollpo CSP» v 4.0 R4 obecneuvBaeT BO3MOXHOCTb MapHO-

BbOOPOYHOM CBSA3N abOHEHTOB CETM C BbPabOTKOM NSl Ka)KAOro CeaHCa CBSA3M K/IYE Ha OCHOBE MpUHLMMNG
OTKpPbITOrO pacrpeaeneHnst Ko4der € UCronb3oBaHeM anroputma Aduddun-Xennmara.
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5. Ctpyktypa u coctaB CK3U

5.1. CrpykTtypa CK3U

Obuwas cTtpykTypa CK3W npeactaBneHa Ha PucyHke 5.1.

CeTteBble MPUITOKEHUS KiroueBoii HOCHTEIH
A A
OmnepanuoHHas cucreMa

A A
v ) v
| Wnrepdeiic SSPI | | Hacrpoiika OC |
A
[Ipunoxenune
v
Kpunrollpo TLS v

Kpunrollpo IKE
KpunrolIpo Winlogon

A

Unrepdeiic CryptoAPI 2.0 |

' '

A

Crypt32 Capil__ite v
(Win32,64) (Unix) [ItaTHBIC
' PKCS#11 uHTepdeico
T— v ! aioueix
Kpumnrollpo CSP Unrepdeiic Kpunrollpo CSP |
A 4
P ASNA .| Bubmmorexa dll ms
butmrorexu dll, NS "| pabotsl ¢ kmouamu
CEPBHCHI,
JipaiiBepsl
Kpunrollpo CSP - 1« I [Tanens ynpasieHus
T Cucrema c6opku [10 COK
| T7CY | COK
A

buo/ICH SAnpo onepaliOHHOM CHCTEMBI

| dJICH | | Buemnsis ramma |

Hpatisep CSP |

| Cucrema 3anutsl oT HCJI |

| Kontpons nenoctaoctu 1O | Hpaiisep EFS | | Hpaiisep ESP

| Cucrema UK 3amurel |

‘ Cucrema coopku [10 CK3U I

CK3U CK3WU ypornas sapa OC

PucyHok 5.1 - CtpykTtypa CK3UN «Kpuntollpo CSP 4.0 R4»
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5.2. Coctas CK3M1

NcnonHeHne 1-Base knacca 3awutbl KC1 BbINOSHEHO B CneayloleM cocTaBe:
— KpunTonpoBanaep;

— KpunToapameep;

— MoAay/ib ceTeBon ayTeHTudukaumm (Kpuntollpo TLS);

— Moayib obpaboTkn ceptudukatos u CMS nportokona;

— yTunuTa BblpaboTKM BHELUHEN ramMbl;

— YTUAMTA KOMaHAHOM CTpoku Ans wudpoBaHmna ¢dalninos;

— YTWAIUTA KOMaHAHOW CTPOKW Ans paboTbl ¢ cepTudurkatamu;

— MoAyNb ayTeHTuduKkaumm nosblosaTtensa B goMeHe Windows;

— nakeT pa3spaboTumka Ana mcnonb3oBaHua npotokonos IPsec (IPsec SDK);
- nakeT pa3spaboTumka ana BcTtpamBaHmnsa CK3U (CSP SDK);

— MoAay/b noaaepXxku nHtepderica Mozilla NSS;

— cepBucHble moaynu (cpverify, wipefile, stunnel);

- 6ubnuoteka, obecneumBarowias MNOAKAOHEHME N (PYHKLMOHMPOBAHME KIKOUYEBbLIX HOCUTENEMN

(RDK)
n OYHKLMOHMPYET B rpynnax nporpaMMHO-annapaTHbIX cpea n.3.

5.3. CocTtaB nporpammHoro obecneverHus CK3U
CK3N «Kpuntolpo CSP» v 4.0 R4 yHKLNOHMPYET Ha OAHOM M3 ABYX YPOBHEN:

— YPOBEHb MPUNOXEHUS;
— ypoBeHb aapa OC.

B coctas CK3UN «Kpuntollpo CSP» v 4.0 R4 BXOoAAT:

— bubnuotekn dll, cepsuceol, gpaneepbl «Kpuntollpo CSP».
— Moaynb ceteBon ayTeHTUdukaumm «Kpmntollpo TLS».

— Moaynb «Kpuntollpo Winlogon».

— Kpuntorpadudeckuni nutepdenc «Kpuntolpo CSP».

— [porpaMMHbIn  gaTtunk cny4damHbix udmcen (MNACH) ¢ wuHcTannsumen ot dusmdeckoro ACH

(®4CH) BcTpamBaeMoro nporpammHo-annapatHoro komnnekca (MAK) 3sawutel ot HCA,
BHELIHEN raMMbl.

— KOHTpoNb LEenoCcTHOCTM NporpaMMHOro obecneyeHus.
— CucTteMa mHxeHepHo-KpunTorpadmMyeckon 3awmTbl.
— Cnctema 3awmtbl oT HC (Mcnonb3yeTcs ONUMOHAIbHO).

5.4. CocTtaB noagcuctembl nporpammHon COK

B cocTaB noacuctembl nporpamMmHon COK BXoasaT cneayrouime KOMMOHEHTHI:
— MNpunoxeHne (MNpuknagHoe nporpamMMHoe obecneveHune, ucnosnbsytowee CK3N).

BnolCH,

- NHTepdenc SSPI (NoaMHOXEeCTBO UWHTepdenca kKpuntorpadpuyeckux NpOTOKOS0B Secure

Support Provider Interface (SSPI, CryptoAPI v. 2.0) ans peanusauumm npoToKona
ayTteHTudukaumm TLS v. 1.0 (nog ynpasnenmem OC Windows).

— Moaynn HacTpolikn OC Windows ansa obecneyeHuns dyHkUmoHmposaHus CK3W.

ceTeBoMn
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— WHTtepdenc CryptoAPI 2.0.

- CpeactBa  Crypt32(Win32,64) pns  obecneyeHus  pabotbl c  ceptudumkatamMm C
ncnonb3osaHmeM uHTepdenca CryptoAPI 2.0 uepe3 kpuntorpadumyeckmin mHtepdenc «Kpuntollpo
CSP» nop ynpasnenmem OC Windows.

— CpeactBa CapiLite - ana obecnedveHunsas paboTbl ¢ cepTudmkaTaMnm C UCNOAb30BAHUEM
mHtepdernica CryptoAPI 2.0 uepe3 kpuntorpadpuueckmin uHtepdeiic «Kpuntollpo CSP» nog
ynpasneHmem OC cemenctBa UNIX (Linux , FreeBSD, Solaris, AIX).

— Kpuntorpaduuecknn nntepdeiic «Kpuntollpo CSP».

— lUTaTHble MHTEepdENChl KNKYEBbIX HOCUTENEN.

—ASN.1 - cucTeMa KoaMpoBaHuUsl/AekoaMpoBaHua AaHHbiX B dpopMaTax ASN.1.

Coctas Moaynein CK3UM n noacucTemsbl nporpammHon COK ans COOTBETCTBYHOWMX NPOrpamMmMHoO-
annapaTHbIX Cpel KOHKpeTusmpyeTcs B aonosnHeHusx XTAN.00087-03 91 02, XTHAW.00087-03 91
03, XTSAN.00087-03 91 04, XTHAMN.00087-03 91 05, XTHAN.00087-03 91 06, XTHAN.00087-03 91 07,
XKTAN.00087-03 91 08, XTAN.00087-03 91 09, XTAN.00087-03 91 10 K HacToALWEMY AOKYMEHTY.

5.5. TlonyyeHue npaB Ha ucnonb3oBaHue CK3WN «Kpuntollpo CSP»

Mpn wucnonb3oBaHum CK3U «Kpuntollpo CSP» Bepcus 4.0 R4 ponyckaiwTcsa cneaywouime
cnocobbl NnonyyeHns noaTeepxaeHns npasa mcnonb3oBaTb CK3U «Kpuntollpo CSP» Bepcusa 4.0 R4:

1. Py4yHOi BBOA IMLEH3UOHHbIX AAHHbIX.

2. Mony4yeHne paHHbIX M3 COOTBETCTBYIOLWMX paclUMpPEHNn cepTUdUKaATOB KIIHOUYEN MPOBEPKMU
3M1eKTPOHHON NoAMUCKM B KAOYEBOM KOHTelHepe. TakuMm o6pa3oM MoOXeT nepeaaBaTbCs MpaBO Ha
ncnonbsoBaHne CK3W <«Kpuntollpo CSP» Bepcus 4.0 R4 npu onepauusix C COOTBETCTBYHOLLMM
KJ/IIOYOM 3/IEKTPOHHOM MOANUCKU B paMKax CpoKa ero AeUCTBUS.

Mopsaaok AeNcTBUA, HeobxoAuMbIX AN PYYHOro BBOAA NMUEH3MWU, 3aBUCUT OT MCMOJb3YyEMOW
nnatdopMmbl M NoapobHO oONMcaH B COOTBETCTBYHOWMX JAoKyMeHTax: XTHAM.00087-03 92 01,
XKTAN.00087-03 91 03, XKTSAM.00087-03 91 04, XTHAN.00087-03 91 05, XKTHAM.00087-03 91 06,
XKTAM.00087-03 91 07, XKT5M.00087-03 92 02, XKTSMN.00087-03 91 09.
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KnioueBasa cucteMa v Ko4eBble HOCUTENU

5.6. O6bwure nonoxeHus

CK3MN «Kpuntollpo CSP» v 4.0 R4 aBnsieTCcq CUCTEMON C OTKPbITbIM pacnpeaeneHnemM Kiatoden
Ha OCHOBE aCUMMETPUYHOM KpunTorpaduu ¢ UCMNONIb30BAaHMEM 3aKpbITOro Kk4a Ha OA4HOM CTOPOHE U
COOTBETCTBYIOLWEr0 eMy OTKPbITOro Kat4va MHMOpPMaLMOHHOIO B3anMMOAENCTBUS Ha APYrOA CTOPOHe.

Monb3oBaTtesnb, obnajawwmin NpaBoM MNOANUCKM W/MNK WK@PPOBaHMA AaHHbIX, BblpabaTbiBaeT
Ha cBoeM paboyeM MecTe wAuM nonyyaeT y aaMuHuUcTpatopa 6e3onacHocTu (B 3aBUCUMMOCTM OT
MPUHATON NONNTUKM 6€30MaCHOCTM) JIMYHbIE 3aKpbITbii KoY (ka4 3M) 1 OTKpbTbiA K4 (KoY
npoeepkn 3I1). Ha ocHoBe Ka)XAoro OTKpbIroro knw4a (kawoda nposepku 3OI) YaocToBepsOWMM
LleHTpoM cdopMumpyeTcs cepTudmMKaT OTKPbITOro kawda (ceptudukaT Knoua nposepku 21).

5.6.1. UndpoBaHne AaHHbIX

Mpn 3awmndpoBaHum coobuieHns nosb3oBaTenem A ana nosnb3oBaTens b, nonb3osatens A
dopMupyeT CUMMETPUYHbBIA KoY CBA3M (CeaHCOoBbIi KAy MHMOpMaLMOHHOrO obMeHa) Ha ocHoBe
CBOEro 3aKpbroro kJwo4ya obMeHa u OTKpbIToro knw4va obmeHa nonb3oBatens B. CoOTBETCTBEHHO,
Ans pacwmdpoBaHmMs 3Toro coobueHns nonb3osaTtenemM b popMmpyeTcs TOT Ke CUMMETPUYHbBIA KoY
Ha OCHOBE CBOEro 3aKpbIroro Kato4a obMeHa u OTKpbITOro Ktoya obMeHa nonb3osBaTens A.

Takum obpa3oMm, ansg obMeHa AaHHbIMM KaXXAOMy MOJib30BaTENO0 HEOHXOAMMO UMETb:
— JINYHDBIA 3aKPbITbIA KAKOY 06MeHa;
— OTKpbITble KAKO4YM obMeHa Apyrux nosib3oBaTesien.

CeaHcoBblli K04 MHGOpPMaUMOHHOIO obMeHa BblpabaTbiBaeTCcs Ha OCHoBe anroputMa Auddu-
XennmaHa. Anroputm [Ouddu-XennmaHa obecneumBaeT (GOpMMpOBaAHME CEAHCOBbLIX KJ/IHOYEN, HO He
obecneymBaer ayTeHTMdMKALUIO CBA3bIBAOWUXCSA CTOPOH. [l03TOMY JAaHHbIM anrOpuTM  LOJSKEH
MCMONb30BaTbCs COBMECTHO C MpOTOKOAAMM ayTeHTudukKaumm, B YACTHOCTW, C MPOTOKOSIOM
«Kpuntollpo IKE».

5.6.2. ®opmuposaHue n nposepka Il

Ona ¢dopMMpoBaHUA 3NEKTPOHHOM MOAMUCU MUCMONb3YETCH K/Y 3/eKTPOHHOW noanucu, Ans
MPOBEPKN — COOTBETCTBYIOLWMA KKOY MPOBEPKU INEKTPOHHOM moanucu. Mposepsawownii gomkeH 6bimb
MOSHOCTbIO YBEPEH B MPUHAANEXHOCTM K/o4da npoBepku 3l KOHKpPETHOMY mnonb3oBaTento. Onsa aTon
Lenm ncnonb3yercs ceptudukaT Kaova nposepku OI, nognucaHHbim Y aoctosepsatowmM LieHTpomMm.

KaxgoMmy nosibzoBaTtento, obnagarowemy npaBoM noanmcu, HeobxoaMMo UMETb:
— KJIH0Y 3/1eKTPOHHOW NMOANUCH;

— KJIOUYM MPOBEPKU 3SNEKTPOHHOM noanucun (ceptudukaTbl KAKOYEN NPOBEPKU 3SEKTPOHHOWM
noannucun) Apyrux nonb3oBaTenen.

Kniou snekTpoHHOW nognucu MoXkeT 6bITb UCMOJIb30BaH TOJIbKO AN (hopMUpOBaHUs
an.

3aKkpbiTbiii K04 06MeHa MoX>eT 6biTb MCNONb30BaH Kak Ana (opMMpOBaHMA KKO4a
CBSfI3U C APYIrMM noJsib3oBaTenem, Tak u ana opmupoBaHusa 3II.

5.7. KnioueBoW KOHTelHep

3akpbrble kntoun CK3UM «Kpuntollpo CSP» v 4.0 R4 XxpaHATCA B K/OYEBOM KOHTelHepe,
KOTOpbIN MOXET coaepxaTb B cebe:

— TOJIbKO KJ1H0Y MOAMUCH;
— TONbKO KJ1lOY 0bMeHa;
— KJIH0Y MOAMUCKU U KoY 0BbMeHa O4HOBpPEMEHHO.
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EAMHCTBEHHbBIM K/OY KKOUYEBOro KOHTerHepa (K4 NoANUCU WA KoM 06MEHa) Ha3blBaeTCHd
nepBuYHbIM KOYOM. ECnM B KOHTeMHepe ABa K/w4a, TO MNepBbid KAOY - KAKY noanvcu -
Ha3blBAeTCH MNepBUYHBIM, BTOPOM KJtOY — KJIO4 06MEeHa - BTOPUYHbBIM.

KntoueBon KOHTelHep COAEPXUT KpoMe Kiuen cnyxebHyr mHdbopMmauuto, Heobxoammyto os
obecneyeHns kKpuntorpaduyeckomn 3alnTbl KAKOYEN, UX LESTOCTHOCTU U T.M.

Ka)kabli Ko4yeBOn KOHTenHep (He3aBUCWMMO OT Tura HOCUTens), SABASIeTCS CaMOoA4O0CTaTOYHbIM
M COAepXWUT BCK Heobxoammyk wuHdbopMauuo ana paboTbl Kak C CaMMM KOHTEMHepoM, Tak U C
3aKpbiMbiMM (M COOTBETCTBYIOWMMN UM OTKPbITbIMW) KAKOYaMM.

Ha knio4eBOM HocuUTene K/4YM XpaHaTcsa B hopMmaTe KOUYEeBOro KoOHTenHepa.

5.8. ®opMaT K1lO4EBOro KOHTENHEpPA

KntoueBon KOHTeMHep COAEpPXUT cheayowyo nHhopMaumio:
— NEPBUYHBIA KIIHOY;

— MacKM NEpPBUYHOIO KJIO4a;

— KOHTPOJIbHY0 MHMOPMALMIO MEPBUYHOIO Koua;

— BTOPWUYHbBIN KoY (OMUMOHAsbHbIN);

— pe3epBHYI0 KOMMUIO KJIIDYEBOro KOHTElHepa.

Kaxkabli 3aKpbITbii K04 XpaHUTCA B dopmaTe, AOMOSIHUTENIbHO COAEPXKALLEM BCE KOHCTaHTBI,
HeobxoauMble ANns GOPMMPOBAHUA M 3KCMNOPTa OTKPLITOro KJtoua.

dopMaT KJ/YEBOro KOHTEeMHepa obecrneumBaeT UYTEHME KKYEN M COOTBETCTBYHOLLMX MACOK
OTAEeNbHbIMU OMnepaumsaMu B pasgesibHble (pa3HeceHHble No agpecam) obnacTty namaTu, ANs 4Yero OH
COAEPXUT WeCTb 30H (peanusauuns 30H 3aBUCUT OT TUMNa KJIHOYEBOrO HOCUTENS).

KntoueBo KOHTEMHeEp COAEpXMUT TakXe AOMOSHUTESNIbHY0 WMHQOopMauuo, Heobxoanmylo Ans
obecneyeHMss ero BOCCTAHOBJIEHMS MPW BO3HMKHOBEHWM pasfiIMYHbIX MNPOrpamMMHO-annapaTHbiX cboes
(BononHuTenbHas WHdoOpMauusa BKOHAETCS B Tex Cly4dasiX, KOorga pasMep KJK4YeBOro KOHTeWHepa
He OrpaHuM4YeH pa3MepaMu NamMsaTu GU3NYECcKOro HocuTens).

[Ons ncnonb3oBaHUA KJIOYEBOr0 KOHTeWHepa TOSIbKO Ha ofgHOM onpegeneHHoMm MK (Hanpumep,
AN NpuBS3KW TokKeHa K [1K), BO3MOXHO 3TOT KOHTEMHEp 3awundpoBaTb Ha APYroM KOHTENHepe,
XpaHawWwmMMcs Ha 3ToMm MK (>kenaTenbHO He 3KCMOPTUPYEMOM).

5.9. ®opmMmumpoBaHue Kio4den

dopMMpoBaHue KJko4el nosib3oBaTens NpomM3BOAUTCS C ucnosib3oBaHveM ¢yHkumm CPGenKey
(cM. XTSM.00087-03 96 01. Kpuntollpo CSP. PykoBoacTBO mporpaMMmmucTa) v cneumdukauunen tuna
dopmmpyemoro kouya: AT_KEYEXCHANGE. AT_SIGNATURE, AT_UECSYMMETRICKEY.

dopMuMpoBaHME KJlOYEN BO3MOXHO, EC/In:

1. KOHTeKkCT KkpunTonposanaepa <«Kpuntollpo CSP» oTkpbm dyHkumen CPAcquireContext ¢
dbnarom CRYPT_NEWKEYSET 7 HEeCYLeCTBYOLWMNM MMeHeM KJ1l04EeBOro KOHTenHepa,
cneunduumpoBaHHbiM napameTpom pszContainer;

2. KOHTeKkCcT kpuntonpoBargepa «Kpuntolpo CSP» otkpbm dyHkumen CPAcquireContext ¢
yKasaHveM paHee CO34aHHOrO KJ/OYEeBOro KOHTeWHepa, cneunduuMpoBaHHOro mnapaMeTpoM
pszContainer.

1. Ang ucnonHeHusa 1-Base 3akpbiTbie kKAo4m O n o6MeHa popMupytoTcs ¢ ncnosibdoBaHmnem NACH c
nHunymnanmsauunen ero ot buo1CH mnam ot BHELWIHEN raMMbl.

2. MNpn MCcnonbL30BaHUWN CYUTbIBAaTENEN CMapT-KapT WK YCTPOWNCTB UTeHna Tabnetok Touch-Memory
DALLAS HeobxoanMo npoBeaeHMe NpOBEPKU HAaCTPOMKN UCMOAb3yeMbIX MM nopTos MN3BM B BIOS u
LL] | oc.

3. Mepea ncnonb3oBaHWEM MPOLLECCOPHblE KapTbl AOMKHbI 6bITb «BbIMNYLWEHbLI» C UCMO/Ib30BAHUEM
TpPaHCNOPTHOro nmnH-koaa u MO Bbinycka KapT (MocTtaBnsawTCcs AUCTpUbyTOpoOM KapT)

4. MNpwn ncnonbloBaHum HIM[ B KayecTBe KNHOYEBOro HOCUTENs BO M3bexaHue NoTepU KIKYEBOWN
MHDOPMaLUN PEKOMEHAYETCS XPaHUTb €€ KOMUIo.
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B cBA3KM C nepexogoM Ha wucnonb3oBaHue anroputma [OCT P 34.10-2012 [30] wu
COOTBETCTBYIOLWEM 3anpeTe mcnonb3oBaHua anropmutma NOCT P 34.10-2001, npu nonbirke reHepauum

knoda anroputma FOCT P 34.10-2001 nocne 01 wuoHa 2018 ropga 6yaeT BbijaHo crepyloulee
npeaynpexaeHue:

H KpurroMpo C5P x

0:09:54

r’fo C 1 aneapa 2020 roga sanpewero QopMHMPOBEHME SNEKTPOHHOM MoAMMCA
?. C NOoMOLLERD Knkodel MOCT P 34, 10-2001, PekoMeHAyeM 3a0naroBpeMeEHHD
: MEPEITH HA MCNONEI0BEHWE KNkoHel MOCT P 34, 10-2012, Mpogom+nTe
co3AaHWe knkoda 30 MOCT P 34, 10-20017

Bonble He NoOKasEIEaTh

PucyHok 6.1 - MpeaynpexaeHne o reHepauum kaoda ana OC cemenctea Windows

lNpuMeyaHne: Ha [pyrnx oOnepaumoHHbIX CUCTEMax OKHO BHELWHe MOXET BbiIrnsgheTb Mno-
APYroMy, HO TEKCTOBAs COCTaBslOWasa aHaorMyHa npuBeneHHoOM Ha pUCYHKe.

Mpu BbibOpe «bonblie He MnokasbiBaTb» MpeaynpexneHnss O reHepauuu Kjaw4va U COo34aHuu
noanucm 6yayT otnoxeHbl o 01 gHBapsa 2020 roga. [MNpu noBTOpHOM Bbibope «bonbwe He
nokasbiBaTb» npepynpexaeHna 6onee nosBnaTbCs He 6yayT.

Mpn nonbrKke co34aHus noanucKM C UCnonb3oBaHMeM kida anroputma FOCT P 34.10-2001
nocse 01 nioHa 2018 roga 6yaeT BbijaHO cneaytouwee npeaynpexaeHume.

) Knuntolpo CSP X
& Kp p

0:08:23

rl_o C 1 aHBapA 2020 rofa 3anpelleHo hopMHMpOBaHWME SNEKTPOHHOA MoAMMoA
?. C NoMoweko Knkodeln MOCT P 34, 10-2001. Bam HeolxoguMo NepedTi Ha
) WCNoNb30EaHWE Knkouel MOCT P 34, 10-2012.

MpoaomEMTE MONoNb30BaHKe Knkoda 30N MOCT P 34, 10-20017

BOMblUE HE NOKAZLIBATE

PucyHok 6.2 - lMpeaynpexaeHue o cosgaHumm nognucu ana OC cemencTtsa Windows

MpMeYyaHMe: Ha JApyruMx OMepauMOHHbIX CUCTEMAxX OKHO BHELWHE MOXET BbiINsAeTb Mo-
ApYyroMy, HO TEKCTOBAs COCTaBASAKOLAA aHaNOrMyHa NpMBeAeHHOM Ha pUCYHKE.

Mpu Bbibope «Bonblwe He MoKasbiBaTb» MpeaynpexAeHMe O Co34aHuM noanucu 6yaet

otnoxeHo ao 01 gauBapa 2020 ropa. [lNpn noBTOpHOM BbibOpe «bonblwe He MnoKasbBaTb»
npeaynpexaeHve 6onee nosABAsaTbCS He byaeT.

CosgaHune nognucu € ucnonb3oBaHuveM kwoda anroputma FOCT P 34.10-2001 ¢ 01 saHBaps
2020 ropa 3anpeLeHo.

5.10. KnwoueBble HOCUTENMU

B kauecTBe KJIHOUYEBbLIX HOCUTENEN MCNONb3YHKTCA:

-IMA 3,5”, USB aucku;

— CmapTtkapTtbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— eToken, Jacarta;
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— USB-TokeHbl PyTokeH UMM (Flash, Bluetooth), PyTokeH Lite Novacard;
— CMapTkapTtbl PyTokeH Lite SC, PytokeH 2UIM SC;

— Rutoken S;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CMmapTkapTta Y2K;

— CmapTtkapta MS_KEY K;

— TokeH++ Lite;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;
— CmapTtkaptbl AnnoT INPASPOT Series, SCOne Series;

— Rosan;

- Pazpgen HDD M3BM (B Windows - peecTp);

- WpenTndumkaTtopbl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHne  KJOYEBBLIX HOCUTENEM B  3aBUCMMOCTM  OT  MpOrpaMMHO-annapaTHOM
nnatdopMbl oTpaxxeHo B XXTSAN.00087-03 30 01. Kpuntollpo CSP. ®opmynsap, n. 3.8.

1. B cocraB aucrtpubytmsa CK3U BxoaaT 6M6M0TeKM NOAAEPXKKM BCEX NEPEUNCIEHHBIX HOCUTENEN, HO
He BXxoAaT apansepbl gns OC. o Bonpocam nojlydeHus apanBepoB Heobxoanmmo obpawaTbcsa K
NpoOW3BOANTENSAM COOTBETCTBYIOLNX YCTPOMCTB.

2. XpaHeHune 3akpbITbix KAo4yen Ha HDD MN3BM mn USB auckax (B peectpe OC Windows, B pa3aene
HDD npwu paboTe nog ynpasneHmem gpyrux OC) sonyckaeTcs TONbKO NMPU yCI0BUM pacnpoCTpaHeHns
L.__l__“ Ha HDD, USB aunck nnm Ha M3BM c HDD Tpeb6oBaHUi No obpalleHnto C KNKYEBBLIMU HOCUTENSAMU
(n.6.7 XXTAN.00087-03 91 01. PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTm obuwasa 4acrb).

3. Bce BbllenepeyYncneHHble HOCUTENN UCMOJb3YIOTCA TONIbKO B KaUeCTBe MacCMBHOMO XpaHuaumila
KNoUYeBOM MHbOpMaL MK 6e3 NCNOoNb30BaHUA KpUNTOorpadyeckMx MEXaHU3MOB, PeasiM30BaHHbIX Ha
cMapT-KapTe/ToKeHe.

4. Ncnonb3oBaHWe HOCUTENEN APYIUX TUMOB - TONbKO No cornacosaHuio ¢ ®CB Poccuu.

5.11. Pa3Mepbl KAO4eEN

ONnHbl KNo4Yeln 31eKTPOHHOM NoANUCH:
KJ1H0Y 3/IEKTPOHHON MoAanucu 256 nnn 512 6éut;
KJ1t04 NMPOBEPKM 3NEKTPOHHOMN NOAMNUCH 512 wnn 1024 6wur.

ONuHbl KNOYen, UCNOMb3yeMbIX MpuU WKdpoBaHUK:

3aKpbITbIA KoY 256 6uT nam 512 6bur;
OTKPbITbIA KoY 512 6ut unm 1024 6urta;
CUMMETPUYHbIN KoY 256 6ur.

5.12. XpaHeHue KNueBbIX HOCUTENEN

Mpn XpaHeHUW K4en HeobxoaumMo obecneymTb HEBO3MOXHOCTb AOCTyna K KJ/K4YeBbIM
HOCUTENAM He AOoNyLWeHHbIX K HUM nuy,. [onb3oBaTeslb HeCceT MnepCoHaslbHY0 OTBETCTBEHHOCTb 3a
XpaHEeHUEe JIMYHbIX K/loYeBbIX HOCUTENEMN.

3anpewaeTcsa ocTaBAATb 6e3 KOHTPOSS BbMUCAUTESNbHbIE CpeAcTBa C ycTaHoBneHHbiM CK3U
nocsie BBOAa KJIKOUEBOM MHpOpMaLnu.
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B cnyyae  UeHTpanM30BaHHOIO  XpaHeHWs  KJIIOYEBbLIX HOCUTENeW B OpraHusauum,
akcnnyaTtmpyrowen CK3W, agmumHucTpaTop 6e3omnacHocTM (ecnmM OH MMeeTCsl) HeceT MepCOHasIbHYH
OTBETCTBEHHOCTb 3a XPaHEHUE JIMYHbIX K/IHOYEBbLIX HOCUTESIEN MOSb30BaTeNEN.

Mpu xpaHeHun knto4velr B peectpe Windows m Ha HDD M2BM TpeboBaHus no XpaHeHWUIO
JINYHBIX KJIIOYEBBIX HOCUTeneln pacnpocTpaHaTcsa Ha M2BM (HDD M3BM) (B TOM uucie m nocne
yAaneHus kiwyen ns peectpa, us HDD).

B cnyyae HEBO3MOXHOCTM OTUYXAEHUS KJIIOYEBOrO0 HOCUTENA C K/YeBOW uHdopmauunen ot
M5BM  opraHM3auMOHHO-TEXHUYECKMMM  MeponpuaTuUaMM  Ao/mKeH  ObTb  WUCKAKOYEH  JOCTyn
Hapywutenen kK MN3BM ¢ knw4amu.

Mpu XpaHeHun knwoder Ha HDD [3BM HeobxoAMMO MCNOb30BaTb MApPOJIbHYHO 3alUuTy.

CK3M mMoxeT dyHKLMOHMPOBATb M XpPaHUTb KAKOYEBY MHGMOPMaUUIO B ABYX peXUMaXx:

— B NaMATW NPUIOXKEHUS;

- B «Cnyx6e xpaHeHus1 KJK4er», peasM3oBaHHON B BUAE CMCTEMHOMO CepBuca.

Knoun HaxoasdATCcs B K3WeE A0 3aBepLUeHUs MNPWIOXKEHUS WAW A0 BbIKJOYEHUS KOMMbIOTEpa
(ocTaHoBKM cnyx6bl), UYTO MNO3BONAET WCMNOMb30BaTb 3aKPbITbid K/OY JaXe nMocse 3aKpbTus
KpunTorpadmMyeckoro KOHTekcTa.

OyHKUMOHMPOBaHNE U XxpaHeHue kntoden CK3U «Kpuntollpo CSP». v 4.0 R4 B «Cnyxbe
XpaHeHus K4vyen» obecneymBaeT AOMOAHUTENbHYH 3aWuTy KAKYEBOW WHdOpMauuu OoT ApYyrux
MpUNOXeHN, BbINONHAWNUXCSA Ha MMDBM, HO MOXET He3HauuTeNbHO 3aMeAiTb NMPOWU3BOAUTESNBHOCTb
CUCTEMBI.

B cnyyae Heob6xooMMOCTWM MpPOBEAEHUSI PEMOHTHBLIX M perfaMeHTHbIX paboT annapaTHOM 4acTu
CK3W/COK Heobxoammo obecneuynTb HEBO3MOXHOCTb AOCTyNa Hapywutens K  K/I4YeBOW
MHpOopMauum, cogepxawencsa B annapatHon 4vactm CK3U/COK. KoHKpeTHbI nepedvyeHb Mep AOJIKEH
6bITb onpepeneH ncxoas U3 ycnosui akcnnyaTtaumm CK3W.

5.13. Cpoku AencTBMS NOAb30BaTENbCKUX KIHO4eWn

Mpun skcnnyaTtaumm CK3U «Kpuntollpo CSP». v 4.0 R4 pomxkHbl cobnogaTbCsa creayrolime
CPOKM MCMNOJIb30BaHMS MOJIb30BaTENIbCKUX 3aKPbITbIX KJO4Yel u cepTudurKaToB:

MaKCUMasnbHbIA CPOK AENCTBUS 3aKpbroro kawda 2M-256 (knwua 2M) - 1 rog 3 Mecsua;
MaKCUMasbHbIA CPOK AENCTBMS 3aKpbmroro kawoda 3M-512 (knwoda 3M) - 1 rog 3 mecsua;
— MaKCUMasbHbIA CPOK AENCTBUSA OTKPbLITOro Katouda IIM-256 (knaoda nposepku M) - 15 neT;
— MaKCuUMaJsbHblA CPOK AENCTBUS OTKPbLITOro ktoda 3M-512 (knaoda nposepku M) - 15 neT;
MaKCMMasbHbI1 CPOK AENCTBMSA 3aKpbITbiX M OTKPbITbIX Ktoyen obMeHa — 1 rog 3 Mecsaua.

Mpu ¢dopMMpoBaHUM 3aKpbITOr0 K/4Ya B KOHTelHep 3anucbiBaeTcs gaTa MUCTEYeHMs cpoka
OeNCTBMSA 3TOro KJ/4ya, N0 WUCTEYEHUM KOTOpPOro B 3aBMCUMMOCTM OT 3HaAyYeHWs napameTpa
ControlkeyTimeValidity BO3MOXHbI pa3nnyHble BapuvaHTbl UCMOMIb30BaHUA 3TOro0 KJko4a.

3HaudeHune «0» napaMeTpa He HakfaAblBaeT HMKAKUX OFPaHUYEHUA Ha UCMOSb30BaHMeE KJiouya.

3HadeHne «1» napameTpa 3anpewaer dopMmupoBaHme Il n wndpoBaHME B KOHTEKCTE 3TOroO
kKatoda  (BO3MOXHO  pacwudpoBaHve paHee  3awMdpoBaHHbIX  coobweHuit)  (3HayeHne Mo
YMOJTYaHUIO);

3HadeHne «2» napameTpa 3anpeliaeT nobbie AeNCTBUS C 3aKpbITbiM KJIHOYOM.

Cpok gencteus ko4ya bepetcsa 13 (B Nnopsake yMeHbLUeHUS MpUopuTeTa):
— PacwmnpeHns KoHTenHepa KN4a;

— PacwupeHns ceptudukaTta Kao4a;

— [aTbl co3pgaHma knw4a + 1 rog 3 mMecsaua.
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M3meHeHMe napameTrpa ControlKeyTimeValidity

Ona onepauMoHHbIX cucteM rpynnbl Windows Heo6X0AMMO WM3MEHWUTb 3HAYeHWe KJ/4a
peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion\Param
eters\ControlKeyTimeValidity (ans 64-6UTHbIX OMepaLMOHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\ControlKe
yTimeValidity (ans 32-6uTHbIX ONepauMOHHbIX CUCTEM).

HacTtpoiika CK3U pns ocTtanbHbix OC ocCywecTBaseTcsa C MNOMOWbi yTuamtbl cpconfig ¢
MOMOLLbIO KOMaHAbI
./cpconfig -ini "\config\parameters' -add long ControlKeyTimeValidity <3HaueHue>

Mpu paboTe B pexwuMe YyCUNEHHOrO KOHTPOAS MCMOsb30BaHus knodvern (pexum obazaTeneH K
L._!| MCNONIb30BaHMIO, OTK/IOYEHUE MOXET NMPOU3BOAUTLCHA TOJSIbKO B LENsAX TEeCTUpOBaHUSA) 3HauYeHue
napameTpa ControlKeyTimeValidity npuHMMaeTca paBHbIM «2».

5.14. YHMUUTOXEHME KJIIOUYEN Ha KIIHOUEBLIX HOCUTENNAX

Kntoun Ha knwouyeBbiX HocuTenax (Bkaw4yasa Touch Memory u cmapT-kapTbl), CPOK AENCTBUSA
KOTOPbIX UCTEK, YHUUTOXAaITCHA NyTeM nepedopMaTMpoBaHMa Ka4YeBbIX HocuTenen cpeacteamu MO
CK3W, nocne 4yero Kiw4yeBble HOCUTENM MOrYT MCMOMb30BATLCA A 3aMUCU Ha HWUX HOBOW KJIHOUYEBOW
MHpopMaLum.

06 yHMUTOXEHMM KIuYeln AenaeTcs COOTBETCTBylOWas 3anucb B <«XypHane nonb3oBaTens
cetu» (cM. BeaeHune xypHanos n.8.11).

5.15. WHTepdeinc ynpasneHuns knwdamu CK3U

MocnepoBaTenbHOCTb  AEWCTBMM  MPW  FEHepauuu  3aKkpbiTbiX KA4Yer u  kawoden 2N
nonb3oBaTenen, ynpaBleHUM UX NapoasMu, YMpaBAeHMU KAK4YaMu onpegeneHa B AOKYMeHTe
«XKTAN.00087-03 92 01. Kpuntollpo CSP. UHcTpykuusa no mucnonb3osaHuo CK3W noa ynpaBneHuem
OC Windows».
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6. lpoTokon ceteBon ayteHTUdUKaumm «Kpuntollpo TLS»

Moaynb NogaepXKn CceTeBOM ayTeHTUdUKaunn No3BosiieT peann3oBaTb 3alUMLEHHbIA CETEBOM
MPOTOKON B COOTBETCTBUM C pekoMeHaauumsamm RFC 2246 «The TLS Protocol. Version 1.0» wu
«TexHM4yecKuim KoMmuTeT no cTaHgapTmsauum «Kpuntorpadwuueckas 3sawmta uHdbopmauum» (TK 26),
«MHdpopMaumoHHaa TexHonorus. Kpuntorpadwudeckas 3awmta uHbopMmauun. PekomeHpgauum no
CTaHpgapTusaumn. Ncnonb3oBaHne HabopoB anroputmoB wndpoBaHmsa Ha ocHoBe TOCT 28147-89 ans
npoTtokona 6e3onacHOCTM TpaHcnopTHOro yposHa (TLS)». Moaynb obecneumBaeT ABYCTOPOHHIOK M
OLHOCTOPOHHIO ayTeHTUdUKaLMIO NPUNOXKEHUIA NPU NX B3aUMOAENCTBMM MO CETU C UCMOJSIb30BaHNEM
anroputMa 3l M cepTMHUKATOB OTKPbITbIX K/OYEN, a TakxXe WndpoBaHUE AaHHbIX, NepeAaBaeMbX B
CeTeBOM COEeANHEHUM.

MpuknagHoe nporpamMMHoe o6ecnedvyeHne MOXeT Uchnonb3oBaTb MpoTtokon TLS  ana
ayTeHTMdUKaALMM M 3aLMTbl AaHHbIX, NepeaaBaeMbiX N0 CO6CTBEHHbIM MPOTOKONaM Ha ocHoee TCP/IP
n HTTPS.

Mpotokon TLS (Transport Layer Security, cneundukauus IETF - RFC2246) oTHocuTCSa K
cpencTBaM 3awWwuTbl NpuKAagHbix nakeToB Microsoft Internet Explorer/Microsoft Edge, Internet
Information Services (IIS), Microsoft SQL Server 2000 1 COM+. OH obecneumBaeT ayTeHTUdMKaLUIO
CBA3bIBAOWNXCA CTOPOH, KOHMOUAEHUMANBHOCTL W ULUENOCTHOCTb MepecbllaeMon  WHGopMauunn.
AyTeHTuUdMKauma obecneumBaeTCcs MCMNONb30BaHWMEM cepTudukaToB cTaHgapta X.509 (B cpepax ¢
CUNBbHOW ayTeHTudukaunen), KoHDMAEHUMANbHOCTb - WWUGPOBAHUEM NepecbllaeMbiX AAHHbIX,
UENOCTHOCTb — TMNpPUMEHEHMEM XaW-GdYHKUMN WM Kopa ayTeHTudukauumm coobuweHuns (Message
Authenticity Code, MAC).

Ons nogkntoueHns no npotokony TLS ucnonb3dyetcs npedukc https, npu atom obo3peBaTtenb
Web-cepBepa no ymonudaHuio 6ypert noaknouyatbCs kK nopty TCP 443 BMecTO cTaHZapTHOro nopTa
TCP 80. Ecnu cepBep He noadepxusaeT npoTokon TLS, coegnHeHue He ycTaHaBAMBaeTCs.

lNMpuMeHeHne npoTokosioB SSL/TLS (SSL - 6onee paHHWME Bepcum MpPoOTOKONA) rMOKasaHo B
Tabnuue 7.1.

Tabnuue 7.1 - MNpumeHeHne npoTokosoB SSL/TLS.

MpoTtokon Mopr OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (3 nekTpoHHas no4dyta) no SSL/TLS
NNTPS 563 NNTP (HoBocTn) no SSL/TLS
LDAPS 636 LDAP (nocTyn Kk katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSL/TLS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (3 nekTpoHHas no4yTta) no SSL/TLS
FTPS 990 FTP (nepegava dannos) no SSL/TLS

Ona Toro, u4tobbl npotokon SSL/TLS pencteBoBan, Web-cepsep pomkeH wuMeTb napy
cepTudmKaT OTKPbITOro Ko4da/3aKkpbbid KN4, Bnageneuy ceptudumkaTa AO/HKEH NOATBEPAUTb, YTO
OH sIBNISeTCS BnagenbLeM 3aKpbiToro KJw4a, CBS3aHHOrMO C cepTuduKaToM. DTO AaeT BO3MOXHOCTb
KJIMEHTY ayTeHTUdMLMpoBaTb CeEpBEpP, C KOTOPbIM OH XO4YeT CBA3aTbCS.

B npouecce B3anMHON ayTeHTUDMKaLUN:

— BbINOJIHAETCS KpunTorpaduyeckasl MNpoOBEpPKa HalMuMs Yy CepBepa 3aKpbToro Kua,
COOTBETCTBYIOLWErr0 OTKPbITOMY KJIIOUY, YKa3aHHOMY B cepTudukaTe;

— NpOBEepseTCsa CTeneHb AOBepus usgatento ceptudukara;
— MpoBepsieTCH, He UCTEK I CPOK AEeNCTBUS cepTudukaTa;

— npoBepseTcs, He 0To3BaH nn ceptudumkaT; no ymondaHuo Internet Explorer/Microsoft Edge
3Ty NPOBEPKY He BbiNoaHAeT — 3T0 genaet IIS.

Ecnu nobas n3 ykasaHHbIX NpOBEPOK NPUBOAMT K OTPULATENBHOMY pe3ysbTaTy, MoJfib30BaTeslb
nosydyaeT npeaynpexaeHne M MOXeT pasopBaTb COeAMHEHNE (3TO PEKOMEHAYETCS CAENaTh).
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JocTurHys posepusi, CTOPOHbI Bpra6aTbIBa}OT CEeaHCOoBbIM KJIl0Y, Ha OCHOBE KOTOpOro
obecneynBaeTcs WwndpoBaHne AaHHbIX B TeYeHMe ceaHca.

6.1. OcCHOBHble MOHATUSA nMpoTokona TLS

Mpotokon TLS npepgHasHayeH Aana obecneyeHuss Kpuntorpapuyeckumu cpeacTBamu
ayTeHTuduKkaumm otnpasutens (kaveHTa) W agpecata (cepBepa), KOHTPONA LENOCTHOCTU U
wndpoBaHna AaHHbIX MHPOPMALMOHHOIO obMeHa.

AyTeHTuduUKaumnsa OnuuoHanbHO MOXeT Obmb OAHOCTOPOHHEN (ayTeHTudMKauua cepsepa
KJINEHTOM), B3aMMHOWN (BCTpe4yHas ayTeHTUdMKaLMs cepBepa M KIMEHTA) WM HE UCMONb30BaTbCH.

Nepapxms wnHdbOpMaumoHHOro obmeHa BkatovaeT B ceba ceccum, coeaMHEHUs M MOTOK
coobuweHnii B coeanHeHun. lMoTok coobuweHunii npu 6onblwor AnvHe pa3buBaeTcsd Ha @parMeHTbl C
nakeTHom nepepadvyen dparmeHToB. B opHOM ceccum MoXeT ObMb peann3oBaHO HECKObKO
COeANHEHWI, MNPOU3BOJIBHO Ppa3HeCEeHHbIX MO BpeMeHW. B Kaxaom coeauMHeHUM MOXeT Obimb
o6paboTaH Heob6xoaMMbIA MOTOK COOBLLEHUIA.

Ceccusi xapakTepusyeTcs cieaylowmmm atpubyTamu:

- naeHTndunkatop ceccum (cnydarHoe uucno, 32 6akTa, 3a4aeTcsad CepBepoM MNpu OTKPbITUK
ceccun);

- MeToA KoMMnpeccuu;
— cepTudumkart cepsepa (ONUMOHaNbLHO);
— cepTudmKaT KaneHta (oOnuMoHanNbHO);

— cneundukaumMa anroputMoB UM MapaMeTpoB 3aluTbl (anropuTMbl wWndpoBaHus u MAC,
KpunTorpaduyeckme napameTpsbl);

— master secret (MCnonb3yeTcs Npu reHepauumn ka4yen wundposaHusa, kaoden MAC, BeKTOpoB
MHUUManm3auum);

— ¢hnar, paspeliaroLimin/3anpeLlaowmin HoBble CoeanHeHUs1 B CeaHce.

Ceptudukatbl npeactasndTca B cTaHgapte X509. v3. Cneuyudukauus anroputmoB W
rnapaMeTpoB 3alUUTbl MOXET MEHATbCH B TEUYEHME CECCUMN.

CoeaviHeHVe xapaKTepusyeTcs cleaylwmnumm atpubytamu:

— client_random - cnyu4aliHble 32 6anTa, 3ajaBaeMble K/INEHTOM;
- server_random- cnydJariHble 32 6aliTa, 3afaBaeMble CEPBEPOM;

—client write MAC secret (ka4 KIMeHTa 479 BbMUCNEHUS 3HAYEHUS  KJOUEBOM
X3 W—-PYyHKUWNN);

—server write MAC secret (ka4 cepBepa [Ana BbMUC/AEHMS 3HAUYEHUS  KJHOYEBOW
X3 W-DYHKLUN);

—client write key (kao4, ucnonb3yembin A8 WWQPPOBaHUS  AaHHbIX  KJIWMEHTOM W
pacwmdpoBaHMsa UX CEPBEPOM);

—server write key (knwo4d, wucnonb3dyembin Ans  WKMOPOBaAHMSA  AaHHbIX CepBEpPOM M
pacwundpoBaHUS UX KIIMEHTOM);

—client write IV, server write IV (BeKTOpbl WHMUMaANM3aLUKU, MUCMOSIb3yeMble K/IMEHTOM W
CepBepoOM COOTBETCTBEHHO);

— MOPSIAKOBbLIA HOMEp coeanHeHus (moadepXXuBaeTCcs He3aBUCUMMO Ana nepejaBaeMblX U
MPUHUMAEMbIX COOBLLEHNIA).

BekTOop wHMUManuM3auun 3agaeTcsa AN NepBoro gparmeHta coobleHuss B COeAUHEHWW; ANS
nocneaywowmx @parMeHToB BEKTOpP  MHUUManu3aumm  QopMmpyeTcss M3  KOHe4YyHoro 6soka
3aWwndpoBaHHOro TekcTa npeabidywero gparmMeHTa.
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MopsiAKOBble HOMepa COEAMHEHMIM MOAAEPXKMBAKOTCA HE3aBMCUMO AN NepefaBaeMbiX WU
NPpUYHUMAEMbIX COOb6LWEHMH. [Mpu CMeHe ceccun, W3MEHeHUW cneundukauunm anroputMoB MU
napamMeTpoB 3aluTbl HyMepauus CoeAMHEeHUn HaumHaeTcsa ¢ 0; [nanasoH Hymepauum: 0 + 264-1.

CoeavHeHMe accouumpyeTcsl C O4HOM ceccuei.

AnroputM npeobpasoBaHus MHGOpMaUMM Mpu OBMEHe C MCMosb30BaHWeM npoTokona TLS
BKJIIOYAET crieayloume onepaumnm:

— NpUeM OT MNpPOTOKOJIa BEPXHErNr0 YpPOBHA MNMOTOKa HE UHTEPMNPETUPYEMLIX AAHHbIX B 6nokax
NMPoOn3BOJIbLHOIrO pa3Mepa,;

— pparMeHTaLms TMPUHATBIX C BEPXHEro YPOBHS AaHHbIX B CTPYKTYPUPOBaHHble 6GMOKM
(bparMeHTbl) npoTokona TLS. PasMmep dparMeHTa — He 6onee 214 6ait;

— KoMnpeccus pparMeHToB (ONUMOHAJIBHO);

— BbMMUCNIEHNE 3HauyeHua kaw4yeBon xaw-dyHkumm (MAC) OT KOHKaTeHauuu Kawuya XoLw-
dyHKUMKM, TUNa KOMMpeccwuu, ASVHbl KOMMPECCUPOBAHHOIO dparMeHTa, KOMMPeCcCMpPOBAHHOIO
(pparMeHTa 1 3a4aHHOW KOHCTaHTbI;

— KOHKaTeHaums dparmMeHTa UM pe3ysibTaTa BbMUC/IEHUS 3HAYeHUs X3W-@YyHKLUUN OT Hero
(pacwupeHHbIi dparMeHT);

— 3awmndpoBaHMe pacluMpeHHoro dgparmeHTta (onuMOHaNbHO);

— pobaBrieHMe OTKpbLITOro 3arosloBka, cogepxawero Ttvun coobuweHuns (ogmH 6aiiT), Bepcuto
npotokona TLS (aBa 6anta) v A4NMHY KOMMNPEeCCUpOBaHHOrO ¢parMeHTa.

Mpu npueMe MHbOPMaUUN NPUMEHSIETCA obpaTHas nocseaoBaTelbHOCTb Onepaunii.

IloTok naHHBIX é %

@OparMeHTUPOBAHHBIN ITOTOK TAHHBIX

®parMeHT

CxaTblil pparMeHT

Pacumpennsiii pparmeHT MAC

3amm@poBaHHBIA pacIMPEHHBIA PparMeHT

Jlo6aBneHre OTKPBITOTO 3ar0JIOBKa

PucyHok 7.1 — Anroputm npeobpasoBaHus MHdopMaumm npu obMeHe C UCMNoNb30BaHWEM MPOTOKONA
TLS
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B npoTokone TLS Mcnonb3yloTca creaytowme TUMbl COOBLLEHWIA:

— Hello message (ClientHello, ServerHello);

- Change cipher specs message (M3MeHeHne cneundukaumm anroputMoB U MapaMeTpoB
3aWunThbl);

- Key exchange message (nepepada knatoda obMeHa knwovamu wudposaHma n MAC KnueHTa,
cepBsepa);

— Alert message (npeaynpexaeHue, onoBelleHne o aTanbHON ownbke);

— Application_data message (nepegayda AaHHbIX);

- Finished message (coobuieHne 0 BO3MOXHOCTU paboTbl B CO34aHHOM ceccumn).

Mpotokon TLS gBnseTcs ABYXYPOBHEBbIM WM AENCTBYET HaA TPAHCMOPTHbIM MNpoTOKOoNOM. K
nepBoMy YpoBHIO oTHocsaTcs TLS Handshake Protocol, TLS Change Cipher Spec un TLS Alert Protocol.
Ko BTOpoMYy ypoBHIO oTHocutca TLS Record Protocol.

TLS Handshake Protocol obecneunBaeT mHuumanmnsauu ceccum (CoeanHeHus1) BbINOSTHEHMEM
crnepyowmx onepaumnmn:

— K/INEHT U CepBep AoroBapuBaloTcs 06 MCNONb3yeMbiX B CECCUM alroputMax W napaMmeTtpax
3aWwnTbl, 06MeHMBaKOTCA Cly4YanHbMM BenumymHamu client_random, server_random, poroBapusatoTcs,
6yayT UnM HeT HOBble COEANHEHMS;

- npousBogutca obMeH cepTudwukaTamm ana ayTteHtudukauum kKnaveHta wu cepsepa (Mo
3a4aHHbIM ONuUUaM);

— KJIMEHT reHepupyeT CAy4YaWHylo BenuMuymHy pre_master secret, wudpyeTr ee u nepepaet
cepBepy.

— KNMeHT u cepBep no pre_master secret, client_random wu server_random dopmupytoT
master secret (Habop Heob6xoauMoOW KNOYEBON MHGOPMaLNMK) CecCumn.

TLS Handshake Protocol paboTaeT no cneaywuen cxeme, npeacTtaBieHHOM Ha PucyHke 7.2.
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\ 4

Client

\ 4

ClientHello Server

YcTaHoBka BEpCUHU IIPOTOKOJIA, I/II[GHTI/I(I)I/IKaTOpa CCCCHUH, HAa4YaJIbHOI'O Ha60pa aAJITOPUTMOB
U MMapaMeTpOB, METOAa KOMIIPCCCUH.

ServerHello
Certificate

A

Client Certificate Request < Server

Server Key Exchange

ServerHelloDone

Cepsep nocbuiaeT (OMIIMOHATIBHO) CBOM cepTUdHKAT U 3anpainBaeT (ONIIMOHAIBHO)
cepTudHKaT KIMEeHTa, IepeIava CIydaiiHOW BeIMInHBI Server-random.

Certificate
Client Key Exchange
Certificate Verify

Client

\ 4

Server

\ 4

KinenT moceuiaet cBoii ceprudukar (eciam ObL1 3anmpoc cepsepa) Eciu ceprudukara y
KiIueHTa HeT, oH noceutaet Certificate Verify.

Change Cipher Spec

Client > Finished »  Server
Change Cipher Spec

Client < Finished < Server

Br100p anropuTMOB M ITapaMeTPOB IS yCTaHaBIMBaeMO# ceccuH, 3aBepiienne Handshake
(«pyKoOTIOKATHSI»).

PucyHok 7.2 - Cxema paboTtbl TLS Handshake Protocol.

6.2. Moaynb ceteBor ayTeHTudmkaumm «Kpuntollpo TLS»

Moaynb ceteBon ayTeHTudumkauum «Kpuntollpo TLS» peanusoBaH Ha 6ase npoTtokona TLS
v.1.0 n poccumckux cTaHaapToB Kpuntorpaduyeckon 3awutbl KOHdMAEHUMaNbHON WHpOpMaumn
(anroputmbl wndpoBaHua B cootBeTcTBMM ¢ TOCT 28147-89, anroputMbl BbipaboTKM M MNpPOBEPKU
3JIEKTPOHHOM noanmcu B cooTBeTcTBMM ¢ [TOCT P 34.10-2001 u FOCT P 34.10-2012, anroputMbl
xawunpoBaHms B cootBeTcTBuM ¢ TOCT P 34.11-94 u FOCT P 34.11-2012). Ucnonb3yeTcs Takxe

anroput™m Aunddun-XennmaHa OTKpPbITOro pacnpegenenus kawyen Ha 6aze MOCT P 34.10-2001 n IOCT
P 34.10-2012.

AyTeHTUdUKaALUA KINEHT-CEPBEP MOXET 6bTb OAHOCTOPOHHEN U ABYCTOPOHHEN.
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OOHOCTOPOHHASA  ayTeHTudukaumsa obecneymBaeT MUHMMANIbHO HeOb6XO0AUMbIA  YPOBEHb
3alUuUTbl, U BKJIOYaeT B cebs:

— obazaTenbHylo ayTeHTUdumKaumo cepsepa 6e3 ayTeHTUdUKaAUUN KITMEHTOB;
— wndpoBaHne Tpaduka Mexay KIMeHTOM U CepBEpPOM.

MNpu paboTe B Q[aAHHOM pexuMe CepBep Ha 3Tane <«pyKonoXxaTusi» He 3arnpalmbBaeT
cepTudmKaT KJMEHTA U YCTaHaB/IMBAETCS «aHOHMMHOE» 3alluleHHOoe coeauHeHue. B aToM criydae
KJIMEHT MOXET He MMeTb 3aKpbITOoro Kjw4a M Ha 3HAYOK «GaMKa»., O4HAKO Mpu 3TOM OH JiMWaeTcs
BO3MOXXHOCTU (OPMUPOBATb 3JIEKTPOHHYIO MNOAMUCL MOA4 AOKYMEHTaMu. PeXUM C OAHOCTOPOHHEN
ayTeHTuduKaumelnn cepeepa MOXeT MWCNoMb30BaTbCA AN MpeAoCTaB/eHMss HeKOTOpon rpynne
nonb3oBaTenem KOHPUAEHUWANBbHON WHGOPMALMM Ha OCHOBaHWM MaposibHOM 3aluTbl, OAHAKO
naposib B 3TOM chay4dae 6yaer npeabaBAsTbCA MNOSb30BaTeNleM TONIbKO MOC/e YCTaHOBJEeHUS
3awmueHHoro  TLS-coeamHeHus ¢ Web-cepBepoM, 4TO noBblwaeT ypoOBEHb 3awWuTbl  OT
HECaHKLMOHMPOBAHHOIO AOCTyna MO CpaBHEHUIO C nepefadelrt naposs No OTKPbITbIM COEAMHEHUSIM.
Mpy OQHOCTOPOHHEN ayTeHTUdMKauMM CcepBep 3anpawuvBaeT cepTuduKaT KAWMEHTA, HO €ro
OTCYTCTBMWE HE CUMTAETCS OLIMOKON.

[BYCTOpPOHHSIA ayTeHTUdMKauMa BKIOYaeT B cebs:
— B3aUMHY0 ayTeHTudukaumo kameHta n Web-cepsepa ¢ nOMOLWbIO UX cepTUdUKaTos;
— wndpoBaHne Tpaduka Mexay KJIMEHTOM N CepBepoM;

— (popMMpoOBaHMe W NPOBEPKY 3/EKTPOHHON MNOoAMMCKM MOA 3SAeKTPOHHbMM HTML-dopmamuy,
3anoJIHAEMbIMX MOSIb30BaTESIMM.

[BYCTOPOHHSAA ayTeHTUdMKauMsa no3BonseT obecneymtb A[OCTYN B 3aKpbMyK 4acTb
Web-cepBepa TONbKO 3aperMcTpMpoBaHHbIM BragesbuaM ceptudukatoB. Npy 3TOM HYXHO UMETb B
BMAY, 4UTO pasrpaHudeHme p[ocTyna K WHGPOPMAUMOHHLIM pecypcaM cepBepa, OCHOBAHHOE Ha
npoBepKe CepTUPUKATOB KIIMEHTOB, ropasao HajeXHee, YeM NpocTo NaposibHas 3awiuTa.

B pnaHHOM pexume paboTbl KAMEHTY HeobXoAMMO CreHepuvpoBaTb 3aKpbbil U OTKPbITbIA
KJIIOUM U MOAYyYUTb cepTudmKaT OTKPbITOro knwya B YL.

TpeboBaHMas K TeXHWYECKUM W MporpaMMHbiIM CpeacTBaM KOMMbKOTEpPA, Ha KOTOpbIN
ycTaHaBnmBaeTca ISA cepsep, onpeaenswTcsa B AOKyMeHTauuu, NOCTaB/sSieMOM BMeCTe C AAHHbIM
cepBepoM. [ONOSIHUTENbHO, Ha KOMMNbOTEp AO0/MKHbl 6bmb ycTaHoBneHbl CK3U «Kpuntolpo CSP» wu
MOAY/b NOAAEPXKN ceTeBoW ayTeHTudukaumm «Kpmntolpo TLS».

ONna BO3MOXHOCTU YCTaAHOB/IEHUSA 3aLMLWLEHHONO COEAUHEHUS MeXAy KJ/IMEeHTOM U CepBepoM
ISA  HeobxooMMO BHayane BbiNYCTUTb CcepTudMKAT  OTKPbITOro  Kfw4a, KoTopbi byaeTt
MCMNONb30BaTbCs AN CEPBEPHON ayTeHTudukauum no npotokony TLS.

K TakoMy cepTuduKkaTy NpeabaBistoTcs creayoumne TpeboBaHns:

-umMs ceptudukata (Common name) AO/MKHO cCoBnagaTb C wuMeHeM nybnaukyemoro Web-
cepBepa npuknagHon cuctembl. Hanpumep: pif.nikoil.ru;

— 061acTb UCMOMb30BaHUSA KJIlOYa AOJDKHA codep)aTh: «AyTeHTudukaums CepBepa».

[daHHbh cepTudmkaT fomkeH 6bMb yCTaHOB/IEH Ha cepBep ISA B npuBsA3Ke C KJKYOM MOANUCHK
(3aKkpbITbiM K/HOYOM). pn 3TOM 3aKpbITbi KJIHOY NOANUCK A0/KeH bbb noMeuweH B peecTp OC.

Bbinyck n ycTaHOBKa cepTudukata ocyuwectsnaTca depe3z APM nonb3oBaTens LleHTpa
peructpauun. NMopsaok AeNCTBUN onpeaenseTcs B MHCTPYKLWM NONb30BaTeSNto.

6.3. MpoBepKa MCNONb30BaHUS POCCUMNCKUX alropuTMoB B bpay3epe Internet
Explorer/Edge.

1. OtkpoiTe 6pay3ep Internet Explorer/Edge.

Mpu noceweHnn Beb-cTpaHuubl obpaTute BHMMaHME, UCMOJIb3YETCS SN NPOTOKOS COeAMHEHUS
«https».
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PucyHok 7.3 — AagpecHas cTtpoka Internet Explorer.

2. HaxkMuTe Ha 3Ha4yoK «3aMKa».

PucyHok 7.4 — AgpecHas cTtpoka Internet Explorer.

JO/MKHO NMoABUTCA OKHO CJIeAYIOLEero BMaa:

WaeHtnoukauma seb-canTa
&

000 "KPMUOTO-MPo"
onpesenun Beb-cailT Kak:

q.cryptopra.ru

3TO NOAKNHIYEHWE K CEPBERY MCNOABIYET
LM poBaHKE,

MozHoe nun goeepATe 3ToMYy BeB-caiTy?

MpocmoTp cepTudnkatos

PucyHok 7.5 - OkHO mnaeHTudmkaumm Beb-canTa.

3. Haxxmute Ha MNpocMoTp cepTuduKaTos.

OTkpoeTca SSL cepTtudumkat web-cepsBepa. Ha Bknagke «CocTaB» MOXHO MOCMOTPETb
nHdbopmauuno 06 ncnonblyembix Kpuntorpaduyeckmnx aaropurmax.
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PucyHok 7.6 — CepTudukar.
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7. YnpasneHue knrodamm CK3U

KntoueBass cuctema CK3U «Kpuntollpo CSP» v 4.0 R4 6asupyetrcs Ha apxutekType PKI
pekoMeHgaumn X.509. B kadvectBe YL, MoxeT BbiIcTynaTb YaocToBepsaowmn LeHTp «Kpuntollpo YL|»,
HO pgonyckaetcss wucnonb3oBaHue LeHTpa CepTudumkaumm kopnopauum Microsoft (Microsoft
Certification  Authority), win  apyrue  ceptuduumpoBaHHele @®CB  Poccum  peanusauum,
obecneumnBaroLlme BbiNosIHEHNE (YHKUWIA AOBEPEHHOro obpalleHus ¢ cepTudukatamu.

PekomMeHaauunn no ynpaBNeHuo K/ro4amMm npuBeaeHsl ans «Kpuntollpo YL» C
OpraHu3auNoHHON CTPYKTYpPOM, 3/1EMEHTAMM KOTOPOM ABASIOTCS:

1. UeHTp cepTtudumkaumm (LUC);

2. UeHTp peructpauun (LIP);

3. APM aamuHucTpaTtopa YU;

4. MNonb3oBaTenbCKkne cpeacTBa B3aumoadencTseusa ¢ YU;
5. MNporpaMMHbIi MHTepdenc B3ammoaencTemsa ¢ YL.

Onucanue YpaocTosepstowero ueHTpa «Kpuntollpo YL» npuseneHo B MNpunoxeHun 4.

CK3N «Kpuntolpo CSP» v 4.0 R4 MOXeT MCNONb30BaTbCs B KayecTBe Kpuntosapa B cocTraBse
l!!l pas/IMYHbIX NPUKNAAHbIX CACTEM, OPraHM3aLNOHHbIE CXEMbl YNIPaBIEHMS KIHOYEBOW CUCTEMON KOTOPbIX
MOTyT OT/IMYaTbCA OT paccMaTpMBaEMOMN.

CeptudukaT OTKpbLITOro kiwya obmMeHa m cepTudukaT kawya npoBepku 3l npeactaBnseT
Co60M CTPYKTYPMPOBAHHYO ABOMYHYIO 3anncb B popmaTe ASN.1, coaepxallyto:

- UMsl cybbekTa Unu 06bekTa CUCTEMbl, OAHO3HAYHO MAEHTUdULMpPYOLLEee ero B CUCTEME;
— OTKPbITbIA K04 UAW KoY npoBepku 3 cybbekTa unm obbekTa CUCTEMBI;

— OOMNOJIHUTESNbHbIE aTpubyTbl, onpeaensieMble TpeboBaHMAMM WUCMOJSIb30BaHMA cepTudmkaTa B
CUCTEME;

— 20N Uzpatensa (YAOCTOBEPSAIOWErO LLEHTPA), 3aBEPSAIOLLYO COBOKYMHOCTb 3TUX AAHHbIX.

dopmaT cepTtudumkaTa onpegeneH B pekoMmeHaauumax ITU-T 1997 roma X.509 wu
pekoMeHgauuax IETF 1999 roga RFC 2459. B HacTosiwee BpeMss OCHOBHbIM MPUHATbIM (OpMaTOM
apnsetca dopmaT Bepcun 3, MNO3BOASKOWMWIA onpeanenutb AonosHeHus (extensions), ¢ nomoubto
KOTOPbIX peanusyeTcs onpeneneHHas nonutuka 6e3onacHoOCTU B CUCTEME.

Hwxe npuBeaeHbl TpeboBaHMA NO ynpaBieHUIO K/OYEeBOMW CUCTEMOM Ha BCeX 3Tanax ee
XXM3HEHHOro uWkKfia, HaduHas ¢  dopmupoBaHmsa kntoden LeHtpa Ceptudukauum. TpeboBaHus
npuBeAeHbl C y4yeToM Hanuuusa LeHTpa Peructpauuun, sasngoowerocs @GyHKLWMOHANBHOW eauHuuen
cuctemMbl. B cnydyae ero oTcyTcTBuA  dyHKUMM  LleHTpa PerucTpauuu BbInoAHseT  LleHTp
Ceptudukaumm, dyHKUUM agMmHUCcTpaTopa LP BbinonHset aamMuHuctpaTtop LC.

7.1. Y OOCTOBEPSAOLWWI LEHTP

YpocTtoBepsitowmi LeHTp obecneumBaeT BbINOJIHEHME Crieayowmx GyHKLWA:

— pernctpauus (dbopmupoBaHme) auctpubytmeos MO CK3M u Bbigaya vx Nonb3oBaTensm;

— dopMMpoBaHME, XpaHeHWe U UCMOJIb30BaHWe 3akpbmoro kaw4va (kawuyen) LleHTpa
CepTudukaumm;

— peructpauus nonb3oBaTenem B COOTBETCTBMM C TpeboBaHusMu PernameHTta ([orosopa)
CUCTEMBI;

- MoJlydyeHne OT Mosib30oBaTeNss 3anpoca Ha cepTudukaT, Kak B 3JIEKTPOHHOM, Tak M B
6ymaxHoMm Buae;

- BepuduKaLmsa 3anpoca Ha cepTudmkar;
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— chopMupoBaHMe cepTUdUKATOB OTKPLITbIX KA4Yen U Kauden nposepku I nonb3oBatenemn
Ha OCHOBE MOJIy4YeHHbIX 3anpoCOB M 3aperncTpMpoBaHHON WHMOpMaLmKn;

— pocTaBka cepTnduMKaToB OTKPbITbIX KAKYen U Kyen nposepkun I nosb3oBaTensam;

— nosiyyeHue n obpaboTka coobLieHUn 0 KOMNpoMEeTaLnn K4ven Nnonb3oBaTensimMu;

— OpraHm3aums CxXeMbl OMepaTUBHOIO OMOBELleHMsS Monb3oBaTtenern 060 BCex W3MeHEeHusX,
nponcxogawmx B cetn (KoOMNpoMeTauus KJ4Yen, BOCCTAaHOBJ/IEHME KOHduAeHUManbHOM CBSA3WM nocrie
KOMMpOMEeTaLumM KJo4Yen, BKOYEHNE HOBLIX MOJIb30BATEsIEN, MNIAHOBAs CMEHa KJ4Yen u T. n.);

— M/I@aHOBOE M3rOTOBJIEHME CMMCKA OTO3BaHHbIX CEPTUPUNKATOB;

— pa3paboTka n noaaepxka @yHKLNOHMPOBAHUS MapOJSIbHOW CUCTEMbI OMOBELLEHUS B CETU;

— ynpaBJieHME KJIHOYEBOWN CUCTEMOI;

— pa3bop KOHMAMKTHBLIX CUTyauuh M AoKasaTeslbCTBO aBTOPCTBa 3M1IEKTPOHHOro AOKYMEHTA,
CHab>XeHHOro 31eKTPOHHOM MOAMUCHIO.

— B cocTas YL Bxoaqar:

— nporpaMMHo-annapaTHble cpeacTtBa LleHTpa Ceptudukauyum;

— MporpaMMHo-annapaTHble cpeacTBa LleHTpa PerucTtpauum (Npu ycrioBUM €ro sKcnjayaTtauuum
Ha oTaenbHon M2BM);

— MporpamMMHO-annapaTHble CpeacTBa Ansa pasbopa KOHMANKTHBIX CUTyauuii;

— AononHUTeNbHble cpeacTBa, obecneudmBalowlme ceTeBoe B3aMMOAENCTBME MNoONb3oBaTeNnem u
yu.

7.2. ®opmMmupoBaHue kntouyen LleHTpa Ceptudumkaumm

®opmMumpoBaHue knwodern Lentpa Ceptudwumkaumm npomsBoauTcs agMmumHuctpatopom LIC
cnepywwmm obpasom:

1. AamnHuctpatop UC peructpupyetcsa B YU B «XKypHane permctpaumm aaMMHUCTPaTOpPOB
6e3onacHocTn u nonb3oBatenen» (cM. 7.11 «BepeHne xypHanos»). Peructpauuio npoBoaut
HavanbHUK YL, (0 yem genaeTcs COOTBETCTBYHOLLAA OTMETKA B XypHane).

2. AaMunHucTpaTtop LUC npoussogut dopMupoBaHue 3akpbmoro knawuda LC un ceptudukaTa
oTkpbroro knto4da LC. C 3akpbmoro knto4va LIC dopMmpyeTca pesepBHas KOMUs, KOTopas XpaHUTcs y
HadanbHuka YLU. ®akTt wu3rotosneHns knwda wn ceptudukata LC 3aHocutcas B «XKypHane
rnosib3oBaTesNid CeTU» U 3aBepsAeTcs HavanbHUKoM YL.

3. bnaHk ceptudukata LUC BbBOAUTCA Ha NPUMHTEP B ABYX 3K3eMMisipax M 3aBepsieTcs
HayanbHukoM YL wn aamuHuctpatopom LIC. OpHa konus 6naHka ceptudukata LC xpaHutcsa vy
HadanbHuka YL, BTOpasa konus nepegaetcs agMuHmcTpaTtopy LP (LIC).

4. ApmuHncTpaTtop LC npowmssoant dpopmupoBaHme COC LIC, KOTOpbIA HE COAEPXUT HU OOHOro
0TO3BaHHOro ceptudukarta. bnaHk COC BbBOAUTCS Ha MPUHTEP B ABYX 3K3eMM/isipax M 3aBepsieTcs
aammHuctpaTtopom LIC. OgHa konumsa 6naHka COC LC xpaHuTcs M HadanbHuka YL, BTOpas konusa
nepepaetcs agMmuHmucTpatopy LUP (LC).

Mpn dopmupoBaHmn COC LIC n Hannumm ceTeBbiX CPpeACTB pacrnpocrpaHeHus COC B cucteme,
"!_!“ pekomMeHayeTcs  yctaHoButb B COC pgonosHeHne  «Touyka  pacnpocrtpaHeHus COC»
— | (issuingDistributionPoint) c 3agaHnemM B HEM MeToAa AOCTyNna, KOTOPbIA MOXET 6bITb UCNOb30BaH
nosib3oBaTenamMu ans perynspHoro oé6HosneHms COC (cM. [25]).

7.3. XpaHeHne u ncnosb3oBaHWe 3akpbroro knawda LC

3akpbrbii kAtod LIC 1 ero pesepBHasi KONUa XpaHATCS Yy HadanbHuka YLU. MNpu HeobxoanMocTwm
€ro MCnonb3oBaHus MaM B Hadane paboudero AHa (CMeHbl, NpM CMeHHON paboTe), 3aKkpbmbii kKAtod LIC
BblgaeTcs aamMuHuctpatopy UC, o 4yeM pgenaeTtca nometka B <«XKypHane nosnb3oBaTens CeTu».
PekoMmeHaoyeTcsa He 3arpyxaTb nporpammHoe obecnedeHne LIC 6e3 HeobxoaumMocTn, a npu
3arpyxeHHoM IO, He ocTaBnATb 3akpbmbin ko4 LIC 6e3 koHTpons agmMmHucTpaTopa LIC.
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Cpok penctBus 3akpbmoro knwoda LC (ToyHee, kaw4a YNOJAHOMOYEHHOro nuua YU)
cocTtaBnaer 3 roga. B TeueHme 1 roga 3 MecsaueB 3aKpbiMbid KAKY YNOJHOMOYEHHOro navua YL
MCMONb3yeTCa A  MW3roToBNEHUS cepTudukaTtoB nosibdoBaTteneinr M (GopMMpoBaHUS  CMUCKOB
OTO3BaHHbIX CepTUPUKATOB.

Mo uctedeHun 1 roga 3 MecsiueB M A0 OKOHYAHUS CpoKa AEUCTBMSA 3aKpbITOro Ktda
YNonHOMOYEeHHOro vua YU [daHHbIA  3aKpbmbid - KAKOY  UCMOMB3YETCS  UCK/YUTENBbHO AN
¢dhopMMpOBaAHMA CMNUCKOB OTO3BaHHbIX cepTudukaTos YL.

7.4. dopMmupoBaHMe kn4yen LleHTpa Pernctpauunu

PekoMeHJaLWW, OMUCaHHble B [aHHOM pasjefie, OTHOCATCS TOMbKO K CUCTEMaM,
ncnonb3yowmnm LleHTp PerncTtpauuu.

7.4.1. Pernctpauusa UeHTpa Peructpauum

AamuHuctpatop LUC npoussoant peructpaumto LUP B LleHTpe CepTudukauumm, o 4eMm genaertcs
3anucb B «XXKypHane permctpauuv agMMHUCTPAToOpoB 6e30nMacHOCTM U Nosib30BaTenem».

7.4.2. saroToBneHune kwden LleHTpa Pernctpauum

1. AaMuHucTtpatop LP ycTtaHaesnuBaeT ceptudukatr LC Ha T12BM LUP. PekomeHayeTcs
obecneynTb 3allULLEHHYIO AOCTaBKY M XpaHeHue ceptudmkaTta LIC Ha [2BM.

2. AaMnHucTpaTtop UP npomssoaut dopMuMpoBaHMe JSIMYHOMO 3aKpbroro katda LP u 3anpoca
Ha cepTudukaT, coaepxxawero oTkpbmbii katod LIP. C 3akpbroro katoda LIP ¢popmmpyeTcs pesepBHas
KOMusl, KOTOopasl XpaHWUTCS Yy HauyanbHuka YL. lNomeTka o ¢dopMupoBaHMM KO4a M 3anpoca Ha
cepTudmkaT 3aHOCUTCH B «XKypHasie nosab3oBaTens ceTu»,

3. bnaHk 3anpoca Ha cepTuduMKaT BbIBOAMTCS Ha MPUHTEP B ABYX dK3eMnaspax U 3aBepsercs
aagMuUHUCTpaTopom LP.

4. 3anpoc Ha cepTUdUKAT 3anNnUCbiBAaeTCSA Ha MAarHUTHbIM HOCUTeNb (AUCKETY).

5. AaMmuHucTpaTtop LIP npubbiaer B YU, rae agmumHuctpaTtop LUC npousBoauT cdopMmMpoBaHuE
ceptudmkaTta UC, mncnonb3ys nnas 3TOro MNoOJSiyYeHHbI 3anpoc Ha cepTudukaT u 6yMaxkHbii 6naHK
3anpoca. bnaHk 3anpoca Ha ceptudukaT 3aBepsieTca agmumHucTpaTopom LIC. OgHa konua 6naHka
3anpoca xpaHuTcs y aamuHucTpartopa UC, apyras - y agMuHucTpaTtopa LIP.

6. AamunHucTtpatop LUC BbBOAMT Ha npuHTep 6naHk ceptudwukata LUP B ABYX 3K3emnaspax.
BbnaHk ceptudukaTta LP cBepsetcsa ¢ 6n1aHKOM 3anpoca v 3aBepsieTcs aaMmuHucTpatopamm LC, LUP m
HayasnbHUKOM YLI.

7. AoMunHucTpaTtop LUP nony4daetr nAuyHbr ceptudukat LP Ha MarHMTHOM Hocutene u
3aBepeHHbit 6n1aHk cepTtudmkaTta LIP.

8. AamuHucTtpaTop UP, ncnonbsysa Mo UP, ycTtaHasnueaeT ceptudukaT Ha M3BM LIP.

Mocne 3aBeplleHuss 3TuX AercTeuin LleHTp CepTudwukaumm u LleHTp PermcTpaumu rotoBbl K
perncTpaummn nosib3oBaTesieil CUCTEMbI U BbiMyCKY CEpPTUGDMKATOB.

7.5. dopMuMpoBaHue KJto4delr nonb3oBaTtens

7.5.1. Pernctpauus nosnb3oBaTtens

1. PyKOBOACTBO OpraHusauumm-nonb3oBaTens Ans pernctpauum nonb3oBaTenis B CeTU AOJDKHO
npeactasutb B YL Ha MMA ero HauyasbHMKA C COMPOBOAUTE/NIbHbIM MUCBMOM Clieaytolme AOKYMEHTbI
(KOHKpEeTHbIN cOoCTaB AOKYMEHTOB onpeaensetcs PernameHtom (JOroBopom) CUCTEMbI:
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1) nncTt c obpasuamu neyaTn n NMYHOM MOANUCK PYKOBOAUTENS OpraHu3auuu;
2) konuo Jorosopa (BpeMeHHOro cornalweHusi) ¢ agMMHUCTPaLUNEN CUCTEMbI;

3) BbIMMCKY M3 MpMKasa O Ha3Ha4YeHUM agMMHUCTpaTopa MHMOOPMALMOHHOM 6e30nacHoOCTH
opraHuzaumm (3aMecTuTensl), 3aBepeHHyl MOAMUCbI0 PYKOBOACTBA WM NedyaTbio
opraHusauuu;

4) 3anosiHEHHble W 3aBepeHHble JIMCTKM MO  Y4YeTy KaApoOB Ha aAMUMHMUCTpaTopa
6e3onacHOCTU opraHusaumm (3amecTurens).

2. AoMunHucTpaTtop LeHTpa Pernctpaumm Ha OCHOBaHuu MOJIHOTbI WU  AOCTATOYHOCTU
npeaocTaBJIEHHbIX AOKYMEHTOB NMPOU3BOAUT PErMCTpaunto Nob3oBaTesid B CUCTEME.

3. [laHHble perncTpauun nonb3oBaTeNls BbIBOAWTCS Ha MpPUMHTEP B ABYX 3K3eMmnasipax w
3aBepsieTcs aaMuHUcTpaTtopoM LIP u nonb3oBateneM. OauH 3k3eMnnsap 6naHka perncrpauunm
XpaHUTCS Y aAMUMHUCTpaTopa LIP, BTOpoli 3K3eMnisp — y nosib3oBaTesns.

4. AopMmnHucTpaTtop LP BblpaeT nosb3oBaTento KapTO4YKy OMOBELEHWS O KOMMpoMeTauun, B
KOTOpOM oTpaxkatoTcs TenedoHbl u naponu YL n nonb3osaTtens, PucyHok 8.1.

KapTouka onoBeleHnss UCMOJIb3yeTCs  yyacTHMKaAMM  cucTembl Ans  coobweHnin o
KoMMpoMeTauum ka4da no tenedoHHbIM KaHanaMm obuero monb3oBaHusl, AN 3TOr0 B Hel yKasaHbl
TenedoHbl YU, naponb (kogoBoe cnoBo) agMuHucTpatopa YL u yHuKanbHbi naposnb (KogoBoe
CN10BO), NPUCBOEHHbIM nosib3oBaTento YL. KapTouka onoBeleHMs A0/KHA XPaHUTbLCH Yy Mosib30oBaTens
HapaBHe C KJIloYaMMU.

Maponb YL OcHoBHOW NapoJsb Pe3epBHbIt Naposb

TenedoHbl AaMMHUCTpaTopa LUP (YU)

Maponb Nonb3oBaTens OCHOBHOM Naposb Pe3epBHbIii Naposb

PucyHok 8.1 - KapTouka onoBeLlleHnss 0 KOMNpoMeTaL uu.

5. Mpn HanMuMM CUCTEMbl 3JIEKTPOHHOW MOYTbl U 3apPErmcTPUpPOBAHHOIO MOYTOBOrO aapeca
nonb3oBaTens, agMMHUCTpaTop LIP no6aBnseT ero B CAMCOK pPacCbUIKM MOJSIb30BaTesNell CUCTEMBI,
KOTOpbI UCMONb3YeTCs AN LUEeHTPasN30BaHHOMO OMOBELLEHMS MONb30BaTeNe CUCTEMBI.

6. AoMuHMUCcTpaTop LIP  pgenaet 3anuck B «XKypHane perncrtpauum  agMMHUCTpPaTopoB
6e30nMacHOCTM U Monb3oBaTeNens.

7. Mpn 3aBeplieHnn perncTpauum Kaxgoro nosibzoBaTesnss cuctembl agMmmHuctpatop LUC (LP)
nepegaeT nMosab3oBaTesnto Konuo braHka ceptudmkata LUC, ceptudumkar n COC LC (LUP).

7.5.2. ®opMMpOBaHME NUYHbBIX K/tO4Yel nosb3oBaTens

Mpy Hanuuuu B opraHMsauuuM agMMHUCTpaTopa 6e30MacHOCTU, BCE OMUCaHHbIE HMXKE AeNCTBUS
MOFyT MpPOM3BOAUTBLCS NMB0 agMMHUCTPATOpoM 6e30nmacHOCTM, NGO Mnosfb3oBaTesleM B NPUCYTCTBUMU
aaAMUHUCTpaTopa 6e30nacHoOCTM.

1. Nonb3oBaTenb ycTtaHasnmBaeT cepTtudumkat u COC LIC (LP) B cnpaBo4YHUK cepTUPUKATOB.
Tpebyetca obecneuntb 3alUMLIEHHYIO [AOCTaBKY U XpaHeHue cepTudumkatra LC Ha [MOBM
nonb3oBaTesns.

2. Monb3oBaTesnib Npou3BoAMT GOpMUMpoBaHUe AMYHOro kaw4ya 31 n 3anpoca Ha cepTudukar,
cogepxawlero katoy nposepku I nonb3oBaTtens.

3. bnaHk 3anpoca Ha cepTuduMKaT BbIBOAMTCS Ha MPUHTEP B ABYX dK3eMMnspax U 3aBepsieTcs
nonb3oBaTteneM, (agMMHUCTPATOpPOM 6e30MacHOCTM MNpU €ro HaJnuymm) U OTBETCTBEHHbLIMWM NULLAMU
(HanpuMep, ANPEKTOPOM U rnaBHbIM ByxranTepom).
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4. Npn OTCYTCTBUM CETEBOro B3aMMOAEWCTBUSA oOpraHusauum c LP, 3anpoc 3anucbiBaeTcs Ha
MarHUTHbIN HOoCUTeNb (AMCKeTy) Ans nepegauyn B LP.

5. Mpy HanMuum ceTeBOro B3aMMoOAENCTBUS opraHmsauum ¢ LIP, 3anpoc Ha cepTuduKaT MOXeET
bbb nepegaH no cetw. Mpu 3ToM HeobxoamMmo obecneunTb MNOATBEPXKAEHWE BNafAeHUS 3aKpbTbiM
KJIIO4OM Mosb3oBaTeneM. [Ana 3Toro 3anpoc Ha ceptudukaT MoxeT 6bmb MocnaH B Buae coobuieHus,
MOANMWCAHHOIo MpeabAyLUM KAKYOM MNosib3oBaTens.

6. Ecnrn 3anpoc 6bi1 3annMcaH Ha MarHUTHbIA HOCUTENb, Nosb3oBaTenb (aAMUHUCTpATOP
6esonacHocTn) npubbBatoTt B LUeHTp CepTtudukauumm (YLU) BMecTe € 3anMcaHHbIM 3anpocoM W
3aBepeHHbIMM 6r1aHkaMu 3anpoca.

7. Ecnn 3anpoc Ha ceptudukat 6b1 nepegaH no ceTu, nofnb3oBaTenb (aAMUHUCTpPATOpP
6e3onacHOCTM) AOMXKHLI Nepenatb obe konun 6naHka 3anpoca B LeHTp CepTudukauum, nUcnonb3ys
ANa 3TOro AOCTYMHble crnocobbl AoCTaBku (HanpuMep, 3aka3HoOe NUCbMO).

8. Mpun nonyyeHun 3anpoca Ha ceptudukat agmuHuctpatop LIC npomssoauTt popMMpOBaHue
ceptudmkaTa nonb3oBatensd. Ceptudwukat nosb3oBaTens xpaHutca B 6ase LUC B TeuyeHwue
YCTQHOBJIEHHOIO CpoOKa XpaHeHus (PaBHOro CPOKy AENCTBUSA cepTudunkarta).

9. AaMuHuncTpatop LUC BbBOAUT Ha npuHTEp ABe Komunm 6naHka cepTudukaTa nosb3oBaTens u
AenaeT 3anucb 0 popMmpoBaHun ceptudukaTta B «XKypHane nonb3oBatens CeTu».

7.5.3. Mony4yeHne NUYHOro cepTudmMKaTa nosb3oBaTeNeM

NInuubn ceptudumkaTt MoxeT bbb NONYyYeH creayrowmmm cnocobamm:
— NpX INYHOM MPUCYTCTBMUM Mosib3oBaTensa (agMnHucTpatopa 6esonacHocTn) B YL;

- MO CEeTU C WCMNOSIb30BaHMEM 3aperncTpuMpoBaHHOINO ajpeca 3JIEKTPOHHOM MNOYTbl WM B
npouecce HenocpeaCTBEHHOIo coeanHeHNa C LEHTPOM.

B ntoboM M3 nepeyuncneHHbiX cay4vyaeB cepTudukaT He nepegaeTcs MNoab3oBaTento A0 Tex rnop,
noka LleHTp Pernctpaumm He nonyyuT 3aBepeHHbIt 61aHK 3amnpoca Ha cepTudukar.

MNpu nepepave nuyHoro ceptudumkaTa MNONb30BATEND €My TaKXe MnepefaeTcs 3aBepeHHbINn
aaMuHuUcTpaTtopoM 6naHKk 3anpoca W cepTudukaTa nonb3oBaTens. Bropbe konun 3Tux 61aHKOB
xpaHaTca B LC (LUP).

7.6. MoBTOpHasa permcTpauusa nonb3oBaTens

MoBTOpHas perucTpauumsa nosib3oBatenss B LleHTpe PerucTpauum npomsBoauMTCS B Crlydae
U3MEHEHUA 3aperncTpmpoBaHHbIX anVIGYTOB nosib3oBaTens Mo WHUUMaATMBE nonb3oBaTens nubo
aAMUHUCTpaUunnN CUCTEMDI.

7.7. MnaHoBas cMeHa Ko4ven

7.7.1. CmeHa kntouyen LeHntpa CepTudmkauunm

3abnaroBpeMeHHO (A0 OKOHYaHMS CpoKa AeNCcTBMSA 3akpbmoro knatoda LC) agmuHncTpaTop LC
npon3BoaMT (GOpMMpPOBaHME HOBOMO 3aKpbiTOro kKawuya u ceptudwukata UC (cm. 7.2 «dopMmupoBaHue
kntodeln LleHtpa Ceptudmkauyum»).

CdhopmumpoBaHHbIi HOBbIM cepTudukat LC 3anmcbiBaeTcsi Ha MarHUTHbIA HocuTeNb (AUCKETY)
n nepepaetcsa B LUP BMecTe ¢ 6naHkoM cepTudmkara.

MpY OKOHYaHWUM AENCTBUS 3aKpbITOro KJk4a, K/YEBble HOCUTENN C 3aKpbITbIM KJKOYOM, a
TakXe Konuu 3akpbiroro kato4da LC yHuuToXaTCca no AKTY KOMUCCUEN.
Bce monb3oBaTenM CUCTEMbl A0 OKOHYaAHMUSI CpOKa AENCTBMSA 3akpbmoro kawoda LIC ob6s3aHbl

nonyumtb HoBbi cepTudmkat LUC n pobaBuTb ero B cnpaBo4vHMKK cepTudukatoB, 6e3 yaaneHus
aencteytowero ceptudumkaTta LC.
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7.7.2. CMeHa kntouen LleHTpa PermncTtpauunm

3abnaroBpeMeHHO (40 OKOHYaHWsA Cpoka AencTBua 3akpbmoro kntodva LUC) agmuHucTpaTtop LP
npovsBoaMT (GOpPMMpPOBAHME HOBOIMO 3aKpbITOro Ksw4va u ceptudumkaTa LIP.

CmeHa kntodel LleHTpa PerncTpauum npousBoAMTCS aHaNOrM4YHO CMEHe KJK4el nosb3oBaTens
(cM. 7.7.3 «CMeHa KJ/Il0O4YEN MONb30BaTens»).

Bce nonb3oBaTenu CUCTEMbl A0 OKOHYaHMA CpoOKa AEWCTBUSA 3akpbroro kato4va LIP ob6sa3aHbl
nosy4YnTb HOBbIN cepTudukaT LP.

7.7.3. CMeHa KJ/o4yen nonb3oBaTens

Monb3oBaTenb, MMeKWnUn AENCTBYOWMA cepTuduKaT M COOTBETCTBYHOLWMIA eMmy knwoy Ol, B
noboii MOMeHT BpeMeHM (HO He no3gHee Hedenu) A0 OKOH4YaHWUS CpoKa AENCTBUS AENCTBYHOLLErO
3aKpbITOro KJito4ya, MOXET Npom3BecTu opMMpoBaHNE HOBOro kitoda Ill.

dopMupoBaHMe HOBOro ktda I, 3anpoca Ha ceptudukaT, nepegada 3anpoca B LUP u
nonyyeHue ceptudukata Npou3BOAMTCSA COrMacHO MocjefoBaTeNbHOCTU, OMMCaHHOM B pa3aene 7.5
«@OpMMpOBaHME KJIHOYEN Nosib3oBaTens».

KntoueBble HocuTenu c ka4yoMm Il1, CpoK AENCTBUS KOTOPOro WUCTEK, YHUUTOXKAKTCSA NyTem
nepedopmaTnupoBaHms (OYMCTKM), O YEM AenaeTcs 3anucb B «XKypHane nosb3oBaTesnis ceTu».

7.8. KoMnpomeTauusa katoden

OnpegeneHve TepMMHa KOMMNpoOMeTauus, BuAbl KOMMApoMeTauuMm U OCHOBHbIE cobbrus,
npueoAsiLLiMe K KOMMNpoMeTauuu, npueeneHol B pasgene «OCHOBHblE TEPMUHbI U MOHATUS».

Mo dakTy KoMMpoMeTauuum K/4Yehn U/vnum HocuTenen AO/MKHO Obmb NpoBeAeHO ciyXebHoe
paccnenoBaHue.

MHdbopMaums C BblBEAEHHbIX W3 AEWCTBUS CKOMMPOMETUPOBAHHbLIX KJIHOYEBbLIX HOCUTeEnNeln
nocsie NpoBeAeHUs CNy>XebHOro paccnenoBaHusi YHUUTOXAETCS, O YeM AeNaeTcs 3annch B «XKypHane
Nnonib30BaTeNst CEeTU».

7.8.1. KomnpoMeTauua knwoden LleHtpa CepTtudunkauymnm

B cnyyae komnpoMeTauuu knwodva LeHTpa CepTudukaumm BCA CUCTEMA [AOSXKHA 6ObiTb
OCTaHOB/EHa.

Mpy HanMuMu pe3epBHbIX K/OYEN, CUCTEMa AOJHKHA MOSHOCTLIO MNEPEeNTM Ha KOMMEKT
pe3epBHbIX KJIHOYEN.

Ecnn pe3epBHble KAKOYM He OblM  NpeaycMOTpeHbl, AN BOCCTAHOBJIEHUS CUCTEMDbI
HeobxoanMo:

1. MoBTOpHO nMpousBecTn GopMmnpoBaHMe Kto4va n ceptudukata LC;
2. CohopmumposaTtb COC LC, ¢ ykazaHueM B HeM OT3biBaeMoro ceptudwmkarta LC;
3. ObecneunTtb nony4veHune ceptudukarta n COC LC Bcemu nonb3oBaTesissMnU CUCTEMDI;

4. NMpon3BecTn BbINYCK HOBbIX CepTUdUKATOB BCEX MOMb30OBATENEeN, UCMOMb3ya AEeNCTBYyOLWMe
ceptudukaTbl;

5. O6ecneunTb NOSIyYEHNE HOBbIX JSIMUYHbLIX CEPTU(PUKATOB MOSIb30BATENSMU CUCTEMDI.

7.8.2. KomnpoMeTauusa knwden LleHTpa Permctpaumm

KomnpomeTaumsa kntouya LIP He npuBoAMT K OCTaHOBY cucTeMbl. B cnydyae komnpomeTauuu
CTa@HOBUTCS HEBO3MOXHbIM CeTeBOe B3aMMOAENCTBME MeXAy Mnosib3oBaTeneM cuctembl 1 LIP B yacTtm
ynpasreHus Kto4YeBOn CUCTEMOMN.
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B cnyuyae komnpomeTauuu knwoda LleHTpa PerMcTpaumm Ao/KHbI 6bITh BbIMOMHEHbI Crieaytoune
MeponpusaTHs:

1. UC dopmupyet COC, c ykaszaHMEM B HEM OT3bIBaeMoro ceptudukara LP;
2. Mpn Hanuuum pesepBHbIX Katouden LIP, LIP nepexoanT Ha pe3epBHbIA KoY.

Ecnn pe3epBHble KAOUYM He O6bUIM NpeayCMOTPEeHbl, TO AN BOCCTAHOB/EHUS CUCTEMbI
HeobxoanMo:

1. MoBTOpHO nMpousBecTn GopMMpoBaHME Kitova n ceptudukaTa LP;

2. O6becneuntb nonydyeHue ceptudukata LIP Bcemum nonb3oBatensamm cuctembl (B crydae
CeTeBoro B3anMoAencTaeus).

7.8.3. KomnpoMeTauus K4Yen nonb3oBaTens

Mpy KoMMpoMeTauuu KYa y MNosb30oBaTeNs OH AO/MKEH HeMeAsIeHHO MNpeKpaTuTb CBA3b MO
CEeTU C APYTrMMN MOJSIb30BATENAMMU.

Monb3oBaTtens (MM agMUHUCTpaTOp 6€30MacHOCTUM  OpraHu3auum) AO/HKEH HeMeasieHHOo
m3secTutb LIP (YL) o koMnpoMeTauumn Koyen nosb3oBaTens.

MHdopMauma O KoMnpoMeTauunm MOXeT nepegaBaTbCcs B YL no TenedoHy c coobuieHnem
3apaHee  YCNOBJIEHHOrO0  Napofs,  3aperucTpMpoBaHHOIO B «KapTouke  onoseweHns O
KoMnpoMeTauum»,

Mocne koMnpoMmeTauuu Ka4Yen Nosb3oBaTeNb (POPMUPYET HOBLIA 3aKPbITbiA KUY W 3anpoc
Ha cepTudwukaT. Tak Kak Mosb3oBaTeNlb HE MOXET MCMNO/b30BaTb CKOMMPOMETUPOBAHHLIA K4 AN
¢dopmmpoBaHua 3l u nepepjaym 3anpoca B 3allMULEHHOM BMAE NO CeTU, 3anpoc Ha cepTudukaTt
BMecTe ¢ 6raHkaMu AoCTaBnsgeTCs NIMYHO nosib3oBaTeneM (aaAMMHUCTpaTopoM 6e3onacHocTn) B LeHTp
Pernctpauyun.

7.8.4. Oencteua YL npu KoMmnpomeTauumn Kaw4yeln nosb3osBartens

Mpy nonyyeHun coobLEHMSs O KOMMPOMeTauun KJ4ua OAHOro W3 Mofb30BaTeNlen CceTw,
aaMuHucTpaTop LIP onoBewaeT UC o HeobxoanMocTn gobaBneHus cepTudurkaTa, COOTBETCTBYHOLLErD
CKOMMNPOMETUPOBAHHOMY 3aKpbITOMYy KJito4vy/Kkntody 3 B CNMCOK OTO3BaHHbIX cepTudukaTos. LC, npu
¢dopmMupoBaHum ouepeaHoro COC, BK/IlOYAET B HErO OT3bIBAEMbIN cepTuUdMKaT.

[JaTta, Cc KOTOpoh cepTuduKaT CUUTaeTCs HeAeUCTBUTENIbHbIM B CUCTEME, YCTaHaBJIMBAETCSH
paBHol gaTte msrotoBneHnsa COC, B KOTOpbI 6b1 BK/IOYEH OT3bIBAaEMbIA cepTuduKkar.

Mpn Hanmumm ceTeBbiX CpeacTB pacnpocTpaHeHus COC, agmuHucTpatop LUP npousBoaut
ny6nankauyuto COC.

[ns paccbiikM BHOBb mM3aaHHoro COC BCeM MoJSib30BaTeNAM, 3aperncTpuUpoBaHHLIM B CMUCKE
paccbuikm (cM. 7.5.1 «Peructpauusi nonb3oBaTensi»), MoOXeT OblTb MCMNoSb30BaHa 3J/1EKTPOHHAs
noyra.

CepTudukaT OTKpbITOro kKwuda/kawoda npoeepku Il nonb3oBaTens He yaansercsa m3 6a3bl LIC
(UP) w»n xpaHuUTCa B Te4yeHMe YCTaHOBJIEHHOrO0 CpoOKa XpaHeHus pAns npoBegeHus (B crydae
HeobxoanumocTun) pazbopa KOHMIANKTHBIX CUTyauWuid, CBA3a@HHbIX C nNpuMeHeHuem JIl.

7.9. Vlcknto4yeHne nonb3oBaTeNns U3 CeTuU

NckniouyeHne nonb3oBaTenss U3 CETU MOXET OblTb OCYLECTBNEHO Ha OCHOBAHUM MUCbMEHHOIO
3as8BNeHMa nosib3oBaTeNns B aapec HadanbHuKa YL, 3aBepeHHOro pyKoBOACTBOM OpraHusauuu.
UcknioyeHne nosnb3oBaTens M3 CeTM NPOU3BOAUTCSA aHa/IOrM4YHO AEUCTBUSAM MpPU KOMMpoMmeTauuu
Kf4Ya nosib3doBartensa. [lonyumB Takoe 3asiBieHWe, aaMuHucTpatop LP npoussoant apencteus,
onucaHHble B pasgene 7.8.4 «[encTtBus YL npn KoMnpoMeTauum KJto4ven nosib3oBaTens ».
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7.10. TMepuognuHocTb uspgaHusa COC

MepuognyHocTb wu3gaHmsa COC LeHTpom CepTudukauum onpeaensieTcs aAMUHUCTpaumen
CUCTEMBI.

LUeHTp Ceptudukaunm moxeT exenHeBHO u3pgaBaTte COC u nybnukoBaTb ero B CeTEBOM
CrnpaBoO4YHMKE (MpW ero Haam4um).

Ona pacnpocTpaHeHus BHOBb u3gaHHoro COC MoxeT 6bMb MWCMNONb30BaHa CUCTEMA
3NIEKTPOHHOM MOYTbl WM CMAMCOK PpacCbUIKKM MOJSb30BaTeNlen CUCTEMbl, KOTOpbin dopMupyeTcs npwu
pernctpauunm nonblosatens (cM. 7.5.1 «Pernctpaumsa nonb3oBaTens»).

lMonb3oBaTenn [OKHbI perysigapHo OB6HOBNATL COC, XpaHFlU.LMVICﬂ B JIOKaJ/IbHOM CripaBO4YHUKE
CepTVIq)MKaTOB C ncnosibdoBaHneM AOCTYNHbIX CpeacTB.

7.11. BepgeHue >XXypHanos

AoMuHucTpaTop YU Bepet criegytowme XxypHasnbl:
— «XypHan pernctpauum agaMMHMCTpPaTopoB 6€30MacHOCTU U NMOoJib30BaTesNen »;
— «XypHan nonb3oBatens ceTun».

AOMUHUCTpaTOpbl 6€30MacHOCTM OpraHusaunmn BeayT XypHan «XKypHan nonb3oBaTesss CEeTU».

B «XXypHane peructpauumm agMUHMCTpaTopoB 6e30nacHOCTM M Nofnb3oBaTesnen» GUKCUPYIOTCS
dakTbl pernctpauum agmumHuctpatopos LC (UP), aamMmHucTpaTopoB 6e30nacHOCTU opraHusauum,
nonb3oBaTenen CUCTEMbI.

B «XypHan nonb3oBaTensd ceTU» 3anucbiBalOTCHA (PakTbl U3roTOBMEHUA U MJAHOBOM CMEHbI
Knto4den, akTbl KOMAOpoMeTauum K4YeBbIX AOKYMEHTOB, HeWTaTHble cuTyauum, npoucxogsiime B
ceTu, npoBefeHue pernameHTHblX paboT, AaHHble O MONYYEHHbIX Y agMUHUCTpaTopa 6e3onacHocTu
OpraHusauumM  K/YEBbIX HOCUTENAX, HewTaTHbIX CuTyauusax, npoumsoweauwmx Ha APM ¢
ycTaHoBsieHHbIM MO CK3W.

B «XKypHane nonb3oBaTens CeTu» MOXET OTpaxaTbCs creaytowas nHpopmaums:

— faTa, Bpems;

— 3anncb 0 KOMMpoMeTauun Kioua;

—3anucb 06 W3roTOBJIEHMM JINYHOMO KJ/IKOYEBOrO0 HOCUTENS Monb3oBaTens, wuaeHTudukaTop
HoCUTens;

—3anucb 06  U3roTOBJIEHMM  KOMWIA  JIMYHOIO  KJIIOYEBOrO  HOCUTENs  MoJjb3oBaTesns,
naeHTndmKaTop HoCUTens;

—3anucb 06 U3rOTOB/EHMWU pe3epBHOr0 KJKYEBOr0 HOCUTENSA MNONb30BaTens, uaeHTUudukaTop
HOoCUTens

—3anucb O nosiydeHun cepTudukaTa OTKPbITOro Kawya unm Kwoda nposepku I, NOAHLIM
HOMEep KJII0OYEBOro HOCUTENs, COOTBETCTBYOWNN cepTudukaTy;

—3anucun, oTpaxawlune Bbigayvyy Ha PYKM nosb3oBaTensM (OTBETCTBEHHbIM WCMOSHUTENSM) U
CAayy VMW Ha XpaHEHWEe JMYHbIX KJIOYEBbIX HOCUTENIEN, BK/IOYAs pe3epBHble K/o4YeBble HOCUTENN;

— cobbirma, npoucxoamslume Ha APM nonb3oBaTeniss ¢ ycTtaHoBneHHbM MO CK3W, ¢ ykasaHueMm
MPUYNH U NPEANnPUHATLIX OENCTBWUIA;

l_..!l OpuneHTUpOBOYHbIe rpadbl XYpHAsNoB NpuUBEAEHBbI B NpUNoXeHnsax (cMm. MpunoxeHue B).
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8. Pa36op KOHMAMKTHBLIX CUTYaUUN, CBA3AHHbIX C MpUMeHeHneM Il

NMpnMeHeHne 3J'IeKTp0HHOI7I noanmMcum B aBTOMaTVI3VIpOBaHHOI7I cncrteMe MOXET npumBoAuUTb K
KOH(.bJ'IVIKTHbIM cCuUtyauundam, 3aKn4yawwmnmmca B ocCnapuBaHunM CTOPOHAMU (y‘-IaCTHMKaMM CMCTeMbI)
aBTOpCTBa n/vnu cogep>XnMoro AoOKyMeHTa, noanmMcaHHoOro BHEKTpOHHOM noanncolo.

Pazbop noaobHbIX  KOHMMKTHBIX  CUTyauuin  TpebyeT  MpUMEHEHUs  chneuuasbHoro
nporpaMMHoro obecneyeHuss AN BbINOJIHEHMS  MPOBEPOK U OOKYMEHTUPOBAHMS  AaHHbIX,
MCMNONb3yEeMbIX MNPV BbINOJIHEHMM  Mpoueaypbl  MNpoBepkM  cooTBeTcTBMs 3O coaep>XXMMoMmy
3JIEKTPOHHOIO AOKYMEHTa.

Pazbop KOHMIMKTHOM CuUTyauuMM 3ak/l4yaeTcs B JAoKasaTeNnbCcTBe aBToOpcTBa MNOAMNUCH
KOHKPETHOIro 3/IEKTPOHHOI0 AOKYMEHTa KOHKPETHbIM UCMOJIHUTENEM.

OdaHHbm  pa3bop OCHOBbIBAaeTCss Ha MaTeMaTM4YeCKuX CBOWCTBax anroputmMoB 3,
peann3oBaHHbIX B COOTBETCTBUM CO cTaHaapTtamm PO IOCT P 34.10-2001, NOCT P 34.10-2012, TOCT
P 34.11-2012 n TOCT P 34.11-94, rapaHTUPYIOLWNX HEBO3MOXHOCTb Nnopaesikyu 3HadveHmsa Il nwobbiM
nuoMm, He ob6nagatoWwMM 3aKpbITbiM KJIHOYOM MOAMUCH.

Mpu npoBepke 3HauveHua DIl uchonb3yeTca Koy nposepku Il, 3HAUYEHWE KOTOPOro
BbMUCASETCS MO 3Ha4YeHMIO kao4da 3N npu Mx hopMUPOBaHMMU.

B cucteme pomxHel 6bmMb MNpefycMOTpeHbl CpeAcTBa BeAEHMS apXvMBOB  3JIEKTPOHHbIX
AOoKyMeHTOB € 3l 1 cepTndmkaToB Koyen nposepku .

Paszbop KOHMIMKTHOM CUTyauMW BbINOSHSAETCA KOMUCCUENW, COCToswen M3 npeacrtaBuTenem
CTOpPOH, cnyxbbl 6e3omacHocTM Ku 3kKcneptoB. CocTaB KOMUCCUMKM, MNOPAAOK ee (OpMUPOBaAHMS,
pernaMeHT paboTbl, paccMOTpeHuWe pe3ynbTaToB oOnpejenseTcd B MNpWIOXeHUn K PernameHty
(QoroBopy), 3akao4aemMoMy Mexay yYacTHuKamm nHdOopMaLnMoHHOro obmeHa.

OcnapvBaHue pe3ynbTaToB paboTbl KOMUCCUMM UM BO3MELLEeHME nocCTpajaBlLUe CTOpoHe
npMHeCeHHoro yuepba BbINOSHAETCA B  YCTaHOBAEHHOM JAENCTBYIOWMM  3aKOHOAATeNbCTBOM
Poccuinckoin ®egepaunn nopsake.

8.1. Mopsaok paszbopa KOH(MIMKTHON CUTYyaLuu

Pazbop KOHMAWMKTHOM CUTyauuUM BbLINOJIHAETCS MO  MHUMUMATMBE /O6Oro yyacTHMKA
MHdopMaLuMoHHOro obmMeHa M COCTOUT U3:

1. NnpeabaBneHNs MpeTeH3nnm O4HOWM CTOPOHbI APYroun;

2. hopMMpoOBaHNA KOMUCCUWK;

3. pa3zbopa KOHMIMKTHON CUTyaLum;

4. B3bICKaHMS C BUHOBHOM CTOPOHbI NpMHECEHHOro yuiepba.

Pa3zbop KOHMAWMKTHOWM CUTyauuu MpoBOAUTCSA C UCMOJSIb3OBAHMEM MPOrpaMMHOro obecnevyeHus
CK3UN «Kpuntollpo CSP» v 4.0 R4 pnsa 3N1eKTPOHHOro AOKYMeHTa, aBTOPCTBO WM coAepXaHue
KOTOpPOro ocnapmBaeTcs.

MpoBepka MOAMMUCAHHOIO 3/IEKTPOHHOIO [AOKYMEHTa BK/AO4YaeT B cebs  BbINOSIHEHME
cneayrouwmx AencTBuUi:

1. onpegenenve ceptudumkata WIN HECKONbKUX CepTUdmMKaToB, Heob6X0AMMbIX ANS MPOBEPKMU
on;

2. npoBepka 3l 3N1eKTPOHHOIro AOKYMEHTa C MCMNOSIb30BAHMEM KaXAoro ceptudukara;
3. onpeaeneHve agatbl hopMMpoBaHUS Kaxxaon 3l B 3/IeKTPOHHOM AOKYMEHTE;

4. npoBepka 31 kaxgoro cepTudukaTa, MyTEM MNOCTPOEHUS LEMNOYKN CcepTudunkatos A0
ceptudukaTa MnasHoro LC;

5. npoBepka AeNCTBUTENIbHOCTU CepTUDMKATOB Ha TEKYLLUIA MOMEHT BpeMeHU;
6. NpoBepKka AeNCTBUTENbHOCTU cepTUdUKATOB HA MOMeHT copMupoBaHms 2I1;
7. npoBepka oTcyTcTBusa ceptudukatos B COC.
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Mpu nposepke 3l [AoKyMeHTa, Bepudukaumm uUenodkn cepTtudukaTtos, OTCYTCTBUMU
ceptudmkaTta B COC, aBTOPCTBO NOANUCHK MNOA4 LOKYMEHTOM CUYUTAETCS YCTaHOBJIEHHbIM.

HecoBnageHue gaTtbl GOpMMPOBaHUA AOKYMEHTa M CPOKOB AEWCTBUSA cepTudukata u/mnm cpokos
aencrena knwoda 3 He BAMAIOT Ha onpejeneHne aBTOPCTBa AOKYMeHTa. B TakoM ciyyae MOXHO
||,_!_!_|| caenaTb NpeanonoxeHune o HecobnageHun nonb3osaTenem PernamenTta (Jorosopa) B 4aCcTu CPOKOB
OEeNCTBUSA KII0YEeN, cepTUPUKATOB NI HEKOPPEKTHOIO MCNONb30BaHNA cepTuduKaTa B NPUKIaAHOM

Mno.

8.2. Cny4yan HeBO3MOXHOCTM NpOBEPKM 3HaueHusa 3l

MNpn He obHapyXxeHuMM B apxuBe cepTudukKata OTKPbITOro Kiw4da (kKaw4ya nposepku 3II)
nonb3oBaTens, BbiNonHMBLEro JI, Aoka3aTb aBTOPCTBO AOKYMEHTa HEBO3MOXHO. B CBfA3M C 3TumM,
apxuB C cepTuduKaTaMm OTKPbITbIX KOYelh HeobxoauMo noaBepraTb perysisspHOMYy pe3epBHOMY
KOMMPOBAHUIO N XPaHUTb B TeYeHWe BCEero yCTaHOBJIEHHONO CPoKa XpaHeHwus.
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9. HewTaTHble cuTyauuun npu skcrnnyataumm CK3U

B Tabnuue 11.1 npvBeaeH OCHOBHOW MNepeYeHb HewTaTHbIX CUTyauuh M COOTBETCTBYlOLLIME
AeNncTBnA nepcoHasna nNpu X BO3HUKHOBEHUM.

Tabnuua 11.1 - [lencTBUS NepcoHana B HEWTaTHbIX CUTyaUMsax

Ne o
n/n HewTaTHasa cnTyaumns Jencrema nepcoHana
OcTraHoBuTbL BCce DBM.
MepcoHan, uMeLWmii 40CTYyN K KNtoyaM, 0693aH caaTb BCe MMetowmnecs y
Hero B HaIMYMK KDY EBbIE HOCUTENN aAMUHUCTPaTopy 6e3onacHocTw.
AaoMMHUCTpaTop 6e30MacHOCTM yNaKoBbIBAaET BCE K/IOYEBbIE HOCUTENN,
perucrpaumnoHHbIE KapTO4YKM CEPTUPUKATOB OTKPLITbIX KIKOYEN
nosb3oBaTenemn TudunKaTbl KtoYel npoesepkn 3 nonb3oBaTenel B
JBakyauus, yrposa onb3oBaTenen, cep (:13 a o4en Nposep 3N nonb3oBaTene
orneyvyaTbiBaeMbll KOHTENHEpP, KOTOPbIA BbIHOCUT B 6e30nacHoe nomMelleHne
HanajeHus, B3pbiBa U T.M., o N o
o nnun 3gaHne. OneyaTaHHbIM KOHTEMHEP A0J/DKEH HaXOAUTLCA NOJ OXpaHON
CTUXUiiHble 6eacrens, N o
1. aBapuu o6LIero xapakTepa [0 OKOHYaHUA AENCTBUSA HELWITATHOMN CUTyauuun 1 BOCCTAHOBJIEHUS
P P P HOpMabHOM paboTbl annapaTHbIX M MporpaMMHbIX cpeacts CK3U.
B LleHTpe ynpasneHuns
KIOUYEBOW CUCTEMOIA. AaMnHucTpaTop 6e30nacHOCT M onoBeLaeT No TesfedOHHbIM KaHanam
o6 ero NnoNb30BaHNS BCeX NONIb30BaTesnen o NpnocTtaHoBke paboTsl
CUCTEMBI.
B cnyyae HacTtynneHus cobbiTmnsa, nosnekwero 3a cobon 40NroBpeMeHHbIN
BbIX0A N3 CTpOs annapaTHbix cpeacts CK3UM, agMUHUCT paTop
6e30MacHOCTM YHUUTOXAET BCHO KOYEBYO MHPOPMaLUWIO CHOCUTENEN,
HaxoAsLW UXCA B KOHTEWHepe.
KoMnpomeTauusa ogHOro ns < o o
p H A Mopagok AeNCTBUN MPU KOMNPOMETaL UM KKOYEN onucaH B pasgene 7.8.3
2. JINYHbBIX KTHOYEBbIX o
o «KoMnpomeTaums Knoyen nosb3oBaTens».
HOoCUTenen.
Bbixo4 3 cTposi NepBoro | Heo6xo04MMo co06LWMUTL MO TenedoHy B YLL o dakTe BbIXoAa U3 CTPoS
3 JIMYHOro KNO4YEBOTO JIMYHOTO KI4YeBOro Hocutensa n obecneunTb ero gocraeky B YL ans
' HOCUTENA. BbISCHEHUS MPUYMH BbIxoAa M3 cTpos. Ans paboTbl ncnonb3yeTcs BTOPOW
JINYHBIM KNIOYEBOW HOCUTENb.
BbIxoa 13 cTposi BTOPOro
JIMYHOTO K/IOYEBOro Monb3oBaTeNb, Yy KOTOPOro BbIW/M N3 CTPOS 06a NMNYHBIX KO YeBbIX
4. HocuTensa (Npwu ycnosun, | HocuTens, siensieTca B YL aAns noBTopHoM peructpaumnn (6e3 nameHeHus
4YTO NEePBbIM TOXE Bblles U3 | AaHHbIX perucrpauum).
cTpos).
Mpn oTkazax n cbossx B paboTe annapatHo Yactn APM co BCTpOEHH bIM
OTka3bl 1 cbon B paboTe
. CK3M Heo6x04MMO 0CTaHOBUTbL paboTy, MO BO3MOXKHOCTM JIOKaIM30BaTb
3. |annaparHon yacru APM co HEeMNCNpPaBHOCTb M B a/IbHENLEM MPOM3BECTM PEMOHT B YCTaHOBJ/IEHHOM
BCTpoeHHbIM CK3U. P P P y
nopsake n, npun Heob6xoammocTu, nepeycraHosky CK3U.
Mpu oTkasax n cbosix B paboTte cpeacrs 3awutbl oT HC, aaMMHUCT paTop
6 OTka3bl n cbon B pabote |6HesonacHOCTU, [OMKEH BOCCTAHOBUTL paboTocnocobHocTb cpeacrts HCA.
’ cpeacts 3awuntbl oT HCA. | MNpn Heo6x0AMMOCTN NepeyCcTaHOBUTbL MPOrpaMMHO -annapaTHble cpeacTsa
HCA.
YTepsa AMYHOIo KA4YeBOro HOCUTEenNs NPUBOAMT K KOMNpoMeTaunm
7 YTepda NMMUHOro ko4deBoro | XpaHsAWeErocs B HEM Kiito4a.
' HocuTend. Mopagok AeNCTBUN MPU KOMNPOMETaL MM KNKOYEN OnucaH B pasgene 7.8.3
«KoMnpomeTaumsa knoyen nonb3osatens».
OTkasbl n cboun B paboTe
MDOIDAMMHBIX C pe B Mpu oTka3zax n c6osax B paboTe NporpaMMHbIX CpeACTB, BCIeACTBUE He
P BEﬂeﬂ,CTBMepHeﬂ BbISIBNIEHHbIX paHee ownboK B NporpaMMHOM obecrnevyeHun, Heob6xoanMmMo
8. OCTaHOBWUTb paboTy, IOKaM30BaTb MO BO3MOXHOCTU MPUUNHY OTKA30B U

BbISIBIEHHbIX paHee oLnboK
B MPOrpaMMHOM
obecneyeHuu.

cboeB n BbI3BaThb pa3pa60TLW|Ka AaHHoro NO nnu ero npeacrasuTensa Ans
YCTPAHEHUA NPUYUH, BbI3bIBatlo L NX OTKa3bl 1 cbown.
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Ne N
n/n HewTaTHasa cutyaums [encreums nepcoHana
Mpun oTkazax B paboTe NnporpaMMHbIX CPEACTB, BCIEACTBME C/Ty4alHOo
OTka3bl B paboTe P P porp PEACTB, A Y
WM YMBIWIEHHOIO UX MOBpEeXAeHUs, L0, OTBETCTBEHHOE 3a
MPOrpaMMHbIX CPeACTB
9 BCIEACTBME Cy4aiiHOrO 6e3onacHOCTb ¢ YHKUMOHMPOBAHMA MPOrPaMMHbIX MU annapaTHbIX CPeACTB,
' WM VMBILIE HHOO WX 065a3aH0O NpounsBecTm cnyxebHoe paccieaoBaHme No gaHHOMY hakTy C
I'IZ)BDG)K.CI.GHVIH Lenbo YCTaHOBNEHUA NPUYMNHBI OTKa3a M BOCCTaHOBNEHUA NMpa BU/IbHOMN
' paboTbl NPOrpaMMHbIX CPEACTB B YCTAHOBIEHHOM MNOpPSAKeE.
Mpu oTka3ax B paboTe NporpaMMHbIX CPEACTB, BCIEACTBME OWMBOK
OTka3bl B paboTe onepaTopa, onepartop coobuiaet o gaHHOM baKTe LYy, OTBETCTBEHHOMY
3a 6e30nacHOCTb O YHKLMOHUPOBAHMSA NPOrPaMMHbIX U annapaTHbIX
MpPOrpaMMHbIX CpeaCTB N
10. cpeactB. OTBETCTBEHHbIN 3a 6e30MacHOCTb G YHKLMOHMPOBaHNS
BCneAcTBMe ownbok
onepaTopa NporpaMMHbIX M annapaTHbIX CPeACTB AaeT COOTBETCTBYHOLWME yKa3aHUs
! obcnyxxmnBatoLweMy NnepcoHany no BOCCTAHOBJIEHWIO NPaBWIbHOM paboThl
nporpaMMHbIX CpeACTB B YCTAHOBJIEHHOM NMop4AaKe.

Bce HewTaTHble cCuTyauum AOMXKHbI oOTpaxaTbCcs B «XypHane nonb3oBatens ceTu»
(cM. n.7.11).
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10.MpumeHeHne «Kpuntollpo CSP» v. 4.0 R4

Bo3MoxHbI cnegytowme npumeHeHnsa «Kpuntollpo CSP» v. 4.0 R4

1. NMpumeHeHne <«Kpuntollpo CSP» v. 4.0 R4 B cocTaBe cCTaHAapTHOro NpPOrpaMMHOro
obecneveHmns Microsoft M Apyrmx KOMMNaHWMM, WCNOMB3YOWMX KpunTorpadunyeckmin mHTepdenc B
COOTBETCTBUU C apxuTekTypoi Microsoft.

2. BcTtpamnBaHnue «Kpuntollpo CSP» v. 4.0 R4 BO BHOBb pa3pabaTbiBaeMoe wnn cyllecTBylollee
npuknagHoe nporpamMMmHoe obecneveHue.
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11.cnonb3oBaHue CK3U B cTaHAapTHOM nporpaMMHoM obecrnevyeHnm

MNporpamMMHoe obecneveHne CK3M no3eBonsieT MCNONb30BaTb POCCUWCKME KpunTorpaduyeckue
anroputMbl U cepTUdUKaTbl OTKPbITbIX KYer cTaHaapta X.509 coBMeCTHO CO cCreaylowmMm
nporpaMMHbiM obecneyeHnem Microsoft:

— LlenTp Ceptudukauyunm - Microsoft Certification Authority, Bxoaswmin B coctaB Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Windows
2012.

— DnekTpoHHasa noyta - MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013, Office
2016).

— DnekTpoHHas nouta - Microsoft Outlook Express B cocTaBe Internet Explorer/Microsoft Edge,
Mouta Windows Mail, Live Mail.

- Microsoft Word, Excel m3 coctaBa Microsoft Office 2003, 2007, 2010, 2013, 2016 (c
nomowibio niarmHa Kpuntolpo Office Signature).

— Microsoft Exchange Server 2010, 2013.

— CpeacTBa kKOHTpons uenocTtHocTm MO, pacnpocTpaHsieMoro no cetu - Microsoft Authenticode.

— Cnyx6bl TepmmHanos ansa Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server (Bk/o4as w03 ciyx6 TepMnHanos).

— 3awwuta TCP/IP coeauHeHu B ceTu WMHTepHeT - npoTokon TLS/SSL npu B3aMmoaencTeumu
Internet Explorer/Microsoft Edge - web-cepsep IIS, TLS-cepsep, TLS-knmeHT (IE).

— MNpunoxeHne KOMaHAHOM CTPOKM Ansd HdoOpMMpOBaHUS 3anpoca Ha cepTudukaT certreq.

— SQL-cepsep.

— ISA cepsep.

— CepBep TMG.

— Cepsep UAG.

— CepBep TepMuHanoB 1 kaneHTt (RDP).

Mop ynpasnenmem UNIX-nogobHbix OC CK3UM wmcnonb3yercs COBMECTHO CO C/eaylowmm
nporpaMMHbIiM obecrnedyeHnem:

— Apache Trusted TLS (Digt).
— Trusted TLS (Digt).

Ncnonb3yeTtcss coBMecTHO ¢ Adobe Reader wnu Adobe Acrobat pna cospaHusa/npoBepku
ycoBepueHcTBoBaHHon 3 pdf dainos (cM. XTHAN.00064-01 90 02. Kpuntollpo PDF. PykoBoACTBO
no aBToMaTU3aLUN CO34aHMUS M NPOBEPKUN 3NEKTPOHHBIX NOAMNUCEN).

Mpumeuanune: NcnonbloBaHne CK3UN B cTaHAapTHOM NporpaMMHOM obecnevyeHun OMKHO OCYLLECTBNSATHCA B
cooTBeTCcTBMU c N. 2 MNMpaswn nonb3osaHusa XTAN.00087-03 95 01.

Poccuiickne kpuntorpaduyeckme anropuTMbl M cepTuUduKaTbl OTKPbMbIX Kawyen X.509
MCMONb3YTCS C YKas3aHHbIM MporpaMMHbIM obecrneyeHMeM B COOTBETCTBUMM CO CJieAyoWwmMm
MeXAYHapoAHbIMMU M POCCUMCKUMU pEKOMEHOALNSMA:

— Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile (rfc4491) onucbiBaeTt
MCMO/Ib30BaHME POCCUNCKUX KpuaTorpadmyeckmnx aJroputMoB B MHMPACTPYKTYpe OTKPbLIT bIX KJOYEN
mHTepHeT (PKIX, Internet X.509 Public Key Infrastructure). B naHHOM AOKYMeHTe onucaHbl popMaThbl
npeacTaBfeHNs OTKpbITbX Kjatodel 3Ol, ucnonb3yemblX AN8 co3gaHusa cepTuduMKaToB  OTKPbITbIX
KJIlO4EN U CMUCKOB OTO3BaHHbIX cepTudunkatos X.509, maeHTMdmMKaTOpbl aArOpUT MOB, COOTBETCTBUE
rnapamMeTpoB KpunTorpaduyecknx aaroputMoB MX naeHTudmkaTopam.

— Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST
R 34.10-2001, and GOST R 34.11-94 algorithms (rfc4357) onucbiBaeT AONOJSIHUTESNIbHbIE aJrOPUTMBI,
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HeobxoauMble AN ucnonb3oBaHus [OCT 28147-89, IOCT P 34.10-2001 u IOCT P 34.11-94. B wux
UMCJI0O BXOASIT: PEXWUMbl AOMOJIHEHMUS AaHHbIX Ans 6no4yHoro wudgposaHua no MOCT 28147-89 mn CBC,
6noyHoe wudpoBaHue c 3auensieHneM (pexum wudgposaHus CBC), kntouyeBoe xawupoBaHne (HMAC
Ha 6a3ze ITOCT P 34.11-94), npeobpa3oBaHune Knal4va U CUHXPOMNOCHUIKN nocne obpaboTkn ovepeaHbIX
1 K6 paHHbIX, reHepaums nceBaocnydamHon nocneposaTenbHocTu (aHanor PRF Ha 6asze HMACQ),
dopMupoBaHme kntouya obMeHa (cornacosaHus) Ha 6asze MOCT P 34.10-2001, dopMmpoBaHue KJko4a
akcnopTa pabouero knw4a, amBepcudunkaumsa knoda, akcnopt pabouero ka4va Ha KK4e 3KCNopTa,
aKcnopT pabouvero kawya Ha kAw4ve obMeHa, Habopbl cTaHAapTHbIX MNapaMeTpoB anropuTMoB
(Hanpumep, ona wWUdpoBaHUSA - y3en 3aMeHbl, PeXuM WKNDpPOBaHUSA, anroOpuUTM YCNOXHEHUS Kto4da),
3ajaBaeMble MaeHTudmMKaTopamm.

—Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001
algorithms with the Cryptographic Message Syntax (CMS) (rfc4490) onucbiBaeT WCNOAb30BaHUE
POCCUNCKUX KpunTorpadnyeckmx anropMtMOB B [OKYMeHTax, YAOBNEeTBOPSWMX cTaHaapty CMS
(Cryptographic Message Syntax), B 4acCTHOCTW, nMpuUMeHseMOM Ans obMeHa 3alMULWEHHbIMK
COOOLLEHMAMM MO 3/IEKTPOHHOM MOYTE M SABNAKWMMCS CTaHAApTOM Ha npeAcTaB/ieHUe 31eKTPOHHOro
JOKYMeHTa B 3allMUeHHOM BuAe C MCMNOoSb30BaHMEM 3/IEKTPOHHOW moanucun u wudposaHma. Ons
WwndpoBaHHbIX coobuweHnit onucaHbl 0ba BapuaHTa: OOMeH KJ4YamMu U TpaHcnopT kiwuda (key
agreement u key transport).

— «Addition of GOST Ciphersuites to Transport Layer Security (TLS)» (draft-chudov-
cryptopro-cptls-01) sBnsetca ponosHeHMeM K cneuyndukaumm RFC 2246 B 4acTu oOnmcaHus
MPUMEHEHNS POCCUNCKUX anroputMmoB. [poTokon TLS(SSL) wupoko ucnonb3yeTtcs And 3awuThbl
CeTeBblX COEANHEHWUI, N, B YAaCTHOCTU, ANSA 3aliMLEHHOro gocTyna Kk Be6-cavtam (HTTPS). JokymeHT
onucbiBaeT 4eTblpe MexaHudma (Cipher Suites), peanm3ylwmx KAOYEBbIE MPOTOKOAbLI MNpU
MCNOAb30BaHMM OTKPbITbIX katoden [OCT P 34.10-2001. [epsBble aABa WCNOMb3YHOT WUdpPOBaHNE
FOCT 28147-89 n KOHTPOJIb LENOCTHOCTM C MOMOLLbID WMMUTOBCTABKW, TPEeTUN W 4YeTBepTbil He
MCMONb3YT WNdpoBaHME W  KOHTPOSIMPYKOT LESIOCTHOCTb C  MOMOLWbK 3HAYeHUs  KJIK04YeBOM
xaw-pyHkumn (MAC) Ha ocHoBe anropuTma NOCT P 34.11-94.

— «Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-94 for XML
Digital Signatures» (draft-chudov-cryptopro-cpxmldsig-00) ABnseTcs AOMNOSTHEHNEM K
CyLlecTByOLWEMY AOKYMEHTY, OnuCbiBalOWeEMY npasuna npuMmeHeHus DM B gokymeHTax dopmata XML
«XML-Signature Syntax and Processing», npuHaToMy KoHcopuuymom W3C, B 4acTuM MCMONb30BaHUA
POCCUACKUX aNifOPUTMOB 3JIEKTPOHHO-LUM(POBOMA NoAMUCH.

— TexHnyeckuii KoOMUTET Mo cTaHaapTusauumn «Kpuntorpaduyeckasn 3awmta nHdopmaumm» (TK
26), «Cuctembl  06paboTkm  MHpopMauuu. 3awuta  kpuntorpadumdeckas. MeTtoanyeckue
pekoMeHgauum no KpuntorpaduyeckmMMm anropuMtmamM, COMyTCTBYOWMM MNPUMEHEHUIO CTaHAApPTOB
OCT P 34.10-2012 n ITOCT P 34.11-2012».

— TexHnyecKkMn KOMUTET No CcTaHaapTusauuu «Kpuntorpaduyeckas sawurta nHdopmaymn» (TK
26), «TexHudyeckas cneundukauma. Wcnonb3osaHue anroputmoB [OCT P 34.10, TOCT P 34.11 B
npodune ceptudmkata n cnmcke otT3biBa cepTudukatoB (CRL) MHDpPaACTPYKTYpbl OTKPbLITbIX KAKOYEN
X.509».

— TexHMyecKkMn KOMUTET Mo CTaHdapTm3auumn «Kpuntorpadudeckas 3awmrta nHgopmaummn» (TK
26), «MHdopMaumnoHHas TexHonorus. Kpuntorpadwuueckasa 3sawmTta uHdopmauun. PekomeHaauum no
CTaHdapTmsauun. Mcnonb3oBaHme HabopoB anroputMoB WngpoBaHus Ha ocHoBe OCT 28147-89 ans
npoTokosa 6€30MacHOCTM TPaHCMOPTHOrO ypoBHS (TLS)».

— TexHnyecKkMn KoOMUTEeT No cTaHgapTmsaumm «Kpuntorpaduyeckas sawmta mHdbopmauum» (TK
26), «MHdopmaumnoHHas TexHonorus. Kpuntorpadwuueckasa 3sawmta uHdopMmauun. PekomeHaauum no
CTaHpapTusauun. Mcnonb3osaHune anroputMos FOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B
kpuntorpadumyeckmx coobueHmsax popmata CMS».

— TexHnyeckunih KOMUTET NO CTaHaapTmlauum «Kpuntorpaduueckas sawmrta nHbopmayum» (TK
26), «Cuctembl 06paboTkm wuHoOpMaumn. 3awuta Kpuntorpadwuyeckas. PekomeHgauumn no
CTaHpapTu3auun. 3ajaHue napaMeTpoB S/NUMNTUYECKUX KpuBbIX B cooTBeTcTBuu ¢ [OCT P 34.10-
2012».

— TexHnyecKkMn KOMUTET No cTaHpgapTusauum «Kpuntorpaduyeckasa sawmta nHdbdopmauum» (TK
26), «Cuctembl  06paboTkm  MHpopMauuu. 3awuta  kpuntorpadumdeckas. MeTtoauyeckue

pekoMeHZauMnm no 3ajaHu Yy3/10B 3aMeHbl 6510ka noAcTaHOBKWM anroputMa wudposanHus [OCT
28147-89».
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— TexHMyecKkMn KOMUTET No cTaHpaapTusauum «Kpuntorpaduyeckas sawmrta nHbopmauum» (TK
26), «Cuctembl 06paboTkn mMHbopMaumm. 3awmnTta Kpuntorpaduyeckas. TexHmyeckasa cneumdumkaums
no ucnonb3osaHuio FOCT 28147-89, TOCT P 34.11-94 n ITOCT P 34.10-2001 npu cornacosaHuu
kntodyen B npotokonax IKE ISAKMP».

— TexHn4yecKMn KOMUTET No cTaHgapTusaumm «Kpuntorpaduyeckas sawmta mHdbopmauum» (TK
26), «Cuctembl 06paboTkn nMHpopmaumn. 3awmta Kpuntorpaduyeckas. TexHmyeckas cneundukauus
Nno WCMOJSIb30BaHWMIO AOMNOSHUTENbHbIX Y310B 3aMeHbl NOCT 28147-89 ansa wudpoBaHMA BIIOXKEHUNM
IPsec ESP»

— TexHnyeckmn KoMmUTeT no cTtaHgaptTmsauum «Kpuntorpaduyeckas sawmra mHdbopmauum» (TK
26), «Cuctembl 06paboTkmn mHdopMaumm. 3awmTta kKpuntorpadumyeckasa. TexHmyeckasa cneumdukay ns
no ncnosb3oBaHmio MTOCT P 34.11-94 npu obecnedyeHnn LenocTHOCTM B npoTtokonax IPsec AH n ESP.
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12.Ucnonb3oBaHne CK3W ¢ nporpaMMHbIMM NpoayKTaMn pa3paboTku
000 «KPUMTO-MPO»

CK3M MoXeT WUCNoNb30BaTbCA COBMECTHO CO CleayrowuMnm NporpaMMHbIMM  MPOAYKTaMm
pa3paboTkn OO0 «KPUMTO-MPO» npu Hanuuum ceptudukaTta coorsetctema ®Cb Poccun:

— «Kpuntollpo YL»;

— «Kpuntolpo OCSP»;

— «Kpuntollpo TSP»;

— «KpnntoAPM>»;

— «Kpuntollpo SSF»;

— «KnneHt Kpuntollpo HSM»;
— «KpunTtollpo PDF».
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13. BctpansaHmne CK3U

ApxutekTypa CK3W obecneuynmBaeT BO3MOXHOCTb €ro BCTPamBaHWS B pasfIMUHbIE MPOrpPaMMHO-
annapaTHble cpejbl.

CK3M m™oxeT 6bTb MCMNOABL30BAHO MpPUKNAAHbIM MNPOrpaMMHbIM obecrnevyeHnem C MOMOLLbIO
3arpyskum moayns BbBoBOM dyHkuum LoadLlibrary(). [Ana 3Tux uUenein B KOMMJ/IEKT MNOCTaBKMU
BKkAtoyaeTcs gokyMmeHT XTSAM.00087-03 96 01. «PykoBoACTBO MporpaMmMmucTa», OMUCbIBAOLWMI
cocTtaB GyHKkunn u TectoBoe [O. MMpu Takom peanusauuu npuknagHomy [0 gocTtyneH nuuwb
OrpaHuM4yeHHbim  Habop  HM3KOYpPOBHEBbIX  Kpuntorpaduyeckmx  AYHKLUA,  COOTBETCTBYHOLLUNA
uHTepdelicy Microsoft CSP.

Mpu wucnonb3zoBaHum CK3M noa ynpasaeHMeM onepauMoHHOM cuctembl i0OS 3arpyska
6mnbnmuotek npu nomowm dyHkumn LoadLlibrary() HeBo3MOXxHa. [Onsa 3TOM onepauMoOHHOM CUCTEMBbI
BCTpamBaHuWe [AO/KHO MpOM3BOAMTBCS B COOTBETCTBUM C [OKYMeHTauueln, BXoAslWen B COCTaB
dperimBopka ansa  paspabotku. [porpaMMHbii  uHTepdelic, npepocTasnsembii CK3W  nog
ynpasneHneM i0S, TakXe onucaH B AokyMeHTe <«XTHAW.00087-03 96 01. «Kpuntollpo CSP.
«PyKoBOACTBO MporpaMMuUcTa» M COOTBETCTBYET uHTepdeincy Microsoft CSP.
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14.TpeboBaHusa no 3awmte ot HCA

14.1. 0O6wme TpeboBaHua no opraHusauum pabot no 3awmte ot HCA

3awmTa annapaTHoOro u nporpaMMHoro obecnedyeHus ot HC npu ycTaHOBKE M UCMONb30BaHUMU
CK3MN «Kpuntollpo CSP» v 4.0 R4 saBnsdeTcsa cocTaBHOW 4acTbio obwen 3agaum obecneueHus
6e3omacHOCTK MHpOpMaummM B CMCTEME, B COCTaB kKoTopon BxoanT CK3N.

Hapsay c npuMmeHeHuneMm cpeacTB 3awuntbl oT HCA Heob6xoAMMO BbIMNOSHEHWE MpPUBEAEHHbIX
HUXEe OpraHM3auMoOHHO-TEXHUYECKUX W aAMUHUCTPATUBHbIX Mep no obecnevyeHuto NpaBUIbHOIO
dyHKUMOHMPOBaHNA cpeacTte o06paboTkm M nepegayn MHPOpMaUMK, a TakKXe YCTaHOBJIEHME
COOTBETCTBYKOWMX nMpaBua ana obcnayxueatowero nepcoHana, JAonyuweHHoro kK pabote ¢
KOHdunaeHUManbHoM MHpOpMaLumnen.

3awmnTta uHdopmaumm ot HC pomkHa obecneumBaTbCs Ha BCEX TEXHOSOMMYECKUMX 3Tanax

06paboTkM MHOPMaLMM M BO BCEX pexuMax (PyHKLUMOHMPOBAHUS, B TOM 4uC/e MNpu NpOBeAeHUU
PEMOHTHbIX U pernamMeHTHbIX paboT.

3awmuTta mHdopmaumm ot HC pomkHa npegycMaTpuBaTb KOHTPOAb 3(PHEKTUBHOCTN CpencTs
3aWnuTbl  OT HC,U,. 2T0T KOHTpPOJIb  A0J/IXEH nepmnoanyeckun BbINOJTHATbLCHA AAMUHUCTPATOPOM
6e30MacHOCTM Ha oCHOBe TpeboBaHMN AOKYMEHTauuM Ha cpeacTsBa 3awmuTtbl oT HC/.

B opranmsauumm, skcnnyatupytowen CK3U, ponmxeH O6bMb Ha3HayeH aAMUMHUCTPATOp
6e30MacHOCTK, Ha KOTOPOro BO3JlAraloTCs 3a4ayn opraHmsauum paboT no ucnonb3oBaHuio CK3U,
BbIpabOTKM COOTBETCTBYIOLWMX UMHCTPYKL UM ONS NMOSIb30BaTENEN, @ TakKXe KOHTPO/b 3a CobnaeHneM
TpeboBaHUM No 6e30nacHOCTW.

AgMyHUCTpaTop 6e30NMacHOCTM He [AO/DKEH WMMEeTb BO3MOXHOCTb [OCTyna K
KoHdMaeHUWaNbHOW MHPOpMaUUM Mosib3oBaTenen.

MpaBoM pAocTyna K paboymMM MecTaM C YyCTaHoBNeHHbMM CK3M fdosmkHbl o6najaTb TOJIbKO
onpeaenieHHble  ANA  3KCOAyaTauuu  vua,  NpowealinMe  COOTBETCTBYHOWYK — MOArOTOBKY.
AAMUHMCTpaTOp 6€30MacHOCTM A0/HKEH 03HAKOMWUTL KaXkAoro nosib3oBaTtens, npuMmeHstowero CK3U, ¢
AokyMeHTauunen Ha CK3W, a Takxe C ApYyrMMW HOPMaTMBHbIMW AOKYMEHTaMW, CO3[4aHHbMKM Ha eé
OCHOBE.

14.2. TpeboBaHUs MO pa3MeLLeHN0 TEXHUYECKUX CPEACTB C yCTaHoBNeHHbIM CK3U.

OOmKHbl  6bTb  NPUHATBI  Mepbl MO UCKJ/IOYEHUIO  HeCaHKLMOHWMPOBAHHOIO AocTyna B
MOMeLLEHNS, B KOTOPbIX pa3MelleHbl TeEXHUYeCKne cpeacTBa C yCTaHOBAEHHbIM CK3W, nocTOpOHHMUX
vy, He pgonyweHHbIiX K paboTe Ha JaHHbIX TeXHUMYecKUX cpeacTBax. B cnyuyae HeobxoanmmocTwu
MPUCYTCTBUSA MOCTOPOHHUX NNL, B YKa3aHHbIX MOMELWEeHNAX Ao/KeH 6bmb obecnevyeH KOHTPO/b 3a MX
OEeNCTBUSAMM ANa NpecevyeHns HeraTMBHbIX BO3AENCTBMA C MX CTOpPOHbl Ha CK3W, TexHuyeckune
cpeancTBa, Ha KoTopbx akcrnyaTmpyetca CK3U mn 3awmwaemyro nHgpopmaumio.

BHyTpeHHsA4 naaHUpoOBKa, pacnosioXXeHune N YKOMMJIEKTOBAHHOCTb pa6oqu MEeCT B
rnoMeleHnax AOo/HKHbl obecneuymBaTb  MUCMOJHUTENAM paboT, COXPaAHHOCTb [AOBEPEHHbIX WM
KOH(punaeHUManbHbIX AOKYMEHTOB U CBeAEHMN, BKAKOYAs K4YeBY MHMOPMaLMIO.

PasmeweHue CK3U «Kpuntollpo CSP» v 4.0 R4 B nomelleHUax, B KOTOPbIX OCYLLECTBSETCSH
obpaboTtka wuHdbOpMauuM, coaepxalle CBeAeHUsl, COCTaBaslWMe TOCyAapCTBEHHY TaliHy,
OCYLECTB/SIETCS YCTAHOB/IEHHbIM MOPSALAKOM.

14.3. TpeboBaHusa no yctaHoske CK3U, obwecmncteMHoro n cneuunansHoro MO Ha M3BM

M3BM, Ha «kKoTopbix wucnonblyercs CK3W, pomxkHbl 6bmb agonyweHbl ana ob6paboTku
KOH(uaeHumanbHoM wuHdoOpMauum nNo pencTeywWwMM B Poccuinckon depepaumm TpeboBaHUSIM MO
3awmte wuHbopMauum OT YyTEYKM N0 TEeXHUMYECKMM KaHajnaM, B TOM 4ucie, Mo KaHaay CBA3M
(Hanpumep, CTP-K), ¢ yyeToM Mogenu yrpos B WMHGPOPMALMOHHON CUCTEME 3aKa3umKa, KOTOpbIM
nomkHo npotueocToaTb CK3UN «Kpuntollpo CSP» v 4.0 R4.

60



XKTSAN.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO agMMHMUCTpaTopa 6e3onacHoCTw.
Obwas yacTb

NHcTannaumna CK3U «Kpuntollpo CSP» v 4.0 R4 Ha pabouux MecTax AO/IHKHa NpOM3BOANTLCS
TONbKO C ANCTpMOYTKMBA, NOSYHYEHHOrO MO AOBEPEHHOMY KaHany.

K ycTaHoBKe 06LIECUCTEMHOIO M CneumnasnbHOro NporpaMMHOro obecnevyeHus, a Takxe CK3W,
AOMNyCKalwTCca nAuuya, npowejuwme COOTBETCTBYIOLWYH MOAFOTOBKY M U3Y4UMBLUME AOKYMEHTAUMIO Ha
cooTBeTcTBYloWwee N0 n Ha CK3WU.

Mpn ycTaHoBke nporpaMMHoro obecneuvenuss CK3MN cneayert:

— Ha TexHuueckux cpeacTBax, NnpeaHasHauyeHHbiXx Ans paboTbl ¢ CK3M, UCNonb30BaTb TOJIbKO
JIMLEH3NOHHOE MporpaMMHoe obecnevyeHne hUpM—-U3roTOBUTENEN.

—Mpun yctaHoBke MO CK3M Ha MN3BM ponxeH 6bmb obecrnedyeH KOHTPOJSib LENOCTHOCTU W
AOCTOBEPHOCTb AncTpmbytuBa CK3M 1 coBMecTHO nocTtaBnsieMbix ¢ CK3U koMnoHeHT COK.

—Ha M3BM He A0/MXHblI yCcTaHaBAuBaTbCs cpeacTBa paspabotkm MO m oTnagumku. Ecnm
cpeacTBa OTNaAKM MPUNOXKEHUIN HYXHblI ANS TEXHONorMyeckux noTtpebHocTelr opraHusauuu, TO UX
MCMNONb30BaHME [O/MKHO 6bTb CaHKUMOHMPOBAHO aAMUHUCTpaTopoM 6e3onacHocTu. [lpy 3TOM
OO/MKHbI 6bMb peanusoBaHbl Mepbl, UCKOYaLwme BO3MOXHOCTb MCMONb30BaHMUSA 3TUX CPeacTB Ans
pefakTupoBaHus koga wu namatm CK3M wmn npunoxeHun, wucnonb3ytwmx CK3W, a Takxe pans
npocMoTpa koda m namatn CK3U mn npunoxeHuin, ncnonbsytowmx CK3W, B npouecce obpabotkn CK3U
3awmuaemMon nHdopMauum n/mnum Npu 3arpyxXeHHoOM K4YeBOn MHGOopMaLmn.

- MNpeanycmoTpeTb  Mepbl, UCK/OYalLWwmMe  BO3MOXHOCTb  HECAHKLMOHWMPOBAHHOIO  He
obHapy>XnBaeMoro M3MeHeHus annapaTHOM 4YaCTU TEXHUYECKUX CPeACTB, Ha KOTOPbIX YCTaHOBJIEHbI
CK3M (Hanpumep, nyTeM onedaTbiBaHWUA CUCTEMHoOro 6s0ka n pasbemos MOBM).

—MNocne 3aBepLleHnA npouecca YCTAHOBKMU AOJKHbI 6bImb BbINOJIHEHDI AeﬁCTBMﬂ,
HeobxoauMble AOns ocyuwecTtBneHna nepmoanmvyeckoro KoOHTpoJiA UeNOCTHOCTU YCTaHOBJIEHHOIO rno
CK3W1, a Takxe ero OKPYXEHNA B COOTBETCTBUN C ,D,OKYMeHTaLI,Mel‘;I.

- [porpamMmHoe obecneyeHne, ycTaHaBnmBaemoe Ha [9BM c¢ CK3W He po/mKHO coaepxaTb
BO3MOXHOCTEN, MO3BOISAIOLINX:

= MoAMdMUNpPOBaTb COAEPXKMMOE NMPOM3BOJIbHLIX obnacTen namaTu;

* MoAUdMLMPOBaTb COBCTBEHHbLIM KOA U KOA APYrMX NOAMPOrpamm;

» MOAUDULMPOBaATb NaMATb, BbAENEHHYIO AN APYrUX NOAMpOrpamm;

" nepefaBaTb YynpasfieHMe B 06nacTb COOCTBEHHbIX [AaHHbIX W AAHHbIX  APYrUX
noanporpamm;

* HECaHKLMOHMPOBAHHO MoanduumMpoBaTb dalinbl, coaepXallMe MWCMOSHAEMblE KOAbl Mpu
MX XPaHEHUN Ha XECTKOM [NCKE;

" NOBbILATb NpeAoCTaBJ/IEHHblE NMpUBUNETUN;
» MoaudmLmMpoBaTb HacTponkun OC;
" ICMONb30BaTb HEAOKYMEHTUPOBaHHble dupMoli-paspaboTumkom dyHkuum OC.

14.4. Mepbl no obecneyeHunto 3awmtbl oT HCA

Mpn ncnonb3oBaHun CK3WN fosKHbI BbINOAHATLCS creaylowmne Mepbl No 3awmte MHpopMaumm
oT HCA:

- Heobxoanumo pa3spaboTtaTb U NPUMEHUTb MOJIMTUKY Ha3HadeHnss M CMeHbl naponen (ans
Bxoga B OC, BIOS, npu wudpoBaHum Ha napone wm T.A4.), MCNONb30BaTb (PWUAbTPbl Naposien B
COOTBETCTBUM CO CNeAYyOLWMMM NpaBuIamMn:

" JIMHa Napond AOJ1>KHa 6bTb HEe MeHee 8 CMMBOJIOB;

"B Yyucsie CMMBOJIOB Mnapons ob6s3aTenibHO AOJ/KHbI MPUCYTCTBOBATb OYKBbl B BEPXHEM U
HMXKHEM permcTpax, undpbl 1 cneumansHole cumBonbl (@, #, $, & *, % n 1.n.);

" Mapo/ib He AOJIKEeH BKAo4aTb B cebs Nnerko BbMUCISIEMblE COYETaHUs CMMBOIOB (MMeEHa,
damunmmn n 1. 4.), a Takxe obwenpuHaTble cokpaweHnus (USER, ADMIN, ALEX nT. 4.);

" [PU CMEHEe Naposisi HOBOE 3HAa4YeHWe AOJ/IHKHO OT/IMYaTbCH OT MNpeabiayLllero He MeHee 4YeM
B 4-X NO3MUMEaX;

* INYHbIN naposb noJsib3oBaTe/lb HE UMEET MNpaBa coobwaTb HUKOMY,
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" MepMOANYHOCTb CMEHbI Mapons onpeaensieTcs NPUHATON MONUTUKOMN 6e3o0macHOCTH, HO
He JO/KHa npeBblwaTb 6 MecsueB.

— YKa3saHHasa nonutuka obs3aTesibHa A9 BCEX YUYETHbIX 3anuncei, 3aperncTpmpoBaHHbix B OC;

- CpeactBamu BIOS pomkHa 6bITb MCKOYEHA BO3MOXHOCTb paboTbl Ha M2BM c CK3U, ecnu
BO BpeMs €€ Ha4asIbHOW 3arpy3Ku He NMpoxoaaT BCTPOEHHble TeCThl;

-~ B kauecTBe Mepbl MO ycuneHuto 3awntel oT HCO cneayeT 3anpeTuTb COXpaHEHME MNapoJsiew,
ucnonb3dyembix B pabote CK3W. [Ona 3Toro npeanoyTUTEsSIbHEE BOCMO/Ib30BATbCA IPYNMoOBbIMU
NONIUTUKAMK, BKJIIOUUTb FPYNMNOBYIO MOMUTUKY «3anpeTuTb UCMOJSIb30BAHME COXPAHEHHbIX Maposnein»:

KoHdurypauums KoMmnbtoTepa\AAMUHUCTPATUBHbIE wabnoHbl\Knaccuyeckune aAMUHUCTpPATUBHbIE
wabnoHb\KPUMTO-MNPO\Kpunto-npo CSP

Nnu B BETKY CUCTEMHOrO peecTpa
HKLM\SOFTWARE[\Wow6432Node]\CryptoPro\Cryptography\CurrentVersion\Parameters
nob6aBuTb 3Ha4YeHue
DisableSavedPasswords (DWORD) = 1.

Mpn sakcnnyaTtauum CK3UN 3AMNPELLAETCHA:

— 0CTaBNATb 6e3 KOHTPOJIs BbMUCAUTESNbHbIE CPeACTBa, Ha KOTOPbIX aKcnayaTupyetcsa CK3WY,
rnocsie BBoAa Ko4eBOn MHpopMaumm nnbo MHOM KOHdUAEHUMANBbHON WMHGOpPMaLnNK;

— BHOCUTb Kakune-nmbo naMeHeHust B nporpaMMHoe obecnedeHue CK3U;

— OCYLLECTBNATb HECAHKUMOHUPOBAHHOE aAMMHUCTpATOpoM 6e30MacHOCTU  KOMUpPOBaHME
KJII0YEBbLIX HOCUTENEN;

— pasrnawaTtb COAEPXWMOE HOCUTEeNen KJ4yeBOW WHbopMauuM WM nepedaBaTb CaMu
HOCUTENW NULAM, K HAM He AOMYLLEHHbIM, BbIBOAUTb KJOUYEBYH MHMDOPMaUMUI0 Ha AUCMNER, NpUHTep
M T.M. MHble CpeacTBa OTOOpakeHus uHdopMaumm (3a UCKIYEHMEM CJlydaeB, NPeayCMOTPEHHbIX
[JaHHbIMWM MpaBunamn);

— UCMO/Ib30BaTb KJ/IIOUYEBbIE HOCUTENU B peXnMax, He NpeayCMOTPeHHbIX (OYHKLMUOHMPOBAHNEM
CK3Uy;

— 3annCbiBaTb Ha KJIHOUYEBbIE HOCUTEIN MOCTOPOHHIOW MHGOpPMaLNIo;
— MCMNOJIb30BaTb HECHEMHbIE K/HOUYEBbLIE HOCUTENN;

— BCTaBNSATb KJIKOYEBOM HOCUTENb B YCTDOVICTBO CYUTbIBaHUA B peXnMax, HE NMpeayCMOTPEHHbIX
WTAaTHbIM peXWMOM UCMOJIb30BaHUNA KIHOYEBOro HoCcuUTend,

- nogkntoyate K M2BM gononHuUTeNbHble YCTPOWCTBA M COEAMHUTENN, He NpeayCMOTPEHHbIe
LUTATHOW KOMMJIeKTaumnen;

— pabotatb Ha KOMMblOTEpe, €CAM BO BpeMs €ro HadasabHOM 3arpy3km He npoxoaut
BCTPOEHHbIM TecT O3Y, npeaycMoTpeHHbi B N2BM;

— BHOCUTb Kakune-nmbo naMeHeHunst B nporpaMMHoe obecneveHne CK3W;

— U3MEHSITb HAaCTPOWNKWM, YCTAHOBJIEHHbIE MPOrpaMMon yctaHoBku CK3U nanm aaAMMHUCTPaTOpPOM ;

— MCMNOJIb30BaTb CUHXPOMOCLUIKK, BbipabaTbiBaeMble He cpeacTBamu CK3U;

— obpabaTtbiBaTb Ha M2BM, ocHaweHHOM CK3U, nHdopMaumio, coaepxallyo rocyaapCTBEHHYIO
TanHy;

— ucnosnb3oBaTh 6biBWKe B paboTe KKOYEBble HOCUTENW ANS 3anncu HoBOoW mMHdbopMmauum 6es

npeaBapuTENIbHONO YHUUYTOXEHUST Ha HUX KJ4veBoW WHGopmauum cpeactBamm CK3UN  «Kpuntollpo
CSP» v 4.0 R4;

— OoCyllecTBNATb HECAHKUMOHMPOBAHHOE BCKPbITME CUCTEMHDbIX 6nokoB I'IaBM;

— MNPUHOCUTbL U  UCMONb30BaTb B  NOMeweHwn, rae pasMmeweHsl cpeactesa CK3U,
paanoTenedOoHbl U ApPYyrylo paauonepegarolwyto annapaTtypy (TpeboBaHMe HOCUT peKoMeHAaTesNbHbIN
XapakTtep);
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AAMUHUCTpaTOp 6€30MacHOCTM AO/IKEH CKOHMUIrypMpoBaTb OMepaLMOHHY0 CUCTEMY, B cpeae
KOTOpPOW nnaHupyeTcs mcnonb3oBaTb CK3M, M OCYLWECTBASATb MEPUOANYECKUIA KOHTPOSb CAENaHHbIX
HacTpOeK B COOTBETCTBMM CO CJieayowmMm Tpe6oBaHMAMM:

— HelonyCTUMO MUCMNONb30BaTb HECTAHAAPTHbLIE, U3MEHEHHblIE WKW OTNajo4Hble Bepcuun OC;

— HeobXxo0AUMO UCKJ/IUUTL BO3MOXHOCTb 3arpy3kuM U ucnonb3oBaHuss OC, OTAMYHOM OT
npeayCcMOTpPEeHHON WwTaTHOM paboToii;

— Heo6XoAMMO UCKKYUTL BO3MOXHOCTb YAAJIEHHONO YMpaB/ieHUs, aAMWUHUCTPUPOBAHUSA U
moamndumkaumm OC mn e€ HacTpoek;

—Ha M2BM poskHa 6bMb yCTaHOBNEHA TO/IBKO OAHA OnepauMoHHas cucTema;

- MpaBoM YyCTaHOBKM M HacTporhikm OC u CK3U pomkeH obnagatb TOMbKO aAMWMHUCTpATOp
6e3onacHocCTK;

— BCE Heucnosib3yemble pecypcbl CUCTeMbl HEOH6XOAMMO OTKAKOUYUTL (NPOTOKOJbl, CEPBUCHI U
T.M.);

— peXxumbl 6e3onacHoCcTK, peanmsoBaHHble B OC, A0MXHbI 6bTb HACTPOEHbl HA MaKCWUMasibHbIA
YPOBEHb;

— BCEM TnMoNnb3oBaTenssM W rpynnaM, 3aperncrtpumpoBaHHbiM B OC, HeobXxoANMO Ha3HauUTb
MMWHMMaNbHO BO3MOXHble AN1S HOpManbHOW paboTbl NpaBa;

— Heob6xoAMMO NpefyCcMOTpPeTb Mepbl, MakKCMMalibHO OrpaHuyMBalwLMe AOCTYMN K CAeAYHLWUM
pecypcaM cuUCTeMbl (B COOTBETCTBYHLLMX YCJ/IOBMSIX BO3MOXHO MOJSIHOE yAasieHMe pecypca Win ero
HENCMONb3yEMON YacTun):

" CUCTEMHBIN peecTp;

= hannbl U KaTanoru;

= BpEMEHHble dannbl;

" )XYpHasibl CUCTEMbI;

= (hbainbl NogKauku;

= K3Wnpyemasa unHdbopmaumna (naponv wu T.n.);
» OT/1laf04Has nHdopMaums.

Kpome BbllenepeyncieHHoro, HeobxoaMMo opraHuM3oBaTb CTMpaHue (MO OKOHYaHMWM CeaHca
paboTbl CK3WM) BpeMeHHbIX dannos un Gannos noakayvykun, GOpMUPYEMbIX WM MOANDULMPYEMBIX B
npouecce pabotbl CK3W. EC/m 3TO He BbINOSIHUMO, TO Ha XXECTKMA AMNCK AO/DKHblI pacnpoCTpPaHATbCS
TpeboBaHus, npeabsBAseMble K KA4YeBbIM HocuTenaMm (n.6.7 XTAWM.00087-01 91 01. PykoBoAcCTBO
aaMumHucTpaTopa 6e3onacHocTu obuwasa 4yacThb).

— OOJDKHO 6bITb  MCK/IIOYEHO MOMagaHuMe B CUCTEMY TMporpaMM, MO3BONIAOWMX, MOSb3YSACh
owmnbkamm OC, noBblLaTb NpPeAOCTaBJ/IEHHbIE MPUBWUIETUU;

— Heobx0AMMO perynsapHo ycTaHaB/MBaTb NakeTbl obHoBNeHuss 6e3onacHocTn OC (Service
Packs, Hot fix u T.n.), 06HOBNATb aHTUBUPYCHble 6a3sbl, a TakXe wuccnegoBaTb MHPOPMALMOHHbIE
pecypcbl MO BOMpPOCaM KOMMbIOTEPHON 6e30NacHOCTU C UeNbld CBOEBPEMEHHON MUMHUMMU3ALUMK
OMnacHbIX MNOC/EACTBUI OT BO3MOXHOro Bosaenctemsa Ha OC;

— B CNy4yae nogknatoyeHus MIBM ¢ yctaHoBneHHbiM CK3W k obwenocTynHbiM CeTAM nepenayu
AAHHbIX, HeobXoAMMO WCKIYUTb BO3MOXHOCTb OTKPbITUA U WUCMOMHEHUS GanioB U CKPUNTOBbLIX
obbvekToB (Hanpumep, JavaScript, VBScript, ActiveX), nony4yeHHbXx K13 06WEenOCTYMHbIX CeTeMn
nepegaym paHHblX, 6e3 nposBeaeHWs COOTBETCTBYIOLWMX MPOBEPOK Ha npeaMeT COoAEepXaHus B HUX
MPOrpaMMHbIX 3aKaagoK M BUPYCOB, 3arpyXaeMmbix 13 CceTu;

—npu ucnosnbzoBaHmn CK3W Ha M2BM, noakntoveHHbX K 06WenoCTYnHbIM CEeTSM CBA3M, C
uenblo  UCKYEHUA BO3MOXHOCTU HECaHKUMOHMPOBAHHOIO AO0CTyna K CUCTEMHbLIM pecypcaMm
MCMNONb3yeMbIX OMepauMnoHHbIX CUCTEM, K MNporpaMMHOMY obecneyeHuo, B OKPYXeHWN KOTOpOoro
dyHkumoHmpytoT CK3W, ©n Kk koMnoHeHTaM CK3M €O CTOpPOHbI YKa3aHHbIX CETEN AOJIKHbI
MCMONb30BaTbCSA AOMOSIHUTENbHbIE MEeTOoAbl U CpeacTBa 3awuTbl (HaNnpuMmep, yCTaHOBKA MeXCeTeB biX
3KpaHoB, opraHusauns VPN ceteit un 1.n.). MNMpn 3TOM npeanoyTeEHNE AO/HKHO OTAABATbCS CpeacTBaM
3aWunTbl, UMELWMM cepTudmKaT YNOJTHOMOYEHHOIO OpraHa no cepTudukKauumm;

— opraHvM3oBaTb M UCMOAb30BaTb CUCTEMY ayauTa, OpraHu3oBaTb perynsapHbii  aHanus
pe3ynbTaToB ayauTa;
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— OpraHu3oBaTb W UCMOJIL30BaTb KOMMIEKC MepOnpuUATUA aHTUBUPYCHOW 3aluUThbl;
— [O/MKHO 6bMb 3anpelweHo ncnonabsosaHne CK3U ana 3awunTtbl peyeBoit uHbopmauuu;

— po/kHa 6bmb 3anpeuweHa pab6ota CK3WM npu BkIOYEHHbX B [DBM wWTaTHbIX CpeAcTBax
Bbix0Aa B paauMoKaHa.

PekomeHayeTcs annapaTypy, Ha KoTopol ycTaHaBnmsaeTcsa CK3W, npoBepuTb Ha OTCyTCTBME
annapaTHbIX 3akKfiajokK.

14.5. TpeboaHusa no nogknouyeHuto CK3UN gnsa paboTbl No obwenoCcTynHbIM KaHanam
nepegavun AaHHbIX

1. Mopsigok  noakntoyeHns CK3M Kk KkaHanam  CBS3M  OO/XKeH 6bMb  onpeaeneH
3KCMNyaTUpyoWe opraHusaumen. JIMLuoM, OTBETCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no
06WenoCTyMNHbIM KaHanaM, Kak npaBuio, A0J/XeH 6biTb aagMUHUCTpaTop 6e30MacHOCTM.

2. Mpu nogkntoyeHun CK3U Kk o6WwenocTynHbiM KaHanaM nepefayun AaHHbIX [O/KHA 6biTb
obecneyeHa 6e30MacHOCTb 3allMLUIEHHOM CBS3W. Mpy 3TOM LOMKHbI 6bITb ONpesesneHsbl:

- Nopsagok noagkndveHns CK3UM Kk KaHana.
— BblzeneHo nuuo, oTBeTCTBEHHOE 3a 6e3onacHOCTb paboThl MO 06WEeAO0CTYNMHBIM KaHanam.
— Pa3paboTaH TMNOBOW persaMeHT 3alUULLEHHON CBS3M, BK/OYAIOLLNIA:

" MONNTMKY 6€30NacHOCTM 3aLULLEHHON CBSA3MN.

',CI,OI'IYCTVIMbIr/’I COCTaB MpuKNaaHbIX MporpaMMHbIX CpeacTB, A/ KOTOPOro AO0J1IXHO 6bITb
nccnenosaHo M 060CHOBaHO OTCYTCTBUE HEratTMBHOro BJINAHUA Ha CK3M no KaHany
nepenayn AaHHbIX.

" lepeyeHb A0NYCTUMbIX CeTeBbIX MPOTOKOOB.
" 33lUTY CeTeBbIX COeANHEHNIN (NepeyeHb AOMYCTUMbIX CETEBLIX SKPAaHOB).
" CUCTEMY U CPEeACTBA aHTMBUPYCHOM 3aLmnThl.

3. MepeyeHb cTaHaapTHbiX cpeacTB OC, MOXeT BKAYaATbCA AAMWHUCTPATOPOM B TUMOBOM
pernameHT 6e3 npoBeAeHUs AOMNONHUTENbHbIX UCCMea0BaHUI NO oueHKe MX BAMaHMSA Ha CK3WU. MMpwu
3TOM [OJIKHbl BbINOMHATLCSA Criefyloume yCcnoBus:

— CBOeBpeMeHHoe 06HOBJIEHME MPOrpaMMHbIX CPeACTB, BKJIKOYEHHbIX B COCTaB perfaMeHTa;

— KOHTPOJIb cpeabl PyHKUMOHMpoBaHma CK3WU;

— onpejeneHne U KOHTPOJIb 3a UCMNOIb30BaHMEM CETEBbIX NPOTOKOJIOB;

— cobnogeHne npasun nonb3oBaHmsa CK3U u cpeabl dyHKumnoHnposaHus CK3U.

4, lomxeH ©6bmb obecneyeH OpraHM3aUMOHHO-TEXHUYECKUA  KOHTPOSb  3aMpoCoOB  Ha
yCTaHOBJIeEHNe coeanHeHus aboHeHTOB Mo mnpoTokony TLS ¢ ucnonb3oBaHMeM 3deMepHbIX Kto4ven,
MUCKJ/II0YaoLWNIA BO3MOXHOCTb MCMNOAb30BaHMS abOHEHTOM He cBOouX aTpubyToB coeaunHeHust (Takue,
kak Client_Id wn 1.n.).

5.Mpn  wucnonbzosaHnn CK3M ¢ ApyrMMn  CTaHAApPTHbIMW  NPOrpaMMHbIMW  CpefcTBaMu,
BO3MOXHOCTb noakntodeHns CK3UM Kk obwenocTynHbIM KaHanaMm nepegavn AaHHbIX A0/KHA 6bmb
onpegeneHa TOMbKO Mocne npoBeAeHUs AOMOSIHUTENbHbLIX UCCNefOBaHUN C OLEHKOM HEBO3MOXHOCTU
HEraTUBHOIO BJ/IMSHUSA HapywuTens Ha @yHKUMOHupoBaHme CK3U, wncnonb3yrowero BO3MOXHOCTHU
06LWenoCTyNHbIX KaHasos.

14.6. TpeboBaHUs No ucnonb3oBaHuio B CK3W nporpaMMHO-annapaTHbIX CPeACcTB 3aluTbl OT
HCO

B kayecTBe nporpaMMHo-anmnapaTHbIX cpeacTs 3awuTbl oT HCA B CK3U MoryT ncnosb3oBaTbCs
MporpaMMHo-annapaTHbih koMmnnekc <«KPUMTOH-3AMOK», 31eKTpOHHbIM 3aMok <«Cobonb», AM[3
«Akkopa» un AMMA3 «MAKCUM-M1». UpeHTUdUKAUMOHHbIE AAHHbIE YKa3aHHbIX CPeAcTB npuBedeHbl
B AokyMeHTe «XKXTAN.00087-03 30 01. Kpuntollpo CSP. ®opmynsap», n.3.10.
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14.6.1. DneKTpOHHLIM 3aMok «Cobosb»

Cuctema 3J'IEKTp0HHbIl7I 3aMOK nMnpegHa3HadeHa An4d opraHunsaunn 3aluTbl KOMMNObKOTEPaA OT
BXo4a MOCTOPOHHUX nonb3oaTtenen. lMoa NMOCTOPOHHMMU MONIb30OBATENAMU NMOHNUMAKOTCA BCE Jinla, HE
3aperncTpmpoeaHHble B CUCTEME 3J'IEKT|DOHHbII7I 3dMOK KaK noJsib3aoBaTtesin AaHHOro KOoMMbOTEPA.

DNeKTPOHHbIM 3aMok «Cobosib» mcnonb3yercs Ha nnatdopmax
— Windows;

— Linux;

— FreeBSD.

DNeKTpOHHbIM 3aMok «Cobonb» obecneymBaet:

— perncTpaumio nosib3oBaTenemn KoMMbloTEpa " Ha3Ha4eHue M nepcoHanbHbIX
MAEHTU(HMKATOPOB U Maposien Ha BXO4 B CUCTEMY;

—3anpoc  MNepCoHanbHOro  uMaeHTUdMKaTopa M Maposs nonb3oBaTens npu  3arpyske
KoMnbloTEpPa;

— BO3MOXHOCTb 6/10KMpOBaHUA BXOAa B CUCTEMY 3aperncTpupoBaHHOIO Nosb3oBaTens;

— BeAeHMe CUCTEMHOr0 XXypHana, B KOTOPOM MPOM3BOAUTCHA perncrpaumns cobbmui, MMerwmx
OTHOLWeHMe K 6e30MacHOCTN CUCTEMBI;

— KOHTPOJ1b LLe/IOCTHOCTK (painoB Ha XeCcTKkoM aucke (tonbko B OC Windows);

— KOHTPOJIb LLeJTIOCTHOCTU (PU3NYECKNX CEKTOPOB XeCcTKoro amcka (toneko B OC Windows);

— annapaTHYl 3aluTy OT HECAHKLUMOHMPOBAHHOM 3arpy3Ku onepaunoHHOMW CUCTEMbI C TMBKOro
ancka n CD-ROM aucka.

YcTaHOBKa M HacTpoiKa 3/1eKTPOHHOro 3aMka Ha APM nonb3oBaTens AoskKHa NpovM3BOAUTLCS B
COOTBETCTBUM C 3KCMyaTauMoOHHOW AOKyMeHTauwen. MNepen akcnayaTaumeni 3N1E€KTPOHHOIo 3aMka B
coctaBe APM nonb3oBaTtens HeobxoAUMMO O03HAKOMUTbCS C KOMMIEKTOM AOoKyMeHTauun (B
COOTBETCTBMM C nacrnoptom YBAJ1.00300-58 MNC) Ha AaHHbIA KOMMNIEKC U NPUHATL peKoMeHAyeMble B
OOKYMEHTauMn 3alinTHble OpraHu3auMoHHble Mepbl.

HacTpoiika  3/IeKTPOHHOrO  3aMka Ha  TpebyeMyl  KOHDUrypauuio  BbINOSHAETCS
aAMVHUCTpaTopoM 6e3onacHoCTU. HacTpoika J[o/mKHa WCKAYaTb BO3MOXHOCTb BMeELLATENbCTBA
nonb3oBaTesis B MNpoLecChbl 3arpy3ku onepaunoHHOMW cucTembl M npuknagHoro MO v npoBepku
L,e/IOCTHOCTU MPOrpaMMHON cpeapl.
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15.TpeboBaHunsa no KpunTorpadpuyeckon 3aumnTe

JOoMXKHbI BbINOMHATLCS cheaytowme TpeboBaHWs No Kpuntorpacduyeckon sawmre:
1. cnonb3oBaHMe TOJIbKO JIMLEH3MOHHOIO CUCTEMHOMO NMPOrpaMMHoOro obecnevyeHus.

2. HacTponkn onepaunoHHbIX cuctem ana pabotel ¢ CK3W, BkAO4YeHHble B crnegyouwme
OOKYMEHTbI:

XKXTAN.00087-03 91 02 PykoBoACTBO agMuHMUCTpaTopa 6esonacHocTn. Windows,
XTSAN.00087-03 91 03 PykoBoACTBO agMMHUCTpaTopa 6esonacHocTU. Linux,
XKT5AN.00087-03 91 04 PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu. FreeBSD,
XTAN.00087-03 91 05 PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTu. Solaris,
XKXTAKN.00087-03 91 06 PykoBoaCTBO aAMUHUCTpaTopa 6e3onacHocTu. AlX,
XKXTAN.00087-03 91 07 PykoBoacTBO aaMUHUCTpaTopa 6e3onacHocTn. Mac OS,
XKTAN.00087-03 91 08 PykoBoacTBO agMMHUCTpaTopa 6e3sonacHocTu. iOS.

XKTAN.00087-03 91 09 PykoBoAcCTBO agMMHUCTpaTopa 6e3onacHOCTU. BupTyanbHble cpeapl.
XKTSAM.00087-03 91 10 PykoBoacTBo agMMHUCTpaTopa 6e3onacHocTu. Sailfish.

3. Mpn wmHcTannsauum CK3W pomkHbl 6bmb ob6ecnedeHbl OpraHM3auMOHHO-TEXHUYECKME Mepbl
Mo UCKJTIOYEHUNIO noagMeHbl AucTpubyTmBa u BHeceHus nameHenmn B CK3W nocne yctaHoBKMW.

4. IcknoyeHne wmn3 nporpamMmHoro obecnedeHuss M2BM ¢ ycTaHoBneHHbiM CK3W cpeacTs
oTNaaKu.

5. CK3M pomkHO  uMCnonb30oBaTbCA CO  CpeAcTBaMM  aHTUBUpPYCHoOM  3awuThl.  Knacc
QHTMBUPYCHbIX  CpeacTB 3aWunThl  onpeaenseTcs YyCNOBUAMMU skcnayaTauum CK3M B
aBTOMaTMU3NPOBAHHbIX CUCTEMAX.

6. KnoueBas mHdopMaumna aBnseTcs KOHbDuaeHUanbHON.

7. BHewHs1s ramma, wucnofsblyemas pAafs WHMUManmMsaumm CcoCcTOosiHUMS nporpammHoro [CH,
ABNSIeTCA KOHMUAEHLUMANbHOMN.

8. Maponb, WCNoONb3yeMbii AN ayTeHTUdUKauuM nonab3oBaTenen, AO/MKEH YAOBETBOPATb
TpeboBaHuam n. 15.4.

9. NepnoaANYHOCTb TECTOBOIO KOHTPONSA Kpuntorpaduyeckmnx GyHKuui - 10 MUHYT.
10. BExxecyTo4yHasa nepesarpyska 2BM.

11. NepmnoagnmyHoCTb oOcCTaHoBa [19BM ¢ oba3aTenbHON MpPOBEPKOM CUCTEMbl OXaXAeHus
rnpoueccopHoro 6noka N3BM - 1 mecsauy.

12. 3anpewaeTcs WUCNoAb30BaTb pexuM npocTtoi 3aMeHbl TOCT 28147-89 pgnsa wudpoBaHus
MHpOpMaLKMM, KpoMe KItoHeBOW.

13. Npn dyHKUMOHUpoBaHMM CK3W  #onkHbl BbINOMHATLCS TpeboBaHMA 3KcnayaTauWoOHHOMN
AOKYMeHTaumn Ha ucnonbsyembii MAK 3awmtel ot HCA.

14. Jo/mkHO 6bITb 3anpelweHo ucnonb3oBaHue CK3UM ans 3awmTbl pedyeBoi MHdOpMauum 6e3
nMnpoBeAEeHNs COOTBETCTBYHOLWMX AOMNOSHUTENBHBIX MCCNeA0BaHUNM.

15. JomkHa 6bmb 3anpeweHa pabota CK3UM npu BkA4YeHHbX B [29BM wTaTHbIX CcpeacTBax
BbIXx04a B paavoKaHars.

16. KOHTpOsieM UEeNOCTHOCTM JAO0/MKHbl ObMb OxBaueHbl (annbl, YKasaHHble B pasjenax
«TpeboBaHusa no kKpuntorpaduueckon 3sawmurte» gokymeHtoB XTHAN.00087-03 91 02, XTHAWU. 00087-
03 91 03, XT51.00087-03 91 04, XTAN.00087-03 91 05, XKTHAN.00087-03 91 06, XTAN.00087-03
91 07, XXTAN.00087-03 91 08, XKTAMN.00087-03 91 09, XTAN.00087-03 91 10.

17. 3AMNPEWAETCA ncnonb3oBaHme 6ecnpoBOAHbIX KNaBMaTyp WU KOMMbIOTEPHbIX MbILEN.
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16. TpeboBaHus no BCTpamBaHuo 1 ncnonbsosaHuto MO CK3U

BcTpavBaHne CK3M B 3auwuilaeMbie MHDOPMALMOHHbIE CUCTEMbI AO/HKHO MNPOU3BOAUTLCA B
cooTBeTcTBMM C lMonoxeHnem MNK3-2005. BcTpavBaHWe AO0KHbl NPOBOAMTbL OpraHusauunu, MMeroLine
JIMLLEH3MIO Ha NpaBoO MpoBeAeHUs Takux paboT.

Ans obecneyeHuns 3alunThbl 3JIEKTPOHHbIX AOKYMEeHTOB n co34aHungd 3alULLEHHON
aBTOMaTVI3MpOBaHHOl7I CUCTEMbl B MNepBYH o4epeab WCNOJb3YIHTCA KpVIﬂTOFpad)I/Il-IeCKVIe MeToAbl
3alnTbl, KOTOpble MO3BONAKOT obecneunTb 3alWnTy LLEeNOCTHOCTU, aBTOPCTBaA U KOH(bVI,CI,eHLI,VIaJ'IbHOCTVI
3ﬂeKTpOHHOl7I VIHd)OpMaLI,MM M peanmnsosatb MUX B BuUAE MNPOrpaMMHbIX WM annapaTHbIX CpeacTs,
BCTpanBaeMbIX B aBTOMATU3NPOBAHHYKO CUCTEMY.

Mpu co34aHuM 3aWMULLEHHON MHMOPMALMOHHOM CUCTEMbl AO0/KHbI ObTb onpeaesieHbl MoAesb
BO3MOXHbIX Yrpo3 M nosuMtuka ee 6e3onacHoCcTUM. B 3aBucMMOCTM OT NOAMTUKM 6e30MacHOCTU
onpegensietca HeobxoamMbim Habop KpunTorpaduuecknx yHKLUUA U OpraHu3auMnoHHO - TEXHUYECKUX
Mep, peanu3yeMblX B CO34aBaeMOl CUCTeMe.

OyHkumn CK3W npu BCTpamBaHMM B nNpuKIagHoe nporpamMmHoe obecrnedeHne MoryT Obmb
MCNOJSIb30BaHbI:

1. Yepe3s wuHTepdenc dyHkumn CryptoAPI 2.0, 4TO no3BoNseT nNpPUMEHSATb BeCb
WHCTPyMeHTapuin dupmbl  Microsoft. [Onsa 3Tux uener paspaboTumku MOryT BOCMOJIb30BaTbCSA
nporpaMMHOM AOKyMeHTauwuen, cogepxauwenca B MSDN (Microsoft Developer Network), a Takxe
noctaenseMbiMm TecTtoBbiM [O; Ha Unix-nnatdopmax (Linux, FreeBSD, Solaris) uepe3 wuHTepdeliic
6unbnunotekun capilite.dll, spnawowencs noamHoxxecTBoM MHTepdeinca CryptoAPI 2.0. Ang aTux uenen B
KOMMAEKT NnocTaBku BkodaeTcsa AokyMeHT XTAN.00087-03 96 01 «Kpuntollpo CSP. PykoBoacTBO
nporpaMmmucTa».

2. HenocpeactBeHHbiM BbBOBOM dyHKUMA CK3W nocne 3arpy3kum moaysns C MCMNOMb30BaHWEM
dyHkumn LoadLibrary. [Insa aTux uenen B KOMMAEKT MNOCTaBKU BKAoUYaeTca AoKyMeHT XTAN.00087-
03 96 01 «Kpuntollpo CSP. PykoBOACTBO nNporpaMMUCTa», OMNUCHIBAKOLWMA COCTaB QYHKUMA W
TecToBoe [O.

3awuTta OT 3akjagoK, BUpPYCOB, MOAUUKALMUM CUCTEMHOrO U npuknaaHoro MO AoKHa O6bIMb
obecneyeHa NCNoNb30BaHNEM, CPeACTB aHTUBMPYCHOW 3alUUTbl U OPraHM3aLMOHHbLIX MepOoMnpUsITUA.

MpaBuna BCcTpamBaHUA U Ucnoab3oBaHusa CK3U

Mpn BcTpamBaHmm CK3U «Kpuntollpo CSP» B npuknagHoe nporpamMmHoe obecnedeHne wnam
MUCNO/b30BaHUM €ro B COCTaBe CTaHAapTHOro npuknagHoro MO A0/MKHbI BbINOAHATLCA Cleayloume
TpeboBaHUs:

1. Mpn  MCMNONb30BaHUM OTKPLITOrO K/oYa WM Kao4ya npoBepku M A0/MKHbI  6bITb
obecneveHbl ero aBTopusaumnsi, JOCTOBEPHOCTb, LLEIOCTHOCTb U MAEHTUYHOCTb.

2. Mpn  uncnonb3oBaHMM CcepTUdUKATOB OTKPbITbIX KJKYer W Kaw4ver npoBepku 3,
3aBepeHHbIX MOAMUCHID AOBEPEHHOM CTOPOHbI, Ao/mkHa 6bmb obecneveHa 6e3onacHas AocTaBka M
XpaHeHune cepTudukata Ka4va AOBEPEHHOW CTOPOHbI, C WCMOJIb30BaHMEM KOTOPOro MpOBEPSATCS
OoCTanbHble cepTudmKkaTbl Katodver npoeepku 3l nonb3osatenen (KopHesoro ceptudukaTa).

3. KpunTtorpadunyeckoe cpeacTtBo, C MOMOLLbID KOTOPOro MNPOU3BOAUTCS 3aBEpPEHUE KITHOUEN
npoBepkn Ol, OTKPbITbIX KJ/HOUYENW WM  CNPAaBOYHMKOB OTKPbITbIX KJKOYEN, AO/KHO ObMb
cepTUdULMPOBAHO MO K/lacCy, COOTBETCTBYOLWEMY MPUHATON MONUTMKE 6€30MacHOCTM.

4. ina oT3biBa (BbBOAA W3 AEUCTBUSA) OTKPbITbIX KAKOYEN U KAouyein nposepku M1 AOMKHbI
MCMONb30BaTbCsl CpPeACcTBa, MO3BOJISKOWME MNPOM3BECTM aBTOpM3auMilo oOT3biBatowero nuua (B 3TUX
uensax AosmkeH 6bMb MCMNOMb30BaH CMMCOK OTO3BaHHbIX cepTuduKaToB, 3aBepeHHbii DI gJoBepeHHOoM
CTOPOHDI).

5. Mpu BbzoBe [lpunoxeHneMm dyHkunn CK3W B npukiagHOM nporpaMMHOM obecnedyeHun
[O/KHa 6bTb MpeayCMOTpeHa NpoBepKa KoAa 3aBeplUeHNs Bbi3biBaeMoOn (YHKLMK.

17.1 TpeboBaHus no BcTpamBaHuo moaynen «Kpunrtollpo IPSec».
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C wucnonb3oBaHWeM Moaynei IPSec ocywecTBAsieTcs 3awWwuTa MHGoOpMauuu Mpu Bbixoae B

KaHan CBsA3W, MO3TOMY BCTpamMBaHWEe AaHHbIX MOAyfNel paBHOLEHHO pa3paboTke CaMOCTOSATENbHOro
CK31 » gonkHO npoBoAUTbLCS B cooTBeTCTBUM C MK3-2005.

B coctaBe CK3WN «Kpuntollpo CSP» v 4.0 R4 He Bce pexwumbl mogynen IPSec npownu
cepTudumkKauuo, 3TO OTHOCUTCHA K pexumaMm ayTeHTudwukaumm GSS_API 6ubnuotekm libike_gost

(cpike_api) nopgaoepxkmn npotokona IKE u Kk pexumam moayns esp_gost (cpesp_drv) npotokona ESP.
CepTudukaumnsa gaHHbIX PEXMMOB AOJ/HKHA NPOBOAUTLCS B cOocTaBe pa3spabaTbiBaeMbix CK3U.
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29.

30.

JlutepaTypa

®enepanbHbIi 3aKoH 0T 06.04.2011 N2 63-03 «O6 31eKTPOHHON MoANUCU>» ;

®epepanbHbii 3aKOH 0T 27.07.2006 N2 149-03 «O6 nHdopmaumm, nHdopMaLLMOHHbIX TEXHOIOMUSAX U O
3awWwunTe nHdopmaLmn>»;

FOCTP 28147-89. «Cucrembl 06paboTkm nHdopmaumnmn. 3awmnta kpuntorpadumdeckas. Aropmtm
KpunTorpadunyeckoro npeobpasoBaHnsa»;

FTOCTP 34.10-2001. «<MHPopMaumnoHHas TexHonorms. Kpuntorpadguyeckas 3awmta nHdopmaumu. Mpouecchl
¢ OpMMPOBaHNSA U MPOBEPKU DNEKTPOHHOM LLMPOBON NOANNCK>»;

FOCTP 34.10-2012 «NHdpopmaunoHHas TexHonorusa. Kpuntorpadunyeckas 3aw mra nHdopmaunmn. lNMpou eccsl
(b OopMMPOBaHUSA U MPOBEPKU SNEKTPOHHOM LLMGDPOBON NOANUCK> ;

FOCTP 34.11-94 «NHdopMaumoHHasa TexHonorusa. Kpuntorpaduyeckas 3awmTa MHdopmMaumm. ®yHKUNS

X3 WMPOBaHUS>»;

FTOCTP 34.11-2012 «NHdopmaumoHHas TexHonorus. Kpuntorpaduueckas 3aw uta nHdopmaunn. ® yHKL 1S
X3 WMPOBaAHUS»;

Mpnka3z ®CBEP® o1 09.02.2005N? 66 «O6 yTBep>xXaeHuM MonoxeHns o pa3paboTke, NpON3BOACTBE,
peanusaunn n akcnayataunm wndposBanbHbIX (KpunTorpadpuyecknx) cpeacTB 3awmnTbl MHO OpmMaumm
(MonoxeHune MK3-2005)»;

XKTAN.00087-03 30 01. «Kpuntollpo CSP». ®opmMmynsp;
XKTAN.00087-03 90 01. «Kpuntollpo CSP». OnucaHue peanusauuu;

XKTAN.00087-03 91 02. «KpunTtollpo CSP». PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu. Ucnonb3oBaHue
CK3U noa ynpasneHunem OC Windows;

. XKTAN.00087-03 91 03. «Kpuntollpo CSP». PykoBoACTBO agMUHUCTpaTopa 6e3onacHoCTu. Mcnonb3oBaHue

CK3U noa ynpasneHmnem OC B OC Linux;

XTAN.00087-03 91 04. «Kpuntollpo CSP». PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTu. Mcnonb3oBaHue
CK3U noa ynpasneHuneM OC FreeBSD;

XTAN.00087-03 91 05. «Kpuntollpo CSP». PykoBoACTBO aAMUHUCTpaTopa 6e3onacHocTu. icnonb3oBaHue
CK3WM noa ynpasneHunem OC Solaris;

XKTAN.00087-03 91 06. «KpunTtollpo CSP». PykoBoACTBO agMMHUcTpaTopa 6e3onacHoctu. Ucnonb3oBaHue
CK3U noa ynpasnennem OC AIX;

XTAN.00087-03 91 07. «Kpuntollpo CSP». PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu. Micnonb3oBaHue
CK3W noa ynpasneHunem OC Mac OS X;

. XTAN.00087-03 91 08. «KpunTtolpo CSP». PykoBoACTBO agMUMHUCTpaTopa 6e3onacHocTu. Micnonb3oBaHune

CK3U noa ynpasneHuem OC i0OS;

XTAN.00087-03 91 09. «Kpuntollpo CSP». PykoBoACTBO agMUHUCTpaTopa 6e3onacHoCcTu. Micnonb3oBaHue
CK3W B BMpTYyasnbHbIX cpeaax;

XKTAN.00087-03 91 10. «KpunTtollpo CSP». PykoBoAcTBO agMMHUCTpaTopa 6e3onacHocTu. Micnonb3oBaHne
CK3WU noa ynpasneHuem OC Sailfish;

XTAN.00087-03 92 01. CK3U «Kpuntollpo CSP». UHCTpyKUKNS no ucnonb3sosaHuo Windows;

. XT5M.00087-03 93 01. CK3U «KpunTtolpo CSP». APM Bblpab0TKN BHELIHEN raMMbl;
22.
23.
24.

XTAN.00087-03 96 01. «Kpuntollpo CSP». PykoBoACTBO NporpaMMmcTa;

OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1);

ITU-T Recommendation X.509: Information Technology - Open Systems Interconnection - The Directory:
Authentication Framework, Oct 2012;

RFC 3280, «Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile», April 2002;

RFC 3369, «Cryptographic Message Syntax» (CMS), August 2002;

RFC 4357, «Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R 34.10-94, GOSTR
34.10-2001, and GOST R 34.11-94 Algorithms», Jan 2006.

RFC 4490, «Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001
Algorithms with Cryptographic Message Syntax (CMS)», May 2006.

RFC 4491, «Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile», May 2006.

YBeagomneHme o6 opraHmsaumm nepexola Ha UCMOJb30BaHUE CXeMbl 3/IEKTPOHHOM noanucm no NOCT P
34.10-2012 «WHdpopMaumoHHasa TexHonormsa. Kpuntorpaduyeckas sawmta uHdopmauwu. lMNpouyeccol
¢dopMMpOBaHNA W MNPOBEPKU  3/EKTPOHHOM uUudpOBON noaAnucU»  [DNEKTPOHHLIN  pecypc].
Pexwum gocryna: https://sc.minsvyaz.ru/media/docs/Uvedomlenie_o_plane_perehoda_GOST2012_1.pdf
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MpunoxxeHwune A.

AKT roTOBHOCTU K paborTe.
YTBEPX[AIO

(pomkHOCTB)

(HanmeHoBaHWe yuypexaeHus)

(noanucs, ®N0O)

rOTOBHOCTMU K paboTec
(HanMeHoBaHME y4pexaeHns) (HanMeHoBaHNSA U3anennin)

c" " 201__r.

Komncecma B coctase npeacepatens N 4YNneHoB,
(momKkHOCTB) (©.1.0.)

KOMMUCCUN, Ha3HaYEeHHas COCTaBusla HaCTOSALWMIA aKT O TOM, YTO

(Nnpuka3 0 Ha3Ha4YeHun)

NoMeLL EeHNE 3 KCNJTyaTUPYHOLLErO OpraHa , pa3MelleHHoe ,

(Ha3BaHue) (ampec)

XpaHuUnniia Kno4yeBbiX HOCMTeﬂeVI, OXpaHa rnoMeLLeHnAn n NoArOTOBIEHHOCTb COTPYAHUKOB K 06 CNy>KUBaHUIO

(obopynoBaHue)
COOTBETCTBYIOT:

(FOCT, MHCTpPYKLMSA, pYKOBOASILLME 4OKYMEHTbI, MPaBu/ia NOSb30BaHNSA U T.M.)
Komncemsa otmedaet, 4To nHctannsaums NO BbilleynoMSHYTbIX U34e1i NpoBeAeHbl B COOTBETCTBUU C

(MHCTpPYKUMN)

BbIBOZ: KOMUCCUSA CYUTAET, UTO O6BEKT oTBeYaeT TpeboBaHUAM
Ha3BaHue ob6bekTa

(Ha3BaHME MHCTPYKUUK)

no o6ecneyeHnto 6e30MacHOCTX MO YPOBHIO N MOX eT 6bITb BBELEH B i€ NCTBUE.
Mpeancepnarens:
(noanuce) (®.1.0)

YneHbl KOMUCCUN:

(noanuce) (©.11.0)

(noanmuce) (©.11.0)

(noanmce) (©.1.0)
M.
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MpunoxeHwue b.

XypHan pernctpauum agMMHUCTPATopoB 6€30MacHOCTM U Nonib3oBaTenem

.1.0.
aIMMHMC TpaTopa [IpuMeua Hue
" p p IaTa IaTa p
n/n | OpraHmMsaums ©e30Mnac HOCTHU IlaHHBIE PpeTrucC Tpauumn (mosib30BaTEND,
perucTpauuy | BHOBTHUS
OJIL30BaTeNd aIMUHMC TPaToOpP)
CUCTEMEBL
AOMMHMC TPATO
1 CuzmopoB A. A. HEeT 21.01.2010 . P p
06es30MnacHOCTU
[IoUTOBHIM ampec:
a.sidorov@acme.ru Oneparop
2 VBaHos M. U. ) ) 01.02.2010 pacuyeTHOM
JOJIKHOC Th ©
CUCTEME
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>KypHan nonb3oBaTtensa cetu

MpunoxeHne B.

n/no

IaTa
Bpewma

o.71.0.
IIOJIB30OBATEIIA
CUIC TEMBL

Cobrurre

I onosHUT esIb Hele O aHHBE

[IpnMeuaHve
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MpunoxeHwue I.
«YpoctoBepstowmn ueHTp «Kpuntollpo YL»

MporpaMMHbIi  KOMNNekc <«Ypoctosepsawwmn LeHtp «Kpuntolpo YL» npeaHasHaveH Aans
BbINO/THEHNSA  OPraHU3aLuMOHHO-TEXHUYECKUX  Mepornpuatuii  no  obecnedeHuio  nosib3oBaTeneln
Yaoctosepswwero LleHTpa Kak opraHvsauun cpeactBaMu M cneuymdukaumsMm Ans MCrosib30BaHus
CEepTUPUKATOB OTKPbLITbIX KJIHOYEN B Lienax:

— KOHTPONS LESIOCTHOCTU 3JIEKTPOHHbIX [JOKYMEHTOB, MNepeAaBaeMbiX B aBTOMATU3MPOBAHHbIX
MHMOPMaALMOHHBIX CUCTEMaX;

— KOHTPOSS LeOCTHOCTU Ny6NUYHBbIX MHGOPMaLUMOHHbLIX PECYpCOB;

— NpOBEPKU NOAJIMHHOCTHU B3aVIMO,CI,el7ICTBYIOLL|,MX nporpaMMHbIX KOMMNOHEHTOB n
KOHq)VI,D,eHLI,VIaJ'IbHOCTVI nepenaBaeMbiX AaHHbIX MPpU VIHCbOpMaLI,MOHHOM B3aMMOAENCTBUNU;

— CO034aHnda CUCTEMbI OPpNANYECKHU 3Ha4YMMon 3J'IeKTp0HHOI7I noannMcum B CUCTeEMax 3/1EKTPOHHOIO
AOKyMeHTo0b60poTa;

— obecneyeHns 6e30MacHOCTM M pasrpaHUYeHuss AOoCTyna npuv B3auMOAEeUCTBUMU CyObeKToB
aBTOMATU3MPOBAHHbIX MHMOPMALMOHHBLIX CUCTEM;

— CO34aHuna nepapxumyec Komn CNCTEMbI ynpaB/ieHUsA K/to4aMu noanncu CYG'beKTOB
dBTOMATU3NPOBAHHbBIX MHCbOpMaLWIOHHbIX CUCTEM.

MporpaMMHbIM KOMMnekc «YaocTtoBepswwmin LeHtp «Kpuntolpo YL » obecneumnBaet:
— Peanusauuio poneson Mmogenun ynpasneHnsamm obbekTammn «Kpuntolpo YLi»;
— CozgaHne NHdpacTpyKTypbl YA0CTOBEPSAOWMX LLeHTpOoB, NOCTPOEHHbIX MO:
" yepapxuyeckon moaenw;
= ceTeBOM (MOCTOBOM) MOAENM.
— AyauT cobbmuii, CBA3aHHbIX C 3KCMyaTaunen nporpaMMHOro KoMnaeKkca;

— Peanusauunio mMexaHmaMa 3aHeceHus B cepTudukaT kw4da nposepku Sl noannucu cBeneHui
06 OTHOWEHUAX, MpU KOTOPbIX INEKTPOHHLIN AOKYMEHT WMeEeT puUANYECKY cuny, un obnacrtax
npUMeHeHns cepTudukaTa;

— BepeHus peecTpa 3aperncTpupoBaHHbIX MoOJsib3oBaTeNeNn;

* BbinonHeHWe npoueaypbl perncTtpauum nonb30oBaTens B LEHTPASIM30BAHHOM peXuMme C
NpubbITNMEM perncTpupyeMoro nosib3oBaTens B YA0CTOBepAoLWmMiA LieHTp;

* BbinosiHeEHME npoueaypbl perMcTpaumm nofb3oBaTeNs B pacnpeaeneHHoM pexume 6e3
NpUGLITUS PErMCTPUPYEMOro nosib3oBaTens B YaocToBepsitowmii LleHTp;

= BuinofiHEHME MpoLeaypbl yAaneHus nofib3oBaTeneil M3 peecTpa nonb3oBaTenei no
3anpocaM aaAMUHUCTpaTopa YaocToBepstowero LieHTpa;

» BoinosIHEHWE nMpoueaypbl ypaneHuss nosib3oBaTenieli M3 peecTpa Mojb3oBaTeNen B
aBTOMaTM4YECKOM pexunMme;

— FeHepauma knw4elr noanucu n wmdposBaHus

* BoinosIHEHWE npoueaypbl reHepauunm JNYHbIX Kader DM u kawoyen nposepku 3 u
Koyen wnuppoBaHMs Mosb3oBaTesns Ha paboyeM MecTe nonb3oBaTens;
* BoinosIHEHWE npoueAypbl reHepauuum AudHbIX kKaden 2SI un knwodenn nposepkn M wm
Kn4yen wmdpoBaHMa Ha pabodyeM MecTe agMMHUCTpaTopa YaocTtosepstwero LleHTpa;
= BbiNOAHEHME nMpoueaypbl FeHepauum nAudHbIX Kawden M mn kawden nposepku Il
yNO/IHOMOYEHHOro nuua ygoctosepstowero LeHTpa;
* BoinosIHEHWE nMpoueaypbl reHepauum NudHbIX Kaoder DI u knwoden nposepkun 3l
YMNOSIHOMOYEHHOIro Nuua Nog4YMHEHHOro YaocTtoBepswuwero LleHTpa;

— BepgeHne peecTpa 3anpoCcOB W 3asBNEeHW Ha cepTuduKkaTbl OTKPbITbIX KAKOYENn U KAKYeWn

rnposepkn Il B 31€KTPOHHOM Buae:

» DOpMMPOBaHME 3anpoca Ha cepTuduMKaT HOBOro Kikouva npoBepkun I Ha paboyeM mMecTe
nonb3oBaTens;
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» DOpMMpPOBaHME 3anpoca Ha cepTudMKaT HOBOro Kiko4va npoBepku DI Ha paboyeM mMecTe
aAMUHWUCTpaTopa YaocToBepstowero LieHTpa;

* BoiBO4 3anpocoB Ha cepTudukaTbl Kao4Yen nposepku DI nonb3oBaTenen Ha 6yMakHbIN
HOoCuTenb Ha pabouyem MecTe nosib3oBaTens;

— BepeHve peecTpa cepTudUKaToOB OTKPbITbIX KAKOYEr U KAYen nposepku 31, M3[aHHbIX
YaoctoBepsawowmuM LleHTpoM B 3/1eKTPOHHOM BUAE:

» KOHTPOJIb YHMKANIbHOCTWU OTKPbITbIX K/OYen wudpoBaHMsa W kwyen nposepku DI B
dopmmnpyembIx cepTudukartax;

= DopMMpOBaHMEe  CepTUPMKATOB  OTKPbITbIX  KAOYENn W KAwder nposepkun 3l
nosb3oBaTeNlen B 3/1eKTPOHHOM BUAE B COOTBETCTBMM C pekoMmeHAaumsammn X.509 sepcun 3
m RFC 2459, nosBonsiowmMx C nomowbk Kpuntorpadmyeckmx metogos (2MN)
LLeHTpan3oBaHHO 3aBepsATb COOTBETCTBME OTKPLITOro KJj4ya M Ka4da nposepku I w
aTpmbyTOB onpeAesieHHOMY MOJIb30BaTESIO;

= BobiBOA cepTudMKATOB Koden npoBepku DI nosnb3oBaTener Ha 6yMaxkHblh HOCUTENb Ha
pabouyeM MecTe nosb3oBaTens;

= BoiBOA cepTudmMKaToB Kouen npoBepku DI nosnb3oBaTesniern Ha 6yMaXkHblh HOCUTENb Ha
paboyeM MecTe aAMWHUCTpaTopa YaocTosepstuwero LleHTpa;

— BeneHue peecTpa 3anpocos 7 3a8BIEHUN Ha aHHynmpoBaHue  (OT3bIB) 7
npuocTaHoB/eHNe/BO30OHOBNEHNST AENCTBUS CEPTUPUKATOB OTKPbITbIX KJOUYEN U KIKO4Yel NpoBepKu

Sl B aneKkT

— Bbl

pPOHHOM BUMAeE:

» BoinoniHeHWe npouenypbl OPMMPOBAHUSA 3aMNpocOB Ha OT3bB CepTUdUKATOB KOYeEn
npoeepkn Ol Ha paboueM MecTe nosb3oBaTenNs;

» BoinoniHeHWe npoueaypbl GOpMMpOBaHUSA 3aMNpoCOB Ha OT3blB CepTUPUKATOB KIOYEN
nposepkn 2l nonb3oBaTenen Ha paboyeM MecTe aaAMUHUCTpaTopa YZAOCTOBeEpSHLWero
LleHTpa;

* BoinosiHEHNE npouenypbl  GOpPMMPOBAHMS  3anMpocoB  OT  NoJsib3oBaTenen Ha
npuocTaHoB/eHMe/BO306HOBEHNE AENCTBUA cepTuduKkaToB kodyen nposBepkn Il Ha
paboueM MecTe nonb3oBaTens;

* BoinosiHEHNE npoueaypbl ¢dopMumpoBaHus 3anpocos Ha
npuocTaHoB/eHne/BO306HOBIEHNE OENCTBUS CcepTUdMKATOB K4er nposepku 3Ol
nonb3oBaTenien Ha paboyem MecTe agMMHUCTpaTopa YaocToBepswuwero LleHTpa;

» DopMMpOBaHME U AOCTaBKY 3aperncTpMpoBaHHbLIM MOSIb30BaTENIIM CMUCKA OTO3BaHHbIX
cepTudurKaToB Katouen nposepkun I nonb3oBaTenei;

NoJfIHEHNE npoleaypbl NOATBEPXAEHMS NOANMHHOCTK DI1:
* BoinoniHeHMe  npoueaypbl  MOATBEPXAEHUS  MOASIMHHOCTM DI B 3JIEKTPOHHBIX
[OKYyMEHTax;

* BbiMoSIHEHME Mpoueaypbl MOATBEPXAEHUS MOAIMHHOCTM DI yMoSHOMOYEHHOro nuua
YaocToBepstouwero LleHTpa B M3aaHHbIX cepTudukaTax Kiodei nposepku 3MM;

— Peanuzauuio CUCTeMbl onoBeuweHnsa nonb3oBaTenemn C ncnosnb3oBaHNEM MOYTOBbIX

coobLeHni

* YrpaB/ieHWe OMoOBELLEHNEM MOSIb30BaTeNIEN O COBbITUAX B NpoLecce perncTpaunm;

* YnpaBneHWe OMnoBeLeHMeM MnoJib30oBaTesien 0 CO6bMUAX B TEUYEHUM BCEro XXWU3HEHHOro
uukna ceptudmkaToB Kaoder nposepku 3rl.

ApxutekTtypa MK «Kpuntollpo YLi»

MporpaMMHbIN KOMMIeKC «YaoctoBepstowmnit ueHTp «Kpuntollpo YL» cocTouT M3 crneayrowmx

KOMIMOHEHT:
— Lle
— Lle

HTp CepTudumkaumm (LIC);
HTp Peructpauun (UP);
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— APM agMuHucTpaTtopa LUP;
— APM paszbopa KOH(AUKTHbIX CUTyaLUN;
— Monb3oBaTenbCcKMUX CpeacTB B3auMoadencTseus ¢ YU;
= APM perucTtpauun nosb3oBaTend;
= APM 3aperncTpupoBaHHOrO rMosb3oBaTens C MapKepHbM AOCTYMNOM;
= APM 3aperucTpmpoBaHHOrO nosib3oBaTens C KAYeBbIM AOCTYMNOM.
— MporpamMMHoro mHTepdenca B3ammogencTema ¢ YU (MHTepdelic BHewHnx MpunoxeHun).

N -
Uentp |
cepTidHKaumn
J'_.'"f;’]: ~
- Llentp
Llenp Kpuntollpo TLS e perncrpaumm
perucrpaumm [eyCTOPOHHARA ayTeHTUdUKALUA.
Wudpoeanue Tpaduka.
e

i = > >

ApuunHncrpatop
ApuuHKCTpaTop

---b \/
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LGy
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~ I Nporpammusiit uutepeiic
~tiff == S[1ByYCTOPOHHAR ayTEHTUDUKAUNA.
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Monb3zoBatenn

PucyHok 'l — CxeMa B3anmMoAenTcBMsA KOMNOHeHT «Kpuntollpo YL»

LleHTp CepTudukaumm

LeHTp cepTudumkaumm - KOMMNOHeHT koMmnnekca <«Kpuntolpo YL», npeaHasHayeHHbI Ans
dopMupoBaHMa cepTUdMKATOB KJ4Yen npoBepku Il nonb3oBaTenerm W agMUHUCTPATOPOB
YOOoCTOBEPSAKOWEro LEHTPa, CMUCKOB OTO3BaHHbIX CepTUMOUKATOB, XpaHEeHUs 3STaJIOHHOM 6a3bl
cepTnduMKaToB M CMNUCKOB OTO3BaHHbIX cepTudumkaToB. LleHTp Ceptudukauunm @yHKLMOHMPYET B
onepaumoHHon cucteme (OC) Microsoft Windows Server 2003/2008 R2/2012/2012 R2 u ucnonb3yet
6a3y paHHbix Microsoft SQL Server 2005 Express (no ymonuyanuio) (MSSE) n 6a3y gaHHbIX Ciyx6bl
ceptudmkauum Microsoft Certificate Authority (CA). MSSE ycTaHaBniMBaeTCs NMporpaMmMoi yCTaHOBKM
MO LeHTpa CepTudmkaumm mn He TpebyeT oTAENIbHOM YCTaHOBKMU.

B kauvectBe cucTtembl ynpasBneHums 6a3oi gaHHbiX LleHTpa CepTtudukauum MOXeT

ncnonb3oBatbcs Microsoft SQL Server 2005, Microsoft SQL Server 2008 (¢ yCTaHOBMEHHbIM NAKETOM
coBMecTUMOCTM € SQL 2005), Microsoft SQL Server 2008 R2 (c ycTaHOBJ/IEHHbIM MaKETOM
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coBMecTuMocTuM ¢ SQL 2005), Microsoft SQL Server 2012 (c yCTaHOBJ/IEHHbIM MAaKeTOM COBMECTUMOCTH
c SQL 2005).

LUC B3aummopelictByeT TONbKO C LeHTpoM Pernctpaumm wnu HeckosbkuMu  LleHTpamum
Pernctpauumm no oTAesibHOMY CEerMeHTYy JIOKasbHOMW CEeTU C MCMNOSIb30BaHMEM 3alUMLLEHHOINO CeTEeBOro
npoTokona.

LleHTp pernctpauum

LUeHTp Pernctpaumm - komnoHeHT MK «Kpuntolpo YL», npeaHasHa4yeHHbIi AN XpaHeHus
perMcTpaumoHHbIX  AaHHbIX MOsb30BaTesiell, 3anpoCcoB Ha cepTudukatel WU cepTudukaTbl
nonb3oBaTenen, npepoctasneHns mHTepdenca B3aMMOAeNCTBMSA Nofb3oBaTesnen ¢ YA0CTOBEPSAKOLWNM
LeHTpoM. LleHTp PerncTtpauun dyHKUMOHMPYET B onepauunoHHoi cucteme (OC) Microsoft Windows
Server 2003/2008 R2/2012/2012 R2 n ucnonb3yeT 6a3y AaHHbIX Microsoft SQL Server 2005 Express
(MSSE) (no ymon4daHuto). MSSE ycTaHaBnmBaeTcs nporpamMMmon yctaHoBku MO LleHTpa PerncTtpauum.

LleHTp PerucTtpauumn B3ammogencteyeT c LieHTpom CepTudukaumm no OTAENbHOMY CErMeHTYy
NoKanbHOM CceTn C WCNOSb30BaHMEM  3allMUEeHHOro CeTeBOro npoTtokona. Bsawumogencrteue
rnosib3oBaTesiet C YAOCTOBEPSAOWMM LLEHTPOM obecneumBaeTCcs 3a CUYET MCMNOJIb30BaHUS MPUITOXEHUI
(APM 3aperucTtpuMpoBaHHOrO MoONb30BaTENS C KJOYEeBbIM A0CTyrnoMmM, APM 3apeructpupoBaHHOMO
nonb3oBaTenss C MapKkepHbiM goctynoMm, APM peructpauumm nosb3oBaTens), npeaocTaBseMbIX
LleHTpom Pernctpauyun.

LleHTp Pernctpauum aBnseTrcsa eAMHCTBEHHOM TOYKOM BxoAda (pervcTpauun) nonb3oBaTenen B
cucteMe. TONbKO 3aperncTtpupoBaHHbim B LleHTpe Permctpauun nosb3oBaTefNlb MOXET MOAyYuTb
cepTudmKaT Ha CBOM OTKPbITbIM K04 B YaocToBepstoweMm LeHTpe.

APM agMuHucTpaTtopa LP

KomnoHeHT APM ApgMunHucTpaTtopa LUP npepgHa3zHaydeH ANns BbINOJHEHWS OpraHM3auMOHHO-
TEXHUYECKUX MeponpuaTUA, CBSA3aHHbIX C  perncrtpauven nonb3osartenen, GopMmnpoBaHUeEM
cnyebHbiX Knw4ven n ceptudukKaToB nonb3oBaTenem u ynpasneHus LieHTpom peructpauunn. APM
aaMuHucTpatopa ¢dyHKkumoHmpyer B OC Microsoft Windows 7/8/8.1/10. APM aamuHucTpaTtopa
B3aumogencTeyeT ¢ LleHTpoMm Peructpauum no sOKanbHOMW CeTM C WUCMOSb30BaHMEM 3alLULLEHHOro
CeTeBOro NpoTokKona.

MNporpamMmmMHoe  obecneuyeHne APMa agMuHUCTpaTopa  SBASETCS  YHMBEpCasibHbM U
MCMONb3yeTCcs AN BCEX POJSIEN NMPUBUAErMPOBaHHbIX Mosib3oBaTesien (aAMMHUCTPaAToOpOB, ONMepaTopoB
nT.4.).

APM pas6opa KOHMOAMKTHBIX CUTyaL Wi

APM pasbopa KOHMMKTHbIX CUTyaLWiA MNpeaHasHayeH Ans BbINOJIHEHUS OpraHM3aLMOHHO -
TEXHUYECKUX MEPONpPUSATUIA, CBA3AHHbIX:

— C NOATBEPXAEHMEM MNOAJIMHHOCTM DIl B 3/IEKTPOHHbIX AOKYMEHTax W onpegesieHuMs craTyca
cepTndMKaATOB OTKPbITbIX KJHOYEN Nosib30BaTeNnen;

— C noaTeepxaeHneMm noasnHHocTu 3l ynonHoOMo4yeHHoro nuua Yaocrtosepswuwero LleHTpa B
M3rOTOBJ/IEHHbIX MM cepTuduMKaTax OTKPbITbIX KAKYeN.

APM pa3bopa KOHMAMKTHbIX cuTyauun dyHkumoHupyet B OC Microsoft Windows 7/8/8.1/10.
APM paszbopa KOHMMKTHbLIX CUTyauuhn He B3aMMOAENCTBYET HM C KaKUM ApPYrMM KOMMOHEHTOM
YpocTtoBepstowero LleHTpa 1 ucnonb3yeT B cBoer paboTe 06bekTbl, nNpeabsBnseMble CTOPOHaMU
KOH(MAMKTa B KadecTBe AoOKa3aTenbCTBa TeX WAM WHbIX (aKTOB (3N1EKTPOHHbLIM AOKYMeHT ¢ 3Ill,
cepTudurKaTbl, CMUCKN OTO3BAHHbLIX CEPTUDUKATOB U T.4.).

APM perucTtpaunu nosnb3oBaTend.

APM perucTtpauun nonb3osatend LeHTpa Pernctpauumn npegHasHayeH a8 BbINOJIHEHUS
OpraHm3aLMOHHO-TEXHUYECKNX MepOnpUsTUIA, CBSA3aHHbLIX C BbINOJIHEHWMEM Mpoueaypbl perncTpaumu
rnosib3oBaTens Ha YaocTtoepsitowem LleHTpe B pexuMme pacnpeneneHHom perncrpauyunu.
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APM peructpaunn nosnb3oBaTtensa gyHkumoHmpyeT B OC Microsoft Windows (C yCTaHOBJ/IEHHbIM
MS IE 5.0 n Bbiwe). APM pernctpauum nonb3oBaTens B3anMoaeUcTByeT C LleHTpoM peructpauum no
npotokony HTTP(S) ¢ 04HOCTOPOHHEN ayTeHTUdmnKaynen.

K ocHOBHbIM dyHKUMAM APM permctpaumnn nosib3oBaTens OTHOCATCS:
— obecneyveHne B3amMoaencTemnsa ¢ LleHTpoM Pernctpauuu;

— obecneyeHne BO3MOXHOCTU OpPMUMPOBaAHMA W Mepedaym 3anpoca Ha perucTpauuio
nonb3oBaTens;

— wndpoBaHne MHpopMaunu, nepegasaemMort Mexay nonb3osatenem n LleHTpom Perncrtpauum,
C Mcnosib3oBaHMeM npoTtokona TLS ¢ 0AHOCTOPOHHEN ayTeHTudmKaumnen.

APM 3aperncTpupoBaHHOro MoJsib30BaTesNsl C MapKepHbIM AOCTYMOM.

APM 3aperncTpMpoBaHHOro MoJsib30oBaTesis C MapKepHbiM AOCTYNOM npeaHasHayeH Ans
BbINOSTHEHNS OpPraHM3auMOHHO-TEXHUYECKMUX MEPOMNpPUSATUIA, CBSI3aHHbIX C reHepauunen cnyxebHbiX
Kno4en, dbopMmpoBaHMEM 3anpoca Ha CAyXebHbii cepTudukaTt kawda nposepku D1 n nonydeHue
cnyxebHoro ceptudukarta knwoda nposepku Irl.

AYTeHTVId)I/IKaLI,VIﬂ 3aperncTpmpoBaHHOro nosb3oBaTesid OCyWecTBNdeTCda C UCMNOJZIb3OBAHUNEM
BpEMEHHOI0 MapKepa AO0CTyna, NpeaAcTaB/AoWero coboli COBOKYMNHOCTb CieaAyounx CYLLI,HOCTel‘;I!

- Wpentndukatop (ID);
— Napone.
NoeHtudukatop dpopmupyetcs LleHTpom Pernctpaumm n npeacrtasnset cobon uenoe ymcno.

Maponb dopmmpyetcsa LeHTpoM Permuctpaumm u npeactaBnsier coboil CTPOKY CUMMBOMIOB
ONTMHON 6.

Mapkep pocTyna, cdopMupoBaHHbii LleHTpoM Pernctpauun, nepepaetcs nonb3oBartento nmbo
B npouecce peructpaumm (c wucnosbdoBaHmem APM 3ao4yHon (yAdaneHHoOM) peructpaumm) no
3alWmneHHOMyY KaHany, nMbo coobwaeTcs nosb3oBaTesnto agMUHUCTPaToOPOM.

APM  3aperncTtpmpoBaHHOro nosib3oBaTesids C MapKepHbiM  AOCTYMNMOM, KaK MpaBwio,
MCNONIb3YeTCs B ABYX Cliy4asax:

— B Mnpoueaype pacrnpeneneHHoOn pernctpauum nosb3oBaTens, nocne ucnonb3oBaHms APM
perncTpauuu nosb3osaTtens;

—B C/lydae noTepu Kiya ayTeHTudukaumm (Npyv KOMMPOMETauunm WM B MHbIX Cly4dasx)
3apermcTpMpoBaHHOro Monb30BaTeNss W He UMEHLWEro BO3MOXHOCTM JIMYHOrO npubbTus B
YaocToBepsaowmii LieHTp 418 nonyyeHus Kayen u cepTudurkaTos.

APM 3apernctpupoBaHHOro mMosb3oBatens C MapKepHbIM AOCTynoM dyHKumnoHmpyet B OC
Microsoft Windows 7/8/8.1/10 (c ycTaHoBneHHbiM MS IE 5.0 n Bbiwe). APM 3aperucTpmpoBaHHOIO
rnonb3oBaTeNss C MapKepHbIM AOCTYNOM B3auMmogencTByeT C LleHTpoM permcTpauum MNo mnpoTOKONy
HTTP(S) ¢ 04HOCTOpPOHHEN (CepBEpPHON) ayTeHTUduKaymen.

APM 3aperncTtpvpoBaHHOro rnosib3oBaTesid C KJK4YEBbLIM AOCTYMOM.

APM 3aperucTpupoBaHHOro nofib30BaTesld C KJ/K4YEBbIM [OCTYNOM npefHa3HayeH Aangd
BbIMOJIHEHUS  OpPraHM3auMOHHO-TEXHMYECKUX MeponpuUATUI, CBS3aHHbIX C YMpaBJieHWEM JIMYHOWN
KatodeBon uHdbopMauven u ceptudumkaTaMm, TakuMuM Kak GOpMMpoBaHMe paboumx Ka4Yen wu
3aABJ/IEHMA Ha W3roToB/ieHMEe cepTuduMKaToB, 3asB/eHMA Ha aHHyJMpoBaHMe CcepTuduKaTos,
MpUOCTaHOBJIEHME W BO30OHOB/IEHUS [AOEWCTBUS, MNOJIydeHME U YCTaHOBKa CMMUCKA OTO3BaHHbIX
cepTudmkaTos.

APM 3aperncTtpupoBaHHOrO Mosb3oBaTeNss C Ka4deBbM goctynom dyHkumoHnpyetr B OC
Microsoft Windows 7/8/8.1/10 (c ycTtaHoBneHHbM MS IE 5.0 m Bbiwe). APM 3apermcTpupoBaHHOro
nonb3oBaTeNnss C KJ/KYeBbIM [OCTYNOM B3amMmogencTByeT C LleHTpom pernctpaumm Mo mnpoTOKONy
HTTP(S) ¢ ABYXCTOpOHHEN ayTeHTudumnkaumen.
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NHTepdenc BHewHunx MpunoxeHun «Kpuntollpo YLI»
MporpamMmHoe obecneveHne LeHTpa PerucTtpaumn peanusoBaHo B Buae Beb-cepBuca. Beb-
cepBuc UeHTpa Pernctpaumm 6asmpytoTcs Ha Tpex OCHOBHbIX Beb-cTaHaapTax:

— SOAP (Simple Object Access Protocol) —npoTokon Ans NoCbUiKM CoobleHnn No NpoTOKOY
HTTP(HTTPS) n apyrum Internet-npotokonam;

- WSDL (Web Services Description Language) — Ha a3blKe AA8 OMMCaHMSA MNpPOrpaMMHbIX
uHTepdelicos Beb6-cepBncoB;
—UDDI (Universal Description, Discovery and Integration) — Ha cTaHgapTe Ansa mHaeKkcauuu

Beb6-cepBMCOB.

Hanpumep, KOHCONb aAMMHUCTpatopa LeHTpa Peructpaumm obwaerca C cepBepoM
MpUIoOXeHUss NMyTeM BbiI30Ba MeTOAOB yAasieHHbIXx 06bekToB no SOAP npoTokony, ucnonb3ys WSDL
onucaHune Beb-cepsuca RA.wsdl.

LleHTp perucTpaumn npenoctaBnseT NPOrpaMMHbIA MHTepdenc BHewHuX npunoxeHunin (MBI)
Ans  pocTyna K dyHKUMOHanbHoCcTM LP. TllporpaMMHbin  MHTepdhENC MUCMONb3yeTCs BHELHUMU
MPpUNOXeHUsIMK, KOTOpble MOryT BbiICTynaTb B POAW MOMb30OBaTeNns win aaMUHUCTpaTopa, B
3aBMCUMOCTM OT nNpeaocTassisieMoro ceptudukara.

Ona obecneyeHns BbIBOBOB yaaseHHbIX 06beKTOB C ucnonb3osBaHneMm SOAP npoTokona LeHTp
PerncTtpaunn coaepXxut cneymnanbHyto ASP cTpanuuy «RA.asp» — obpabotunk SOAP-3anpocos. ITOT
obpaboTumnk npuHuMaeTr SOAP 3anpochl, nocTtynatowue no npotokonam HTTP wam HTTPS, B BUae
AokymeHToB XML. C ucnonb3osaHnmem WSDL n WSML onucaHua Beb-cepsBuca, oH npeobpasyeT mx B
Bbi30Bbl 06bekTOB npunoxeHns COM+ LleHTpa Pernctpauuu. Mo OKOHYaHWKO Bbi30Ba, OH noaydaeTr
BO3BpallaeMble 3Ha4YeHUs, ynakosbiBaeT ux B SOAP coobuleHne n oTnpaBaseT ero KJIMEHTCKOM 4acTu
MPpUIOXeHus.

dakTuyeckun, paspaboTka MNPUIOXKEHUS, KOTOPOMY HeobxoaMMa QYHKUMOHaNbHOCTbL LleHTpa
Permctpauumn, cCBOAMTCA K HanNuMcaHuWo nporpaMMbl, KoTopas @GOpMUPYET <«npaBW/ibHbie», B
cootBetcTBMM ¢ WSDL onucaHuem, SOAP 3anpochbl, cogepxalwume Ha3BaHue Beb-cepBuca, nopra,
BblI3bIBAEMOr0 MeToAa, HauMEHOBaHWS WM 3HadeHus napameTpoB MeToga. MNMoToM HekoTopbiM 06pa3om
3Ta nporpamMma oTtnpasnseT mx no npotokosam HTTP man HTTPS Ha URL agpec RA.asp. B oTBeT 3Ta
nporpamMmma nosydaet SOAP oTBeT C pe3yfibTaTaMu Bbi30Ba, 3aTeM pa3bupaeT 3TOT NakeT n ussrekaeTt
BO3BpallaeMble 3Ha4YeHus.

Pexxumbl paboTbl «Kpuntollpo YLi»

1) Pexxunmbl permcTpaummn nonblosartenen Yaocrtosepswuwero LleHTpa

MK «Kpuntollpo YL» ob6ecneuynBaeTr peanusauuto CreayrowWwmx pexunmMoB permcTpaunm
rnosib3oBaTesein:

— LleHTpann3oBaHHbIA pexum

Mpw LeHTpasrn3oBaHHOM pexume perucTpauum, naeHTndUKaums nosib3oBaTens
ocylwiecTeBnasdeTcsa agMUHUCTpaTopoM YaocToBepswuwero LleHTpa Ha OCHOBaHWM [AOKYMEHTOB,
yAOCTOBEPSAOLWMX JIMYHOCTb MNONb30BaTesnsd, Mpu JIMHHOM MNpUbbITUM perncTpupyemMoro nosib3oBaTtens
B YU.

AOMUHUCTpATOpP C wucnonb3osBaHnem MO APM aamumHucTpaTtopa LeHTpa Permctpauuu
¢dopMMpyeT 3anpoC Ha perucTpaumio B 3JIEKTPOHHOW (OpMe OT WMMEHM MONAb30BaTeNs U NpUHUMaET
ero.

— PacnpegneneHHbii pexum

PacnpegeneHHbin peXxuMm peructpaumm nosb3oBaTens ABASETCS OMNUWMOHANIbHBIM PEXUMOM U
MCMNONb3YyeTCA TMpU  HEBO3MOXHOCTM (NO pasHbiM MpuyMHaM, B TOM 4uCAe WU NO MpUYMHE
3KOHOMUYECKOW LenecoobpasHOCTU) perncTpaumnm nonb3oBaTenen B LEHTPAIN30BAHHOM peXUME.

NoeHTudukauyms nonb3oBaTenisi  OCyLWecTBAseTCS HOTapuycom nytTeM coBeplleHus
HOTapuanbHbIX AEACTBMA MPU 3aBEPEHUM 3aSIBJIEHUSI Ha perncTpauuio Noab3oBaTesns, Ha OCHOBAHWMU
OOKYMEHTOB, YAOCTOBEPSOLWMX JIMYHOCTb MONb30BaTeNS.

C nomowbto MO APM peructpaumm nonb3oBaTensd pernctpupyembie nosb3oBatenm GopMupyroT
3anpoC Ha permcTpaumio B 3/IEKTPOHHON opMe.
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PerncTpauusi nonfb3oBaTens B  pacnpedesieHHOM pexuMe Ha YL  ocywecTBnsercs
aAMUHUCTpaTopoM YaocToBepstowero LleHTpa Ha OCHOBaHMM HOTapuasbHO 3aBEPEHHOro 3asiB/IeHUs
Ha perncTpauuio M 3anpoca Ha perncTpauuio B 3/eKTPOHHON dopMe MyTeM MPUHATUS 3anpoca Ha
perncTpaumio B 3/IeKTPOHHOW hopMe.

2) PexkuMbl  ynpaBneHus  KAw4YaMu U cepTudumKkaTaMnm  OTKPbITbIX  K/KOYEW  MNoJSb30oBaTesien
YaocTtoBepstouwero LleHTpa

— LleHTpann3oBaHHbIA pexXum

Monb3oBatenn YL nonydarT KAOUYM M CepTUdMKATbl OTKPbLITbIX K/OYEN Y OTBETCTBEHHOMO
coTpyaHuka (aamMuHucTpaTtopa) YL.

AAMUHUCTpPATOpP BbLIMNOHAET npoueaypbl reHepauum KayYen u cepTUdUKATOB MNosib3oBaTesnen
Ha cBoeM paboueM MecTe c ucnosibdoBaHmem MO APM agMuHucTpaTopa LleHTpa Pernctpauum.

YnpaBneHve ceptudukataMm Mosb30BaTeNlEN B TEYEHUM WX XU3HEHHOrO LUUKIA, TaKxXe
oCyLlecTBngeTca agMMHUCTpaTopom YL.

— PacnpegeneHHblii pexum

Monb3oBaTenu YpaocTtoBepsiowero LleHTpa caMoCTOSITENbHO OCYLLECTBAAT Npoueay py
reHepauum knw4eli 1 hopMMpoBaHMe 3anpoCcoB Ha CEPTUMMKAT OTKPLITOro Kiltoua.

BbinoniHeHne 3Tux npoueayp OCylWecTBAsgeTcs C ucnosnb3oBaHnem APM 3aperncTtpupoBaHHOro
rnosib3oBaTens Ha pabouyem mecTe.

MocTynatuwme 3anpocbl Ha CepTUdUKATbl OTKPLITbIX KoYel nonb3osaTenen obpabaTbiBatoTCs
agMuHucTpaTtopoM YL ¢ ucnonbzosaHnem APM agmnHuctpatopa LeHTpa Pernctpauuu.

YcTaHOBKY Ha paboyeM MecTe BbiNyLEHHbIX CEPTUPUKATOB OTKPbITbIX K/lOYEN Mosib30BaTesb
ocylwiecTBngdeT TakKXe C ucnosab3oBaHneMm APM 3apeructpupoBaHHOro nosib3oBatend. Ha APM
3aperncTpupoBaHHOrO MNonb30BaTeNs MpefoCTaBAsAeTCsd BO3MOXHOCTb OCYLECTBUTb (GopMuUpoBaHue
3anpoca Ha oT3biB (MpuocTaHoB/IEHNE/BO306HOBIEHNE AENCTBUSA) CEPTUDOMKATOB OTKPbITbIX KKYEN U
Kfto4yen nposepku Il

MacwTabupyemocTb 1 npomnssoantTensHocTb MK «Kpuntollpo YL|»

MacwrabupyeMmocTb

Hanuune B cocTaBe nporpaMMHoro obecneyeHns LleHTpa PerucTpauumM MporpaMMHOro
nHTepdeica ans paboTbl C BHELWHUMU MNPUIOXKEHUAMM TpeTbX GUPM MO3BONAET CO34aBaTb
WMHTErpMpoBaHHble peLleHus.

MporpaMMHbIN MHTEpdEeNnc npeaocTaBasieT BO3MOXHOCTb BCTPOUTb B CTOPOHHME MPOrpaMMHble
npoAyKTbl (yHKUMM o ynpasaeHnto ob6bekTamum LeHTpa Peructpauum (y4yeTHble 3anucu
nonb3oBaTenen, ceptuduKkaTtbl, 3anpocbl OT MNosib3oBaTenen u T.4.). Takoe BCTpaumBaHMe MNO3BOSSiET
ONTMMM3MPOBATb WHGPOPMALMOHHbIE MOTOKWM B MPUKIAAHbIX CUCTEMaxX 3a CYET COBMELLEHUS
perMctpaumn nosib3oBaTesien B NPUKIAQHOM CUCTeMe C  perucTpaumen nonb3oBatens Ha
YpocTtoBepswuwem LeHTpe, ynpoweHus aBTopu3aumm aboOHEHTOB B CUCTEMax 3alUMULLLEHHOro
JokyMeHToo60poTa 1 Tak ganee.

Peannzaumsa  nporpamMMHOro uHTepdenca LeHTpa Pernctpaumm ¢ MCNosb30BaHMEM
3alUMUEHHOrNO TPAHCMNOPTHOro npoTokosa TLS u cTporor ayTeHTUdUKaUUM B3aMMOAENCTBYHOLLLMNX
KOMIMOHEHTOB Ha OCHOBe cepTudMKaTOB OTKPbITbIX KAl4el, obecneymBaeT aBTOpU3auUNIO KIMEHTCKNX
M CcepBepHbIX YacTeEN WHTErpupoBaHHOrO MNPWIOXeHUs un obecneymBaeT KOHPUAEHLNANBHOCTb
nepegaBaeMbiXx fAaHHbiXx. TpeboBaHme obecneyeHnst KOHPUAEHLMANBHOCTU MepeaaBaeMbiXx AaHHbIX
MeXAy BHELWHMM MnpuioXeHnem n LleHTpom PerncTtpaunm BO3HWKaeT B CeACTBUKM TOro, YTO B COCTaB
nepefaBaeMblX AaHHbIX BXOAMUT M MNepcoHanbHas MHQopMauusa nofb3oBaTenen, u MHpopMauusa us
OOKYMEHTOB, pernamMeHTupytowmnx obcnyxunsaHve nosb3oBaTens B NMPUKIAAHON CUCTEME.

Mopopepxka HeCKoOJIbknx  LleHTpoB Pernctpauun B cocTaBe OZHOro KoMMnieKca
YpocTtoBepsitowero LleHTpa CTaHOBUTCS aKTyasibHa B C/ydae Haauuus pasnuyHbiX 6usHec -mozenem
ynpaB/ieHNs perncTpauuoHHbIMM  3anNMCsaMM  MNoJsib30BaTeNnen U Ux KJw4YeBOW WHGopMauunm B
MPUKNAAHbIX CUCTEMaxX npeanpusatTus. W3MeHss HaCTpoOMKM U pexumbl paboTbl B LleHTpax
Pernctpauun, obcnyxuBawwWwmMx COOTBETCTBYOLWME TMpPUKIALHbIE CUCTEMbl, B COOTBETCTBUM C
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npeabsasaseMbiMn  TpeboBaHUAMM  AOCTUrAeTCA  ONTMMM3auMsa CUCTEMbl  YMpaBiieHUs  y4eTHOM
MHpOpMauuM nosb3oBaTenien, KaKdYaMn U cepTUdUKaTOB OTKPLITbIX KAKO4Yen U Kader nposepku 3I1.

AJIMUHHCTPATOP [Mpuknanuas cucrema 1
A
) 4
EHT
L EETT < » Iloab3oBaTenu
perucTpanuu
Lentp
ceptuduramu
CHT
Clewip < » Ilosb3oBarenu
perucTpanuu
A
v
AJIMUHHUCTpPATOP [Tpuknannas cucrema 2

PucyHok M2 - lMNogaepxka HeckKonbknx LIP

BzanmogencTtBme  KOMMOHEHT YpgocToBepswuwero LeHTpa nocpeAcTBOM — 3alUMLLEHHbIX
coeguHeHun C MUCNOSb30BaHNEM npoTokona HTTP(S) obecneynBaer  TeppuTOpUASIBHO -
pacnpegeneHHyt Mogenb YpocTtoBepswowero LleHTpa. Wcnonb3oBaHMe B KadecTBe CUCTEMbI
Te/leKOMMYHUKaUnin ceTb MHTepHeT MNo3BOASEeT 3HAaYUTesIbHO yAeleBUTb peannsauunio Takor Moaenu
YpnocTtoBepstouwero LleHTpa 6e3 cywecTBeHHOro ocnabneHus TpeboBaHui no 6e3onacHoOCTW.

Mpon3BoAUTENIbHOCTb

C uenblo npoBeAeHUss  HE3aBUCUMMOW  3KCNEpPTU3bl  NOTPEOUTENbCKUX  CBOMCTB W
npomnssogutenbHocTn MK «Kpuntolpo YL», 000 "KPUMTO-MNPO" (http://www.cryptopro.ru) n 3A0
"YpocTosepstowmn Lentp" (http://www.nwudc.ru/) 3akniouunam corfiaweHne, B paMmkax KOTOporo Ha
TexHonornyeckon 6asze 3A0 '"YgocTtoBepswwunh LleHTp" cunamm cneynmannuctoB KOMMNaHWKM 6binn
npoBegeHbl ucnbmaHua MAK «Kpuntolpo YLU». T[porpamma wn MeToAuKa wucCnObmaHui 6Hbuia
pa3paboTaHa coBMecTHO cneumannctamm 000 "KPUMTO-MPO" mn 3A0 "YaocTtoBepswwmun LleHTp" um
npegycMatpuBasna BbIMOJIHEHME TECTOB, MOATBEPXAAKWMX (QYHKLMOHaNbHbe BO3MOXHOCTM [AK
«Kpuntolpo YL», 3asBneHHbX npomsBoauTeneM. TakKxe B paMKaxX 3TUX [OFOBOPEHHOCTEN
BbIMNOJIHAIMCb HArpy304Hble TeCTbl MO perucTpaumn nosb3oBaTtenen Ha «Kpuntollpo YL|».
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JIncT pernctpaummn naMeHeHumn

JIUCT peructpauunv nsMeHeHui
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naTa
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